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ObGo3HadyeHns M COKpALLEHHA

APM AsTomartH3npoBaHHOE pabodee MECTo

ACY TIl ApromaTn3MpOBaHHAs CHCTEMa YIIPABICHHU TEXHOJIOIHMIECKUM IIPOLIECCOM
HUC - UupopmannonHas cucremMa

K3 - Kontpomipyemas 30Ha

JIBC - JlokaiibHas BEIYMCIUTEIBHA CETh

HCJI - HecaHKIMOHMPOBAHHBIH TOCTYII

OC - OnepanuoHHas cHCTEMA

ITO - IIporpammHOe obecniedeHne

CBT - CpenctBo BEIYHCIHTEIBHOW TEXHUKA

C3MU - CpenctBo 3amuThl HHGOPMALIUH

YBH - VYrpo3sa 6e3onacHocTr HHGOPMANHAU

®CTIK - ®enepansHas cyx0a 10 TEXHHISCKOMY M SKCIIOPTHOMY KOHTPOITIO
KBO - Kpurnuecku BaxXHBIH 00BEKT

ILJIK - IIporpaMMupyeMBIii IOTHIECKHUI KOHTPOJLIEP

KHIIHA - KoHTpOIbHO-M3MEepUTEIbHBIE IPHOOPHI M ABTOMATHKA.

COMB - Cucrema obecrieuennst HHGOPMALHOHHOH 0€30IacHOCTH

KHC - Kanann3annoHHO-HACOCHAS CTaHIIHS
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Bzam.uns.

Iloamnucek u nara

N moa.

Hus.

TepMI/IHbI U ompeaeIcHus

ABTOMaTI/I3I/IpOBaHHaﬂ CHCTEMa YyHOpaBJCHUA TEXHOJOTMYECCKUM MpoueccoM - TIpylma
pCIJ_ICHI/Iﬁ TCXHUYCCKUX W MPOrpaMMHBIX CPCACTB, IMIPpCAHa3Ha4YCHHBLIX [JI1 aBTOMaTU3alnunu

YUpaBJICHUA TCXHOJIOI'MYCCKUM O60py,Z[OBaHI/ICM Ha I[MTPOMBINUICHHBIX HPCAIIPUATHAX.

3amura HHpOpPMAIMHM - [PHHATHE [IPaBOBBIX, OPraHMU3ALMOHHBIX M TEXHHYECKHX MeEp,
HalpaBJIeHHBIX Ha: 1) oOecliedeHue 3amuTel HMH(pOPMALKMU OT HEIPABOMEPHOro J1OCTYIIa,
YHHUYTOXKEHUS, MOAH(pHULHPOBaHUS, OJIOKHPOBaHMS, KOIIMPOBaHUS, IIpelOCTaBIIEHHS,
paclupoCTpaHeHus, a TaKKe MHBIX HEIIPABOMEPHBIX IEHCTBUH B OTHOIICHUH Takoi HHpopmauuu; 2)
coOrofeHne KOH(pHAEHIHAIBHOCTH HH(POpMAMKH OrpaHUYEHHOro JocTyla; 3) pealu3aluio IipaBa

Ha JIOCTYII K HH(OpMALHH.

3amumaemasa uHpopManus - uHPOpMALM, SABIAIOMIAACS IIPEIMETOM COOCTBEHHOCTH U
HoJUIeXKaIas 3aluTe B COOTBETCTBUN ¢ TPeOOBAaHUAMH [IPABOBBIX JIOKYMEHTOB HIIM TPeOOBaHHUSIMH,

yCTaHABIMBACMBIMHU COOCTBCHHUKOM HH(POPMALINH.

Hcrounuk yrpo3nl 6esonacHocTH HH(POPManHH - cyObeKT (pu3HUYECKOE JINL0, MaTepUAIbHBIN
00BEeKT Wi (PU3MYECKOE SBJIEHHUE), SIBJISIOLIMNCSI HEIOCPEICTBEHHON NPUYMHON BO3HMKHOBEHHS

yrpo3sl 0e3011acHOCTH HHPOPMALIUH.

Me:xeceTeBOM IKpaH - JIOKATBHOC (OJHOKOMIIOHCHTHOEC) WK ()YHKIHOHAIBHO-PACIPEACICHHOEC
IIporpaMMHoe  (IIpOorpaMMHO-aNIapaTHOE) CpeACcTBO (KOMIUIEKC), pealu3yroliee KOHTPOJb 3a
uH(popmMauuel, IocTynaromell B aBTOMaTH3UPOBAaHHYKO cuUcTeMy W (WIH) BBIXOASIIEH u3

aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI.

HeueKnapHpOBaﬂﬂme BO3MOZKHOCTH - q)YHKI_II/IOHaJIBHBIC BO3MOXXHOCTH CpcacrB
BBIYM CITUTCIHLHOM TCXHUKH, HC OITMCAHHBIC WM HC COOTBCTCTBYIOIIUC OIMMCAHHBIM B JOKYMCHTAIIUH,
npyn HKCHOJB30BAHUN KOTOPBIX BO3MOXHO HapyHICHHC KOH(i)I/I,Z[GHI_II/IaJIBHOCTI/I, AOCTYIHOCTH HWJIN

LeJI0CTHOCTH 00pabaTbiBaeMOi HHPOPMALHH.

HecaHKnMOHMPOBAHHBIA J0OCTYNl K MHPOPMANMH - JOCTYIl K HH(pOpMAaLMH, HapyLIAKOIUN
IpaBUja pa3sTPaHUYEHHs JOOCTyNAa C MCIOJB30BAHMEM INTAaTHBIX CPEACTB, IPEJOCTaBIISIEMBIX

cpeacrsamMmu BEIUMCIINTEIBHON TEXHHUKN HITH ABTOMAaTHU3HUPOBAHHBIMU CUCTCMaMHU.

Cpe}ICTBO 3aIMUTHI 0T HECAHKINUOHUPOBAHHOT0 A0CTYNA - MPOrpaMMHOC, TCXHUYCCKOC HIIN
nporpaMMHO-TCXHUYCCKOC CPCACTBO, MMPCAHA3HAYCHHOC I HIPSAOTBPALICHUA HIIKM CYHICCTBCHHOI'O

3aTPYAHCHUA HCCAHKIIMOHHUPOBAHHOIO JOCTYIIA.

Yrpoza 6Ge3omacHocTH HMH(pOPMAIMH - COBOKYIIHOCTH YCJIOBHH M (PakTOpOB, CO3HAOLIMX

IIOTEHLHAJIBHYIO WJIH PEAJIbHO CYIIECTBYIOLIYIO Ol1IaCHOCTh HapyLIeHns 0€3011aCHOCTH HH(pOPMAaLUH.
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Mopens yrpos (0ezonacHocTd nH(popManum) - GU3NUECKOE, MATEMaTHYECKOE, OIIUCATEIIBHOE
IIpeJiCTaBIEHIE CBONCTB MIIM XapaKTEPUCTHK yIpo3 0€3011acHOCTH HH(OpMaLKH.

Bpenonocnass mporpamma - [porpamma, [pefHa3HadeHHasd JUIA  OCYILECTBIECHHS
HECaHKLHOHUPOBAHHOIO 0CTYIIa U (M) BO3/efcTBUA Ha TexHonornyeckuid mpouece B ACY TIL

AyTeHTH(HMKAIMA - [IPOLEypa [IPOBEPKH 1I0JIMHHOCTU

Nnentudukxanusa - npucBoeHune cyObexkrtaM M 00beKTaM JlocTylla HUACHTH(HUKaTOpa W (MIH)
CpaBHEHHE IIPENBABIAEMOr0 HACHTH(PHUKATOPA C [IEPEUHEM IIPUCBOEHHBIX HIEHTU(PHKATOPOB.

KonTpoanpyemasi 30Ha - 11pocTpaHcTBO (TeppUTOpHUS, 3/laHHUE, YacTh 3/1aHUs, IIOMEIICHHE), B
KOTOPOM HCKJIFOUEHO HEKOHTpOJIMpyeMoe IIpeObIBaHHEe 11OCTOPOHHMX JIML, a TAK)Ke TPAHCIIOPTHBIX,
TEXHUYECKNUX M MHBIX MaTepHAIbHBIX CPEICTB.

Hapymmurensr 0e30MacHOCTH NMEePCOHAJNBHBIX JaHHBIX - (U3MYECKOE JIMIO, CIIy4alHO WIIN
IIpeJIHaMEPEHHO COBEpIIAOLLee JeHCTBHS, CIEICTBUEM KOTOPBIX SIBIISIETCS HapylleHHe 0€3011aCHOCTH
unpopmaruu B ACY TIL

IIporpammuas 3akJaaka - KOJ IIpOrpamMMbl, IIpeJHaMEPEHHO BHECEHHBIH B IIpOrpaMMmy C
LIEJIBIO OCYIIECTBUTH YTEUKY, H3MEHHUTh, OJIOKMPOBATh, YHUUTOXKUTH HHPOPMALIMIO WIIH YHUYTOXKHUTh
U MOJIU(ULUPOBATH [IPpOrpaMMHOE obecliedeHne HHPOPMaLHOHHON CHCTEMBI 11€PCOHANIBHBIX JIaHHBIX
u (mwin) 6JIOKHpOBATH allllapaTHBIE CPEACTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4ecKoe) BO3JeHCTBHe - HECaHKLIHOHHPOBAHHOE
BO3JIeHiCTBHE Ha pecypchbl aBTOMATH3MPOBAHHON HH(POPMALMOHHOM CHCTEMBI, OCYILECTBISEMOE C
HCII0JIb30BAHUEM BPEJOHOCHBIX [IPOrpamMM.

CpencrBa BBIYHCAMTE]LHON TEXHHMKH - COBOKYIIHOCTH IIPOIPaMMHBIX H TEXHHYECKHX
AJIEMEHTOB CHCTEM OO0pabOTKH JaHHBIX, CIIOCOOHBIX (PYHKIHOHHPOBAaTh CaMOCTOATEIBHO I B
cocTaBe APYIruX CUCTEM.

Cy0bekT nocryma (cy0beKT) - JIMIO WM IIPOLECcC, NEHCTBHS KOTOPOrO perjiaMeHTHPYIOTCS

IIPaBUIIAMH pa3rpaHUYCHUS AOCTYyIIA.

Jluer
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1. O0mue mos0keHUst
1.1 HauMeHOBaHHE NPOCKTHPYEMOM CHCTEMBI
Cucrema obecnieueHnss HHPOPMALMOHHON O€30MACHOCTH B aBTOMAaTH3MPOBAHHOU CHCTEME
YIpaBI€HUs] TEXHOJIOTMUECKMM TIIPOLECCOM  KAaHAJIM3alMOHHOM HACOCHOM  CTaHIMHM Ul
BOJOOTBENEHNS 00BbekTa: « MHOTOKBapTHUpHBIE MHOTO3TaxHbIe foMa Ne 1, 2 (mo I'Tl) ¢ o6vexTamu
o0CITyXKMBaHMs KUJIOH 3aCTPOHKU BO BCTPOEHHBIX MOMEINEHUsX mo yia. bponnas B Kuposckom
paiione r. HoBocubupckay; (nanee COUb ACY TII KHC «bponHasn»).

1.2 Heau cozpanus

Kanann3annoHHO-HacOCHas CTaHLMS [IpeAHa3HaueHa Ul [IepeKaunBaHusl KaHaJIM3allMOHHbIX
CTOKOB.

Hemsmu cozmanus COUb ACY TIT KHC
. Obecneuenne 6e3onacHocTu HHpopmaiyu, oopadateiBaemoii B ACY TIT KHC
. CHueHHne BEpOSITHOCTH peaTn3alui aKTyalbHBIX YTpo3 06€30MacHOCTH HH(OPMAINH B
ACY TII u cHuXeHHEe BEPOITHOTO yliepOa B CIyyae UX peann3alnn;

. CooTBeTcTBUE MEP, MPUHATHIX 71 o0ecnieueHus 6ezonacHocty nHpopmauun ACY TII,
JIEMCTBYIOLIEMY 3aKOHOAATENLCTBY Poccuiickoil @enepanuu B cpepe nHGopMamOHHON
0€e30MacHOCTH.

1.3 CBegennsi 0 HOpMATHBHO-NIPABOBBIX AKTAX, HCIOJIb30BAHHBIX NPH NMPOEKTHPOBAHUH

e OenepanbHblil 3akoH «O0 uH(OpManuu, WHGOPMAIMOHHBIX TEXHOJOTHIX U O 3alluTe
uHpopmanun» ot 27 urons 2006 r. Nel49-@;

Ilpuka3z PenepanbHOil CIIyKOBl MO TEXHUYECKOMY M KCIMOPTHOMY KOHTPONIO OT 14 mapra
2014 r. N 31 "OO6 yrtBepxknenun TpeOoBaHuii K oOecreyeHHIO 3alMThl WHGOPMALUH B
aBTOMAaTU3MPOBAHHBIX CHCTEMAX YIIPABICHHWS TPOM3BOJACTBEHHBIMHM M  TEXHOJOTMYECKHUMU
NpoLECCAMH HAa KPUTHYECKH BaXXKHBIX OOBEKTAX, NMOTEHLHMATBHO OMACHBIX OOBEKTaX, a TaKxkKe
00BEKTaX, MPEICTABISIOIIUX IMOBBILIEHHYI OMNACHOCTh AJ KU3HU M 370pPOBbsS JIOAEH M I
OKpYKaIOIIEN MPUPOTHON cpenbl” (C U3BMEHEHUSIMH U TOTIOJTHEHUSIMM );

eI'OCT 34.601 «UMudpopmanmonnas  texHonorus. Kommnekc  cTaHZapToB  Ha
aBTOMAaTU3UPOBAHHBIE CHCTEMBI. ABTOMATH3UPOBAHHBIE CUCTEMBI. CTaIly CO3JAHUS».

e'OCT P 51583-2014 «3aumra wuHpopmaryuu. Ilopsmox co3gaHus aBTOMATH3UPOBAHHBIX
CHCTEM B 3aILUIICHHOM HCIOIHEHNH. O0IIue MON0KEHUS»;

¢ 'OCT P 51583 «3amuta nnpopmanuu. [lopsanok co3qanus aBTOMATU3HPOBAHHBIX CHUCTEM B

3aIMUINCHHOM HCITOJIHCHHH. 061_[[1/16 TTOJIOKCHMU) ;

Jluer
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e ['OCT P 51624 «3amura uHpopmanuu. ABTOMaTU3UPOBAHHBIE CHCTEMBl B 3allMIEHHOM
ucnoyHenuu. Oomwue TpedoBaHM;
¢ 'OCT 34.602 «MudpopmannonHas TEXHOJIOTHSL. KomMrurekc cranaproBHa
aBTOMAaTH3MPOBAaHHBIE CHCTEMBI. [EeXHMYECKOE 3aJaHhe Ha CO3JaHHe AaBTOMAaTHM3HPOBAHHOW
CHUCTEMBIY;
1.4 YcaoBus mpou3BoAcTBa padoT
[IpousBoacTBO paboT OCYIIECTBISICTCA B MOMELIEHHSIX OOBEKTa PEKOHCTPYKUUH ©€3 OCTaHOBKHU
pabouero mporecca MO YCTAHOBKE M HACTPOMKE YCTPOMCTB 3amuTel uHpopmauun. Ha oObexte
HCO6XOI[I/IMO Y4€CTb, YTO pa6OTI>I BBIIIOJIHAKOTCA Ha ,Z[eflCTByIOHIHX 00BEKTAX C HAJIMYMEM B 30HE
MPOU3BO/JICTBA PabOT 3arpOMONKJIAIONIMX MPEAMETOB, BOJIM3M OOBEKTOB, HAXOSIIUXCS MMOJ BBICOKHM
HanpsokeHueM. [IpuHsITE He00X0JUMBIE MEPHI AJIS 3aILUTH K 0€30MaCHOCTH MEePCOHAIA.
1.5 HaumenoBanme mnpennpusaTuii (o0beauHenmii) paspaldoTunka M 3aKa3yHKa
(moab30BaTeisl) CHCTEMbI U UX PEKBH3UTHI
3aka3zunuk: OO0 «Crpountensuele pemennd. Crenuanrn3npoBaHHbIN 3aCTPONIIVK)
Pazpaborunk: OOmecTBO ¢ OrpaHUYCHHON OTBETCTBEHHOCTBHIO ITPOU3BOICTBCHHOE 00BEIUHCHNC

«OPUOH-AKBA». Anpec 630005, r. HoBocubupck, yi. Ilucapesa 1. 53.
2. Onucanue ACY TII

2.1 KpaTkoe onucanue samumaemoit ACY TII

KaHaJII/I3aI_II/IOHHO-HaCOCHa$[ cranOuAa IpcaHazHavyCHa IO MNCPCKaYrMBaHWA KaHalIM3allnOHHBIX

CTOKOB.

ABTOMaTI/I3I/IpOBaHHa$[ CcHUCTEMA yYupaBJIiCHUA TEXHOJIOI'MYCCKUMH nponecccamMun
K&HﬁJIH?:&I.IHOHHO-H&COCHOfI cTanuu npcaHasHavdcHa i OICPpaTUBHOIO MOHHUTOpHHIA 11apaMCTPOB
TCXHOJIIOTHUYCCKOIO Iponecca, aBTOMAaTU3UPOBAHHOI'O KOHTPOJA KW YIIPaBJICHUA TCXHOJIOIMYCCKHUM

MPOLECCOM M CONYTCTBYIOLIMMU JIOKAIBHBIMU aBToOMaTHuecknuMu noacucremamu ACY TILL

OcHoBHBIM TexHOsIornueckuM obopynoBannemM KHC ciykaT HacocHble arperarsl. AJITOpPHTM
paboTBl HAcCOCOB ONpPENEISIETCSl YPOBHEM JKHIKOCTH B IIPHEMHOM pe3epByape: IIpH JOCTHXEHHUU
3HayeHus paboyero ypoBHS aBTOMAaTHYECKH IIPOMCXOAMT 3amyck arperara. llpm cHuxeHun
KOJIMYECTBA CTOKOB B EMKOCTH IIPOMCXOIWT OTKIIOYEHHE Hacoca. Peann3oBaHa BO3MOYKHOCTB

aBTOMAaTHYECKOr0 YepeloBaHus paboThl HACOCHBIX arperaroB Uil paBHOMEPHOI HX HapabOTKu

bonee neranpuas ungpopmanus o crpykrype ACY TII npencrasiena B «OT4er 110 pe3yibTaram

obcnenoBanus ACY TII KHC «bpounass»».

B coorBerctBHM ¢ AkTOM ompeneneHus kiacca zamumenHoctd ACY TII ycranosien Kiace

3aIUIEHHOCTH - 3.

B cucreme He obpabaTeiBaeTca nH(pOpMaLHs, COAEprKaIlas CBEACHNUS, COCTABIISIOLIIE

Jluer
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rocyJapCTBEHHYIO TalHYy.
2.2 Onucanne MHGPOPMALMOHHBIX CBA3EH €O CMEKHBIMHM CHCTEMaMU

Wngopmanuonnsiii oomen ACY TII ocymecrBisercs ¢ noxcucremoit ACY TII KHC MVII r.
Hosocubupcka «I"OPBOJOKAHAJI», Britouaromeii B ce0s 6onee SO-TH KaHaIn3alHOHHO-HACOCHBIX
cranuuii  (KHC). OOmen ocymecrBisercs npa nomomu BbyieneHHoro GPRS-xanana  cssm.
[Monkiroyenue K cetn THTEpHET OTCYTCTBYET.

2.3 I'paHHIIa KOHTPOIMPYEMON 30HbI
3naHus, B rpaHULAxX KOTOpBIX pasMematorcs texanueckue cpeacrsa ACY TII KHC asnsrores

KOHTPOJIHMPYEMOH 30HOM ¢ OXpaHHOI cUrHanm3auuen o0ObeKTa.

CTOpoHHHE OpraHU3allUi Ha TEPPUTOPUU 0OBEKTA HE pa3MelnaroTcs. JlocTyn B HoMeleHus, B
KOTOpBIX HaxoasaTcs Texandeckue cpeactsa ACY TII KHC, umeroT coTpyiHUKH, 00CITY KUBAIOLINE
CTaHLHIO, U COTPYTHUKH CTOPOHHUX OPTaHU3ALMEN, B COMPOBOKIECHUH COTPYTHUKOB,

O6CJ'Iy>KI/IBaIOIJ_[I/IX CTAHIIHUIO.

Hexontponupyemsiii noctyn k texandeckuM cpeactsam ACY TII KHC 3arpynHen, B cBs3H C
o0ecrieueHneM MPOIMyCKHOTO peKUMa Ha TEPPUTOPUIO OOBEKTA, 3alIUPaeMbIX Ha 3aMOK IBEPEH, 1
npucyTcTBHEM nepcoHana. [llkadbsl aBToMaTH3aluu UMEIOT 3anuparoiyecs 3aMku. [IpoexTHas u
HKCIUTyaTallMOHHAs JOKYMEHTalusl Ha OyMakHBIX HOCUTENSAX XPAHUTCS B 3aUPAEMBbIX IIKadax u

SIITAKAX.
2.4 O0BLEeKT 3aIUThI

B pamkax ACY TII KHC «bponnas» K o0O0ObeKkTam 3alluTbl OTHOCATCS CIENYIOLINE

IIPOIPAMMHO-TEXHUYECKHE CPENCTBA:
- CereBoe obopyoBanue;
- IIporpammupyemsle JOrn4ecKue KOHTPOILIEPHI
- HcnosnHuTenbHBIE YCTPOHCTBA.

Obecrieuenne napopmannonnoii 0ezonacHoctn ACY TII KHC ocymiecriisercs HENOCpEACTBEHHO

COUB.
2.5 TpeGoBanne k cucreme

Konkpernsie Tunsl 1 Bepcur C3W 10KHBI BBIOMpaThes € y4eTOM TpeOOBaHMK 110 HaJIMYHUIO
cepTu(pUKATOB COOTBETCTBUS pEAJM30BaHHBIX B HUX (YHKUHH O€3011aCHOCTH, KOTOpPBIE MOIYT
HCII0JIb30BaThCA IS BBIIIOJIHEHHSI TPEOOBaHUH 3aILUILEHHOCTH B COOTBETCTBHH ¢ MOAECISMH YIpO3 U
Hapymurens. HMcexons u3  coobpaxkeHuit obecrieuyeHHs Hauiydiiedl [IPOW3BOAMUTEIBHOCTH U
BO3MOXHOCTH co3faHua orka3zoycroiunBoro pemenus, COUb ACY TII KHC «bponHas» nomkHa
IIPEJCTABIATE COOOH KOMILIEKC MPOrpaMMHO-TEXHHYECKUX, OpPraHU3alMOHHBIX M IIPaBOBBIX MED,

00ecIIeYnBaroIInX:;

Jluer
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Bzam.uns.

Iloamnucek u nara

N moa.

Hus.

- unjeHTudukauno 1 ayrenrudpukannio (MAD);

- yupasienue pocrynom (YII);

- 3amuTy MAalIUHHBIX HocuTener uundopmanuu (3HN);

- aygaut 6e3onacunoctu (AY/);

- anTUBHpYcHYIO 3amuty (AB3);

- obecneuenue nemnocruoctu (OLJ);

- obecneuenne pocrynnocta (OAT);

- 3aluTy TeXHHYecKux cpelcts u cucreM (3TC);

- 3amuTy UHPOpMALHMOHHOH (aBTOMAaTH3MPOBAHHOW) cucTeMbl U ee KomrioHeHToB (3UC);
- pearupoBaHHe Ha KoMIbloTepHble HHIHAeHTRI (MTHLI)

- yupasienue kongpurypauuei (YK®);

- yupasiieHue o0HOBIEHUSAMH lporpammuoro odecrieuenus (OI10);

- IUIaHMpOBaHUE MepoupusaTHii 110 obecnedenuto 6esonacnocty (ILTH);
- oOecnieuenue feiictBuil B HemraTtHelx cutyauusax (JJHC);

- uHdopmupoBanue u odyuenue nepconaia (UI10).

2.6 Onpenenenne nabopa mep

Tak kax ACY TII KHC «bponHas» 1npucBoeH KJiacc 3aluIleHHOCTH 3, TO 0a30BbIM HaOOpoM
Mep IIpUHHMaeTcs Habop Mep, COOTBETCTBYIOIINM Kiaccy 3amuiieHHoctd 3, u3 Ipuroxenus ITpukaza
OCTIK or 14 mapra 2014 r. Ne3l k «TpebGoBanusiM Kk obecrieueHHIO 3allMThl HHpOpMALHUU B
aBTOMAaTH3MPOBAHHBIX CHCTEMaX YIPABICHUSA IIPON3BOJICTBEHHBIMH U TEXHOJIOTHYECKMMHM ITPOLIECCAMH
HAa KPHUTHYECKH BaXHBIX OOBEKTaX, I[OTEHLIHAIBLHO OlACHBIX O0O0BEKTaX, a Takke O0O0ObeKTax,
IIPEACTABILIIOIINAX TOBBIIICHHYIO OIACHOCTh JUIA KM3HH W 310POBbA JIIOJEH M I OKPYXaroMEeH
IpUpOJHON cpelpl». B pesyibrare ajanTtanud JaHHOrO Habopa Mep € Y4Y€TOM CTPYKTYPHBIX

ocobennocteit ACY TII KHC «bponHnas» HCKIItOUaroTCcs CIEAyIONEe MEPhI:

- I'enepupoBaHne BpEMEHHBIX METOK W (MJIM) CHHXPOHH3ALUS CHCTEMHOI0 BPEMEHH B
aBTOMAaTH3UPOBaHHOM cucteme ynpasinenus (AY/1.3). Jlannasg Mepa HCKIrOYaeTcs U3 aJallTHPOBAHHOIO
Habopa Mep B CBSI3U ¢ peaiu3alueil JaHHON Mepe B paMKax mrtatHoro gpynkuunonnposanns ACY TII

KHC «bponnas».

- AHTHBHpYCHas 3aIlUTa MIEKTPOHHON 110YTHI M MHBIX cepBHcoB (AB3.2). Jlannas mepa

HCKJIFOYaeTCs U3 a/lallTHPOBaHHOI0 Habopa Mep, Tak Kak JaHHas TEXHOJIOrHus He pumMensiercs B ACY

TII KHC «bpoHHas.

Jluer
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- Pa3mewmenne ycrpoiictB BbBoga (oroOpakeHus) HH(pOpMAaLMH, HCKIIOYAKOIee €€
HecaHKUHOoHUpoBaHHbIH 1TpocMoTp (3TC.4). [lanHas Mepa UCKIIOYaeTCs U3 aJallTHPOBaHHOr0 Habopa
Mep, Tak Kak K uHpopmauuu, obpabareiBaemoii B ACY TII KHC «bponHnas», He IpelbaBIAIOTCA

TpeOOBaHUS 110 COXPAaHEHHUIO €€ KOH(PHIEHINAILHOCTH.

- 3amuTa OT BHEHIHMX BO3JeHCTBUI (BO3IEHCTBUI OKpYyXKaromwedl cpelpl, HecTabHIbHOCTH
JIEKTPOCHAOKEHNS, KOHIWLIHUOHUPOBAaHMS M HHBIX BHemHHX ¢akropos) (3TC.5). JlanHas mepa
HCKJIFOYaeTcsl U3 aJallTUpOBaHHOINO Habopa Mep B CBA3M C peain3aluedl JaHHOW Mepe B pamKax

mrarHoro ¢pynkunonuposanug ACY TIT KHC «bponnasy.

- Opranuzauus gemuiauTtapu3zoBanHoii 3061 (3UC.S). Peanmzauus nanHoil mepsl He TpeOyeTcs B

nanHoii ACY TII B ¢BsI3u ¢ €€ apXUTEKTYPHBIMH OCOOEHHOCTAMH.

- CokpblTHE apXHUTEKTYphl U KOHPUIYpalUHH HH(OPMALMOHHON (aBTOMAaTH3MPOBAHHOMN) CHCTEMBI

(BUC.8). Jannas mepa peanuzyercs nupu npoexkruposanur ACY TII odbekra.

- 3awmura “HOOpPMALUKM [PH HCIONB30BaHUM MOOMIBHBIX ycTpoiicts (3MC.38). Jlannas mepa
HCKJIFOYaeTcs U3 aJallTHpPOBaHHOro Habopa Mep, Tak Kak JaHHas TeXHOJIOorusd He npumensercs B ACY

TII KHC «bponHas».

- VYipasiieHHE llepeMELeHHEM BUPTYAIbHBIX MalluH (KOHTEHHEPOB) U 00pabaThIBaeMbIX Ha HHUX
nanspix (3MC.39). [lannas Mepa HCKIIIOYaeTcs U3 alallTUpOBaHHOIO Habopa Mep, Tak Kak JaHHas

texnousiorus He npumendaerca B ACY TII KHC «bponnas».

- Kourpons menoctuoctu nporpammuoro obecrnieuenns (OLJIL1). [lanmas mepa peain3yercs B

pamkax mwratHoro ¢ysnknuonnposanus ACY TII KHC «bponnas».

AJranTUBHBIM HAaObOp Mep M aKTyalbHBIE YIrpo3bl, HEHTpallu3yeMble JaHHBIM HabOpoMm Mep

npeACcTaBICHBI B Tabmure 1.

Jluer
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[Moamcn u aaTa

Nnomn.

Hus.

Tabnuia 1

YciioBHOE
o003HaAYeHHE
U HOMeEp

Mepbl

Mepsl 110 3amure

uHpopManuu

Hpentuduxarop
aKTyaJbHOMI

yYrpo3bl

HaunMeHoBaHMe aKTya1bHOMH
YIpo3bl, HEHTPAIU3yeMOH
Mepoii 1o 3ammre

uHpopManuu

NA®.0

PermamenTanus
IIPABHII ¥ TIPOTICITYP
uACHTU(DUKAIINH U

ayTeHTUUKAITUN

NAD.1

Wnentuduxanus u
ayTeHTH(UKALIHAS
H0JIb30BaTeleH U

UHHUIIMAPYEMBIX UMH
IPOIIECCOB

YBH.006

VYrpo3a BHeIpeHUs KoJa WIH
JAaHHBIX

YBH.009

Yrpo3a BOCCTaHOBJICHHUS
HpeAbIAYIIEN YSI3BUMON BEPCUU
BIOS

YBUN.012

Yrpo3a 1ecTpyKTUBHOIO
U3MEHEHUS
KOH(PHUTYpAIHH/CPE bl
OKPY>KEHHUsI IPOrpamMm

YBI.018

Yrpo3a 3arpy3ku HeIITaTHOU
OIEepPalMOHHOW CHCTEMBI

YbN.023

VYrpo3a u3aMeHeHus
KOMITOHEHTOB
nH(pOopMaIMOHHOM
(aBTOMATU3UPOBAHHON)
CUCTEMBI

YBHN.030

Yrpo3a ucnoJib30BaHus
uHpopmarun
uaeHTU(UKAIIU/ayTeHTU KA
1Y, 33]JAHHOU 110 YMOJYaHHIO

YbHN.034

YTrpo3a UCIoIb30BaHUS
c1aboCcTel MPOTOKOJIOB
CETEBOTI0/JIOKAIBLHOTO 0OMEHA
JTAHHBIMH

YBI.045

Yrpo3a HapyIIeHUS U30JISILIHN
cpenbl ucnoHerus: BIOS

YBI.053

Yrpo3a HEBO3MOKHOCTH
yIIpaBJICHUS TIPaBaMU
nosp3oBarenei BIOS

YBI.083

Yrposza
HECAHKLIIMOHUPOBAHHOI'O
JIOCTyIa K CUCTEME I10
0ecrpoBOIHBIM KaHalIaM

YBI.086

Yrpo3za
HECaHKIIMOHUPOBAHHOTO
U3MEHEHMS
ayTeHTU(UKATMOHHOM
uHpOopMalUU

Han

Komyw] Juct

N/ lokyn

Mo,

Jlara
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

YBH.089

Yrposza
HECaHKIIMOHUPOBAHHOTO
pPEAAKTUPOBAHUS PEECTpa

YBU.093

VYrposza
HECAHKIIMOHUPOBAHHOTO
ynpasieHus oypepom

YBU.100

VYrpo3a 00xo01a HEKOPPEKTHO
HACTPOCHHBIX MEXaHNU3MOB
ayTeHTU(PUKALUU

YBU.107

Yrpo3a OTKJIH0YEHHUS
KOHTPOJIBHBIX TaTYUKOB

YBUN.152

VYrpo3a ynanenus
ayTeHTU(UKALMOHHON
uH(popMaluu

YBU.178

VYrposza
HCCAaHKIIMOHUPOBAHHOI'O
HUCITIOJIBb30BaHUA CUCTEMHBIX N
CCTCBLIX YTUJINT

YBU.185

VYrposza
HECaHKIIMOHUPOBAHHOTO
M3MEHEHHUS TapaMeTpOB
HAaCTPOWKHU CPEACTB 3aIIUThI
uH(popMaluu

YBU.207

VYrposza
HECaHKIIMOHUPOBAHHOTO
JOCTYTIA K TTapamMeTpam
HACTPOMKN 000pyIOBaHHUS 32
CYET MCIO0JIb30BAHUS «MacTep-
KOJIOB» (MH)KEHEPHBIX
1apoJieii)

YBbH.209

VYrposa
HECaHKIIMOHUPOBAHHOTO
JOCTYTIA K 3aIIUIIAeMOM
naMsITH sijpa npoleccopa

NAD.2

Nnentuduxanus u
ayTeHTH(UKALIHAS
YCTPOMCTB

YBHN.009

YTrpo3a BOCCTaHOBJICHUS
NpeapIAyen YI3BUMOIM BEepCUU
BIOS

YbHN.152

VYrpo3a ynaneHust
ayTeHTU(UKAIMOHHOM
uHpopmarun

YBI.209

Yrposza
HECAaHKIIMOHUPOBAHHOIO
JIOCTyIa K 3al{MIIaeMon
MaMsTH sJ1pa Iporeccopa

NAD.3

VYnpasnenue
uaeHTudukaropamu

YBHN.030

VYrpo3a ucnoab30BaHUs
uHpOpMaLUn
ueHTHpHUKaUK/ayTeHTU(DHKa
1M, 33JJAHHOM 110 YMOJIYaHUIO

Han

Komyw] Juct

N/ lokyn IMoan. Jlara
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

NAD.3 VYupasienune YBI.086 VYrpoza
UACHTU(PUKATOPAMH HECaHKI[MOHUPOBAHHOI'O
U3MEHEHHUS
ayTeHTU(UKAITMOHHOM
uHpopManuu
NAD .4 VYmpasnenue YBU.030 VYrpo3a ucnoJsib30BaHus
CpencTBaMu uH(popmMaLuu
ayTeHTU()UKAITUT uAeHTHHUKaINN/ayTeHTH(PrKa
AW, 38JJAHHOW 110 YMOJIYAHUIO
YBU.086 VYrposa
HECaHKIIMOHUPOBAHHOI'O
MU3MEHEHUS
ayTeHTU(UKALMOHHON
uH(popMaluu
YBUN.152 VYrposa ynanenus
ayTeHTU(UKALNOHHON
uH(popMaluu
NAD.5 Nnentuduxamus u | YbU.083 VYrpoza
ayTeHTUUKAIUs HECaHKIIMOHUPOBAHHOTO
BHEIITHUX JIOCTYTIa K CUCTEME TI0
MoJIb30Barteneit 0ecrpoBOIHBIM KaHaJlaM
NA®.7 3amura
ayTeHTU(UKAUOHH
ol uuopmanuu npu
nepeaaye
VIIA.0 Permamenrtanus
MIPAaBUII U MIPOLIELYP
yIpaBJICHUS
JOCTYIIOM
VIII.1 VYnpasnenue YBU.152 VYrposa ynanenus
YUYETHBIMH 3aMUCAMU ayTeHTU(UKAMOHHOM
110JIb30BaTeNeH uHpopMaLuu
YBH.006 VYrpo3a BHEApEeHUS KOIa WU
JAHHBIX
YBU.009 VYrpo3a BocCTaHOBIICHUS
NpeapIAYyIen YI3BUMOM BEpCUU
BIOS
YBU.012 VYrpo3a necTpyKTHBHOTO
U3MEHEHMS
VIIL2 Peanuzanus moaenu gzgggﬁiuﬁgﬁgzii
A YIPaniIeHHi YBN.030 VYrpo3a ucnosib30BaHus
JOCTYIIOM
uHpOpMaLUn
UCHTHUPUKAIUN/ayTeHTHPHUKA
1IMH, 33JaHHOM 110 YMOJIYaHUIO
YBU.072 Yrpo3za
HECaHKIMOHUPOBAHHOT O
BBIKJIIOUEHMSI WM 00X0/2a
MeXaHn3Ma 3allMUThl OT 3aIUCH
B BIOS

Han

Komyw] Juct

N/ lokyn IMoan. Jlara
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

YBH.083

Yrposza
HECAHKI[MOHUPOBAHHOTO
JOCTyIa K CUCTEME IO
OecpOBOJIHBIM KaHaJaM

YBH.086

VYrposza
HECaHKI{MOHUPOBAHHOI'O
MU3MEHEHUS
ayTeHTU(UKALNMOHHON
uH(popMauu

YBH.089

VYrposza
HCCAaHKIIMOHUPOBAHHOI'O
peIaKTHPOBaHUS peecTpa

YBU.093

VYrposza
HCCAaHKIIMOHUPOBAHHOI'O
yrnpasyieHus oyhepom

YBU.100

VYrpo3a 00xo1a HEKOPPEKTHO
HACTPOCHHBIX MEXaHNU3MOB
ayTeHTU(PUKALUN

YBU.152

VYrpo3a ynanenus
ayTeHTU(UKANOHHOM
uH(popMaluu

YBU.178

VYrposza
HECAaHKIIMOHUPOBAHHOI'O
HUCITIOJIBb30BAaHUA CUCTEMHBIX U
CETEBBIX YTHIIUT

YBH.185

VYrpo3za
HECaHKIIUOHUPOBAHHOTO
M3MEHEHHUS NTapaMeTpOB
HAaCTPOUKHU CPEACTB 3aLIUTHI
nHpopmarum

YBbN.207

VYrposa
HECaHKIIMOHUPOBAHHOTO
JIOCTYIIA K ITapameTpam
HACTPOMKU 000pyIOBaHUS 32
CYET MCIO0JIb30BAHUS «MacTep-
KOJIOB» (MH>KEHEPHBIX
1apoJIei)

YBI.209

Yrposza
HECAaHKIIMOHUPOBAHHOIO
JIOCTYIA K 3allHUIIaeMOn
NaMsITH siipa mpoleccopa

V1.4

Paznenenne
MOJTHOMOYHM M
(pomneit)
MoJb30BaTeNne

YBI.006

er03a BHCIAPCHUA KOAa UJIU
JaHHBIX

YBI.023

Yrpo3a usMeHeHus
KOMIIOHEHTOB
UH(POPMALMOHHOM
(aBTOMaTU3UPOBAHHOM )
CHCTEMBI

Han

Kooy,

Jliet

N/ lokyn

Moan. | Jlara
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

YBH.089

Yrposza
HECaHKIIMOHUPOBAHHOTO
pPEAAKTUPOBAHUS peecTpa

YBU.093

VYrposza
HECAHKIIMOHUPOBAHHOTO
yrpasieHus oypepom

YBHN.121

Yrpo3a noBpexacHus
CHCTEMHOI0 peecTpa

YBU.158

Yrpo3a hopMaTupoBaHus
HocuTenel nHdopMarmn

YBU.178

VYrposza
HCCAaHKIIMOHUPOBAHHOI'O
HUCITIOJIBb30BaHUA CUCTEMHBIX N
CCTCBLIX YTUJIUT

YBU.185

VYrposza
HECAaHKIIMOHUPOBAHHOIO
WU3MEHEHUS [TapaMeTPOB
HAaCTPOWKHU CPEACTB 3aLIUTHI
uH(popMalun

VIS

Haznaueunue
MHUHUMAJIBHO

HEOOXOUMBIX MTPaB

Y TIPUBHJIET U

YBI.006

Yrpo3a BHEIpEHUs KoJa UIH
JaHHBIX

YBU.012

Yrpo3a 1ecTpyKTUBHOIO
U3MEHEHUS
KOH(PUTYpaIHH/Cpe bl
OKPY)KEHHUSI IPOTrpamMm

YbN.023

VYrpo3a uaMeHeHus
KOMITOHEHTOB
nH(pOopMaIMOHHOM
(aBTOMATU3UPOBAHHON)
CUCTEMBI

YBbHN.086

VYrpo3sa
HECaHKI[MOHUPOBAHHOTO
U3MEHEHUS
ayTeHTU(UKAMOHHOM
uHpopmarun

YBH.089

VYrpo3sa
HECAaHKIIUOHUPOBAHHOTO
peIaKTUPOBAHUS peecTpa

YBI.093

Yrposza
HECAaHKIIUOHUPOBAHHOTO
ynpaBieHus oypepom

YbH.121

Yrpo3a noBpexeHus
CHUCTEMHOI0 peecTpa

YBHM.158

VYrpo3a popmaTrpoBaHus
HocuTesel nHdopMarmu

YBN.178

Yrpo3za
HECAaHKIIMOHUPOBAHHOTO
MCIOJIb30BAaHUS CUCTEMHBIX U
CETEBBIX YTHJIUT

MM

Kooy,

Jhact

N,/ lokywM

[oan. | Jlara
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

YBU.185

Yrposza
HECAaHKIIMOHMPOBAHHOIO
WU3MEHEHUs [1apaMeTPOB
HAaCTPOWKHU CPEACTB 3aLUTHI
uHpopManuu

YBU.207 VYrposa
HECAaHKIITMOHUPOBAHHOTO
JIOCTYIIA K ITapameTpam
HACTPOMKK 000pYyIOBaHUS 32
CYET MCMOJIb30BaHUS «MacTep-
KOJIOB» (MH)KEHEPHBIX
napoJieit)
YBI.209 VYrposa
HECaHKIITMOHUPOBAHHOTO
JIOCTyMna K 3allMIIaeMoi
naMsTH spa npoleccopa
VIIA.6 Orpanunyenue
HEYCITEITHBIX
TOTBITOK JIOCTYTIA B
MH(}OPMALMOHHYIO
(aBTOMATH3UPOBAHH
yI0) CUCTEMY
VIIJI.10 biiokupoBanne
ceaHca JocTyna
M0JIb30BaTeNs MpU
HEAKTUBHOCTH
VI 11 VYnpasnenue YBU.100 Yrpo3a 00x0/1a HEKOPPEKTHO
NEeUCTBUSIMU HACTPOEHHBIX MEXaHU3MOB
oJib30Barenei 10 ayTeHTU(UKaUU
UJeHTU(DUKAITIN U
ayTeHTU(PUKAIUN
VIIO.13 Peanuzanus
3alUIIEHHOTO
yJIaJ€eHHOTO JJOCTYIa
VIII.14 KonTposb nocryna
U3 BHEUTHUX
UH(GOPMAITMOHHBIX
(aBTOMAaTHU3UPOBAHH
BIX) CUCTEM
3HUN.0 Permamenranus
IPaBUII U TPOIIETYP
3aIUThl MAIIMHHBIX
HOCHUTEJIEN
UHpOpMaLUu
3HU.1 VYyeT MalmmHHbIX
HOCHUTEJIEN
uHpOpManun

Han

Komyw] Juct

N/ lokyn IMoan. Jlara
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

3HU.2 VYupasienune YBbN.018 VYrpo3a 3arpy3ku HeIITaTHOM
¢bu3nyeckum OTIEPAIIMOHHON CUCTEMBI
JOCTYIIOM K YBI.023 Yrpo3a usMeHeHus
MaITUHHBIM KOMIIOHEHTOB
HOCHUTEISM UH(POPMALIMOHHOM
uHbopmanmu (aBTOMATU3UPOBAHHOI)
CHCTEMBI
3HU.5 Koutpons YBbU.018 VYrpo3a 3arpy3ku HETaTHON
UCTIOJIb30BaHUS OTIEPAIIMOHHON CUCTEMBI
uaTepdeticos BBoga | YBI.023 Yrpo3a u3aMeHeHus
(BBIBOJIA) KOMIIOHEHTOB
UHpOpMAaLUU HA MH(OPMALOHHON
ChEMHBIE MAIIMHHbBIC (aBTOMaTU3MPOBAHHOM )
HOCHTENHN CHCTEMBI
uHpOpManUK VBI.093 Vrposa
HECaHKIIMOHUPOBAHHOTO
ynpasieHus 0Oypepom
YBI.209 VYrposa
HECaHKIIMOHUPOBAHHOTO
JIOCTymNa K 3alyIaeMoin
naMsTH sipa npoleccopa
3HU.7 Kontpouns YBI.023 VYrpo3a u3MeHeHus
IO IKITFOYCHUST KOMIIOHEHTOB
CBHEMHBIX UHPOPMAIMOHHOM
MaIIUHHBIX (aBTOMATU3UPOBAHHON)
HOCUTENEN CHUCTEMBI
nHpopManuu YBI.093 VYrposa
HECaHKIIMOHUPOBAHHOTO
yrpasieHus oyhepom
YBN.209 VYrpo3za
HECaHKIIMOHUPOBAHHOTO
JOCTYTIA K 3aIIUIIAeMOM
naMsITH sijpa npoleccopa
3HN.8 YHU4TOXKEHUE YBU.158 Yrpo3a popmaTupoBaHus
(cTupanmue) HOCHUTENCH HHPOpMAIIUN
nHpopMaluu Ha YBN.093 VYrpo3sa
MAaIIMHHBIX HECAaHKIIUOHUPOBAHHOTO
HOCHUTEIAX ynpaBieHus oygepom
vHpOpMau VBH.209 Yrposza
HECAaHKIIUOHUPOBAHHOTO
JOCTYTIA K 3aIIUIAEMOM
naMsITH sipa nporeccopa
AVY].0 Pernamenrtanus
IpaBUi U IPOLEYD
ayauTa
0€3011aCHOCTH
AV]I.1 WuBentapuzanus | YbI.192 Yrpo3a UCToJIb30BaHUsA
UH(GOPMAITMOHHBIX YSI3BUMBIX BEpCHi
pecypcoB IPOTPaMMHOTO 00eCTIeUeHHS

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b

Jhiet

16




N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

AV].2 Amnanus YBIN.192 VYrpo3a ucnosap3oBaHus
YSI3BUMOCTEHN U UX YS3BUMBIX BEPCHU
yCTpaHEHHE IPOTPaMMHOTO 00ECTICUCHHS
AV .4 Perucrpanus
COOBITHIA
0€3011aCHOCTH
AY].6 3amura
UH(pOpMALIIU O
COOBITHAX
0€30MacCHOCTH
AV /.7 MonuTopuHT YBI.023 VYrpo3a u3MeHeHus
0€30MacHOCTH KOMIIOHEHTOB
MH(OPMaLMOHHON
(aBTOMaTU3UPOBAHHOM )
CUCTEMBI
YBUN.192 VYrpo3a ucnosb30BaHus
YSI3BUMBIX BEPCHUU
MIPOrpaMMHOTO 00€eCTIeUeHUs
YBN.209 VYrposza
HECaHKIIMOHUPOBAHHOTO
JIOCTyMNa K 3allyIaeMoin
naMsITH sipa npoleccopa
AVY]I.8 PearupoBanue Ha
cobou mpu
peructpanumu
coObITHIA
06e30MacHOCTH
AV].10 [IpoBenenue
BHYTPEHHUX
ayJIMTOB
AB3.0 Permamenrtanus
IPaBUJI ¥ TPOLIETYP
AHTUBUPYCHOU
3alUTHI
AB3.1 Peanuzanus VYBH.191 VYrpo3a BHeapEeHUA
QHTUBUPYCHOM BPEJIOHOCHOTO KOJI1a B
3aIUTHI JUCTPUOYTUB MPOTPaMMHOTO
obecrieyeHus
YBU.192 VYrpo3a ucnosib30BaHus
YSI3BUMBIX BEpCHUil
MIPOrPaMMHOTO 0OecTIeyeHHs
AB3.4 Oo6noBnenue 6a3bl
JTAHHBIX PU3HAKOB
BPEIOHOCHBIX
KOMITBIOTEPHBIX
nporpamMm (BUpPycoB)
OLJI.0 Pernamenranus YbBN.121 Yrpo3a noBpexIcHUSA
MIPaBUII ¥ TIPOIIETYP CHUCTEMHOTIO peecTpa
obecrieueHUs
L[EJI0OCTHOCTU

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b

Jhiet
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

OAT.0 Pernamenranus YBHN.121 Yrpo3a noBpexacHus
MIPaBUII U MIPOIIEITYP CUCTEMHOI'O peecTpa
obecrieueHHs
JOCTYITHOCTH
OAT .4 PesepBHoe YBUN.152 VYrpo3a ynanenus
KOITUPOBAHUE ayTeHTU(UKAITMOHHOM
uHpOpMaUU uH(popmManuu
OAT.5 Obecrnieuenue YBU.152 VYrpo3a ynanenus
BO3MOKHOCTH ayTeHTU(HUKAITMOHHOM
BOCCTaHOBJICHUS uH(popmMaLuu
uHpOpMaLUU
ONT.6 Obecrnieuenue YBI.009 Yrpo3a BOCCTaHOBJIEHHUS
BO3MOYKHOCTHU HpeAbIYIIEN YSI3BUMON BEPCUU
BOCCTaHOBJICHUS BIOS
MPOrPaMMHOTO
obecrnieyeHus npu
HEIITaTHBIX
CUTYaIusIX
OAT.8 Kontpouns YBIN.023 VYrpo3a u3MeHeHus
MPEIOCTaBISIEMbIX KOMIIOHEHTOB
BBIYHCITATEIBHBIX UH(POPMAIMOHHOM
pPECypCOB U KaHAJIOB (aBTOMaTU3UPOBAHHOM )
CBSI3U CHCTEMBI
3TC.0 Pernamenranus YbN.018 VYrpo3a 3arpy3ku HeIITaTHON
MIpaBUII U IPOLEAYD OTIEPAallMOHHOMN CHCTEMBI
3aIUThI YBN.023 VYrpo3a u3MeHeHus
TEXHUYECKUX KOMITOHEHTOB
CPEICTB U CHCTEM nH(GOPMaALOHHON
(aBTOMATU3UPOBAHHON)
CUCTEMBI
YBH.030 VYrpo3a ucnosib30BaHus
uHpopmaruu
uaeHTU(UKAIIU/ayTeHTUhHKA
I[UH, 33]aHHO 110 YMOJTYaHUIO
3TC.2 Opranuzanus YBU.107 VYrpo3a oTKIII0YeHUs
KOHTPOJIHPYEMOM KOHTPOJIbHBIX TaTYUKOB
30HBI YBU.157 Yrpo3a ¢puznyeckoro
BBIBEJICHHSI U3 CTPOSI CPE/ICTB
XpaHeHwus1, 00pabOTKH ¥ (HJTH)
BBO/1a/BBIBOJIa/TIEpEIaYH
uHpopmaruu
3TC.3 VYpasnenue YBU.157 VYrpo3za pusnueckoro
¢bu3nyeckumM BBIBEJICHUSI U3 CTPOSI CPEJICTB
JOCTYIIOM XpaHeHus, 00paboTKU U (UIIH)
BBO/Ia/BBIBOJIa/TIEpeIauH
uHpOpMaluu

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b
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31C.0 Pernamenranus YBN.023 VYrpo3a usMeHeHus
IIpaBUJI U IPOLEAYD KOMIIOHEHTOB
3alLUTHI UH(POPMALIMOHHOM
nH(pOPMAIIMOHHOH (aBTOMaTU3MPOBAHHOMN )
(aBTOMAaTHU3UPOBAHH CUCTEMBI
Ol1) CUCTEMBI U €e
KOMIIOHEHTOB
3UC.1 Paznenenne YBI.083 VYrposa
¢byHKIUMH 1O HECaHKI[MOHUPOBAHHOI'O
yIPaBJICHUIO JIOCTYTIa K CUCTEME TI0
(aAMUHUCTPHUPOBAHU OecrpOBOIHBIM KaHajJaM
10)
nH(pOpMaLMOHHON
(aBTOMAaTHU3UPOBAHH
0if) cuctemoi ¢
WHBIMH (QYHKITASIMA
3UC.2 3amura nepumerpa | YbU.107 Yrpo3a oTKIIOUeHHS
nH(pOpMaMOHHON KOHTPOJIbHBIX TaTYUKOB
(aBTOMatu3upoBaHH | YBU.157 VYrposa ¢pusznueckoro
0if) cucTembl BBIBEJICHUSI U3 CTPOSI CPEJICTB
XpaHeHus, 00pabOTKU U (KJIIH)
BBO/1a/BBIBOIa/TIEpEIaun
uHbopMaluu
3UC.3 DIlIeIOHUpPOBaHHAS
3aIuTa
WH(POPMAITUOHHOMN
(aBTOMATHU3MPOBAHH
0i1) CHCTEMBI
3UC.19 3amura VYBU.083 VYrpo3za
uH(bOpMaIIUU TIpU €€ HECaHKIIMOHUPOBAHHOTO
nepegaye 1o JOCTYIIa K CUCTEME TI0
KaHajaM CBSI3U 0ecrpoBOIHBIM KaHallaM
31UC.20 ObGecnevyeHune YBU.107 Yrpo3a oTKIII0YeHUs
JOBEPEHHBIX KaHaa, KOHTPOJIBHBIX TaTYUKOB
MapupyTa
3UC.21 3anper YBU.152 VYrpo3a yaanenus
HECAHKI[MOHUPOBAHH ayTeHTU(UKALMOHHOM
z OM yJlaJIecHHOU uHpopmaruu
! AKTUBAIUH
; nepupepuitHbIX
@ YCTPOHCTB
31C.32 3amura YBI.083 Yrposa
6ecrpoBOIHBIX HECaHKIMOHUPOBAHHOI O
B COEIMHEHUI JIOCTYTIa K CUCTEME TI0
g 0ecrpoBOIHBIM KaHaIaM

Nnomn.

Hus.

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

31C.34

3amura oT yrpos
OTKa3a B

o0cCITy>)KuBaHUHN
(DOS, DDOS-arax)

WHILO0

PernamenTtanms
MPaBUJI U IPOLIETYP
pearupoBaHus Ha
KOMITbIOTEPHBIE
MHIMUACHTEI

WHIL 1

BrisBienue
KOMIIBFOTEPHBIX
WHIMIEHTOB

WHIL.2

Nudopmuposanue o
KOMIIBFOTCPHBIX
HHIMACHTaX

WHIL3

Ananuz
KOMITBIOTEPHBIX
UHIUAJIEHTOB

VHIL .4

Ycrpanenue
OCJIeCTBUHN
KOMIIBFOTCPHBIX
HNHIINICHTOB

VHILS

[IpunaTHE Mep 1O
MPEAOTBPALLEHHO
IIOBTOPHOTO
BO3HUKHOBEHHS
KOMITBIOTEPHBIX
MHIUJCHTOB

YK®.0

Permamenrtanus
MIPABHII U TIPOIIEITYP
yIIpaBJICHUS
KOH(pUTypanuein
nH(}OpMaITMOHHOM
(aBTOMaTH3UPOBAHH
Ol1) CHCTEMBI

YK®.2

VYnpasnenue
U3MEHEHUSIMU

YK®.3

YcraHoBKka
(MHCTAIUTAIIH)
TOJIBKO
pa3perieHHoro K
HCIOJIb30BaHMIO
IPOrPaMMHOTO
oOecreueHust

OIIO.0

Permamenrtanus
MIPaBUII ¥ TIPOIIETYP
yIpaBICHUS
OOHOBJIEHUSIMH
MPOTrPAMMHOTO
oOecreueHust

YBI.009

Yrpo3a BOCCTaHOBIICHHUS
MpEeAbIAYIIEN YI3BUMOM BEPCUU
BIOS

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

OIIO.1

[Touck, nonyyenue
OOHOBJICHUI
IIPOrpaMMHOT'0
o0ecrieueHus OT
JIOBEPEHHOTO
HNCTOYHHKA

YBH.009

Yrpo3a BOCCTaHOBJICHHUS
IIpeAbIAYIIEN YSI3BUMOM BEPCUU
BIOS

YBHN.209

VYrposza
HECAHKLIMOHUPOBAHHOTO
JIOCTyna K 3alMIIaeMoin
IIaMsTH siApa Imporeccopa

OI1O.2

Kontpouss
LIEJIOCTHOCTH
OOHOBJICHUM

IPOrpaMMHOTO
oOecrecucHus

YBH.009

Yrpo3a BOCCTaHOBJICHHUS
IpEeABIAYIIEN YSI3BUMOM BEPCUU
BIOS

OIlO.3

TectupoBanue
OOHOBJICHUM
MPOTPAMMHOTO
oOecreueHus

YBH.009

Yrpo3a BOCCTaHOBJICHHUS
HpeAbIAYIIEN YSI3BUMON BEPCUU
BIOS

OIIO.4

YcraHoBKka
OOHOBJIEHUH
IIPOTrpaMMHOT'0
oOecrieyeHus

[JTH.O0

PernamenTtarmsa
MIPaBUJII ¥ TIPOLIETYP
TJTAHUPOBAHUS
MEpOIPUATUH TIO
o0ecrneveHunIo
3alUTHI
nHpopManuu

IJIH.1

PazpaboTtka,
yTIBEpXACHUE U
aKTyalu3alus MjiaHa
MEpOINPUATHH TIO
o0ecreveHunIo
3aIUTHI
nHdopmauu

IJIH.2

KonTpoJib
BBITIOJTHEHUS
MEPOIPUATUH T10
o0ecrneveHuno
3aIUTHI
nHbopmauu

JTHC.0

Pernamenrtanus
paBuj U IPOLEAYD
oOecreueHust
JelicTBU B
HEITaTHBIX
CUTYALIMSIX

JIHC.1

Pa3pabotka mnana
JelicTBU B
HEIITaTHBIX
CUTYALMSIX

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b

Jhiet
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

JIHC.2 OO0y4enue u YBU.113 VYrpo3sa nepezarpy3ku
oTpaboTKa AerCcTBUI alrapaTHelX U POrPaMMHO-
IepcoHaja B anmapaTHbIX CPEJICTB
HEIITaTHBIX BBIUMCIINTEIILHONW TEXHUKHU
CUTYalUsAX YBU.157 VYrpo3sa ¢puznyeckoro
BBIBEJICHHSI U3 CTPOSI CPEJICTB
XpaHeHus, 00pabOTKHU U (KUIH)
BBO/Ia/BBIBOJIa/TIEpEIauH
uH(popmMaLuu
YBUN.158 VYrposza ¢popmatupoBanus
HocHTeNel nHpopmamuu
JHC.5 ObecrnieueHue YBUN.113 VYrpo3za nepesarpyzku
BO3MO>KHOCTH anrmapaTHbIX ¥ IPOrPaMMHO-
BOCCTAHOBIICHUS amrmapaTHbIX CPEJICTB
nH(pOpMaMOHHON BBIYUCIIMNTEIILHON TEXHUKHU
(aBTOMatu3upoBaHH | YBU.157 VYrposa ¢pusznueckoro
0i1) CHCTEMBI B
BBIBEJICHHSI U3 CTPOSI CPEJICTB
cilyyae
BO3HUKHOBEHHUS XpaHeHus, 00pabOTKU U (KJIIH)
HEIITaTHBIX
caTyammit BBO/1a/BBIBOJIa/TIEpEIauH
uHpopmarun
YBU.158 Yrpo3sa popmMatupoBaHus
HocuTenel nHdopMauu
JHC.6 AHann3 BO3HUKIINX
HEIITaTHbIX
CUTYyaluid 1
IPUHATHE MEP IO
HEJIOMYLLEHHUIO UX
IIOBTOPHOI'O
BO3HUKHOBEHUS
HII10.0 Permamenranus
IpaBUi U IPOLEYp
UH(POPMHUPOBAHUS U
oOyueHus
nepcoHasna
HIIO0.1 WNndopmuposanue
nepcoHaia oo
yrposax
0€3011acCHOCTH
UH(pOpMALIUHU U O
HpaBUiIax

6e301macHoi paboThl

Han

Komyw] Juct

N/ lokyn IMoan. Jlara

bKHNT.241388.KHC-bponnas-1b

Jhiet
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

HI10.2 OOyuenne
nepcoHana
npaBuiIaM
6e301macHoi paboTHI
HIIO.4 KonTpouib
OCBEJIOMJICHHOCTH
nepcoHana 0o
yrpo3ax
0€30MacHOCTH
UHPOPMALIUHU U O
HpaBUIIax
6e301macHoi paboTHI

Bce opranuzanuionHbie penieHus, ¢ Y4€TOM BHOBb BBEICHHBIX, JOJDKHBI OBITH
orpaxkeHbl B HopMmatuBHBIX aktax MVYII r. HoBocubupcka «'OPBOJOKAHAIJ» u
JIOBEJICHBI JI0 MEPCOHAJIAa B YACTH MX JOJKHOCTHBIX 005I3aHHOCTEH.

B pamkax Buenpenus COWNB nHeoOxomumo paspaborats «llomoxxenue o
pasrpannuenun npas goctyna k ACY TII KHC «bponnas» u obpabaThiBaeMoii €10
uHOpMaIIH», KOTOpoe OyJIeT peain30BbIBaTh Mephl 1o 3amure napopmauu (MAD.0,
NA®.1, NAD.3, HNAD.4, HNAD.5, VIIJ0, VIIA.1, VIIIA.4, VIIA.5, 3HN.2,
3HN.5,3HC.7, 31UC.0, 31C.1) u pernaMeHTUpPOBATH:

— Ilepeuenb mnonp30BaTeNbCKkuX pojie u ux noaHomouuit B ACY TII KHC
«bpoHHas»;

—  Topsimox uneHTuPUKAIMU U ayTEHTH(PUKAIIMH [TOJIH30BATENCH, B TOM YHCIIE
BHEILHUX;

— IlpaBuma uw  HOPSAOK  CO3/IaHMS, WU3MEHEHUS, YHUYTOKECHUS
UIACHTU(PUKATOPOB U ayTEHTU(DUKAITMOHHON HH(POPMAIINH;

— Ilopsgox peiicTBus B ciiydae yTpaTbl W (WMJIM) KOMIIPOMETAlMU JAaHHOMN
uHbopMaImy;

—  IlIpaBuna pasrpannuenus gocrymna k pecypcam ACY TII KHC «bponHnasi»;

B pamkax Buempenuss B COUb nHeoOxommmo paspaborats «Ilomoxxkenune o0
ynpaBieHun KoH@urypauueil u oOHoBiaeHusmu ACY TII KHCy», koropoe Oyaet
peanm3oBBIBaTh Mepbl 1o 3ammre uHbopmaruu (OI10.0, OIIO.1, OII0.2, OIIO.3,
OI10.4, YVK®.0, YK®.2, YK®.3) u onpeensrTh:

Jhiet
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N

Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

—  Tlopsigox monyueHust, TECTUPOBAHUS U YCTAHOBKU OOHOBJICHUI
nporpammHoro ooecnieuenuss ACY TII KHC «bponnas» u C3U.

—  Topsinmox npoBeneHust KOHTPoIIA LeaocTHocTH oOHoBIsiemoro 110 u C31.

—  Topsnox undpopMupoBanus 00 IUIAHUPYEMBIX U3MEHEHUSIX KOHPUTypaLuu
ACY TII KHC «bponHasi» coTpyaHUKa, OTBETCTBEHHOTO 3a ooecnieueHue ObU ACY
TII KHC «bpoHHas»;

—  CornacoBanue nzmenenunit koupurypauuu ACY TII KHC «bponnas» ¢
coTpyaHuKoM, oTBeTcTBeHHBIM 3a obecrieuenue ObU ACY TII KHC «bponnas»,

—  Tlopsgok aHanu3a NOTEHIIMATIBLHOTO BO3EHCTBUS TUTAHUPYEMBIX U3MEHEHU N
B KOH(QUTYpallui aBTOMATU3UPOBAHHON CUCTEMbI YIIPABICHUS U CUCTEMBI 3alllUTHI Ha
obecrieueHue 3amuThl MHPoOpMaIIY;

B pamkax Baenpenus B COUB neo6xonumo pazpabdorats «IlonoxeHue o padbore
C MalllMHHBIMUA HOCUTEIISIMH UH(OPMAIIUUY», KOTOpoe OyAEeT peain30BbIBATh MEPHI 10
sammute uHbopmanuu (3HU.0, 3HU.1, 3HN.2, 3HN.8) u onpenensith:

—  Topsimox mpoBeneHNss THBEHTapu3aluu HH(HOPMAIIMOHHBIX PECYPCOB;

—  Topsimox ananusa ysiI3BUMOCTEN U UX YCTPaHEHUE;

—  Tlepeuenb coObITUI HHGOPMAITMOHHON O€30MACHOCTH, MOAJIEKAIINX
perucTpanuy;

—  Tlopsgok peructpariuu U XpaHeHus: COOBITHI MHOOPMAIIMOHHON
0€30IMacHOCTH;

—  Cpoku XpaHeHHs] COOBITUIM HH(POPMAITMOHHON 0€30MTaCHOCTH, MO JICKAIITNX
perucTpaluy;

—  Tlopsox 3ammThl HHGOPMAITUX O COOBITHUAX 0€30MMaCHOCTH;

— Tlopsimox  pearmpoBanus Ha cOOM TpPU  pEeTUCTpalluud  COOBITHH
nH(OPMAITMOHHON 0€30TTaCHOCTH;

—  Tlopsinok npoBeeHNs] BHYTPEHHUX ayIUTOB;

— KoHTtponp (MOHUTOpPUHTa) 3a oOO0eCTHeYeHHEeM YPOBHS 3allUIICHHOCTH
aBTOMAaTU3UPOBAHHON CUCTEMbI YIIPABICHUS

— Tlopsimok COKpBITHS apXUTEKTYpbl U KOHpUrypauuu uHGOPMALUMOHHON

(aBTOMATHU3UPOBAHHOM ) CUCTEMBI.

Jhiet
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

B pamkax BHeapenus COWMb HeoOxoaumo paspabortath «llonmoxxenune o0
AHTUBUPYCHOM 3alIUTE», KOTOpOoe OyAEeT peaqn30BbIBATH MEPHI MO 3aiuTe HHGOPMAIUU
(AB3.0, AB3.4) u pernaMeHTUpPOBATD:

—  Tlopsnok u npaBuiia paboThI CO CPECTBAMU aHTUBUPYCHOM 3aIIIUTHI;

— Ilopsgox oOHOBieHUs 0a3 JaHHBIX CHUTHATYyp CpEICTB aHTUBUPYCHOM
3aIUTHI.

B pamkax Baenpenuss COWNDB neobxomumo pazpabortats «llonoxxenue o
pearupoBaHUM Ha HWHIMJACHTH HH(GOPMAIIMOHHOW O€30MacHOCTHY», KOTOpoe OyaeT
peanu3oBbIBaTh Mepbl 1o 3ammure uHbopmanuu (MHLL.0, MHIL.1, UHI.2, WHIIL.3,
WNHII.4, UHIL.5, MHIIL.6) u periamMmeHTUPOBATD:

— Tlopsgok ananuza coObITHII MHGOOPMAIIMOHHON 0€30MAaCHOCTH U BBISBIICHUS
WHIIUICHTOB MH(POPMAITMOHHON O€301IaCHOCTH;

— Ilopsgoxk  uwndopMupoBanuss 00  WHIUIAEGHTaX  MHOOPMAIIMOHHOU
0e301acHOCTH;

—  Topsimok pearupoBaHusi Ha UHIUACHTHI UHPOPMALIMOHHON 0€30M1aCHOCTH;

— Tlopsimox  ycTpaHeHMs] TOCIEACTBUN HWHIUIAECHTOB HMHGOPMAIIMOHHON
0€30MacHOCTH;

—  Tlopsimox mpuHATHS MEp MO MPEeIOTBPAIICHUIO TOBTOPHOTO BO3HUKHOBEHUS
WHIIUJICHTOB HH(POPMAITMOHHON O€3011aCHOCTH.

B pamkax Baenpenuss COWNB nHeobxomumo pazpabortats «llonoxxkenue o
pe3epupoBanuu U BocctaHoBiieHnn ACY TII KHC «bponnas» u e€ COUb», kotopoe
OyneTr pealm30BbIBaTh MephI 10 3amute nHpopmanuu (OLJI.0, OAT.0, OAT.1, OAT.2,
OAT.4, OAT.5, OAT.6) u pernaMeHTUPOBATH:

— Ilopsgox  ocyiiecTBieHUsT  KOHTPOJSL — LEIOCTHOCTH  MPOTPaMMHOTO
oOecrieueHus1, B TOM YKCJIE CPEICTB 3aIUTHI HHPOPMAIINH;

— Tlopsgox BoccranomieHust [1O, B tom uyucine C3U, npu BO3HUKHOBEHUU
BHEILITATHBIX CUTYyaIUK;

—  Tlopsimox ocymecTBiaeHUsT pe3epBHOTO KomupoBaHus wHpopMamuu B ACY

TII KHC «bpoHHas» 1 BOCCTAHOBIIEHUA €€ U3 PE3EPBHBIX KOIHUIA.

Jhiet
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Bsas.uns.

[Moamcn u aaTa

Nnomn.

Hus.

B pamkax Bueapenuss COWMb HeoOxoaumo paspabotath «llonmoxxenne o0
oprann3anuu gocryna k rexumueckuM cpencrsam ACY TII KHC «bponHas», kotopoe
Oyner peanu3oBbiBaTh Mepbl mo 3ammute uHbopmanuu (3TC.0, 3TC.4, 3TC.6) u
ONpEeNeNsTh:

—  I'paHulbl KOHTPOIUPYEMOH 30HBI, TOPAIOK €€ (HOPMHUPOBAHUS U KOHTPOJISA
€€ COCTOSIHMS,

— Ilopsimox KOHTpoOJss W TpeAocTaBieHus (pu3nmyeckoro jgocryna K
TEXHUYECKUM CPEJICTBAM, CPEJCTBAM 3alllUThl MHGOPMAILIMH, CPEICTBAM OOECIeUeHUs
(GYHKIMOHUPOBAHMS, a TakXKe€ B TMOMEIICHHUS UM COOPY>KEHHUs, B KOTOPbIX OHHU
YCTAHOBJIEHBI, HCKITIOYAIONINE HECAHKIIMOHUPOBAHHBINA (PU3MYECKUil JOCTYII.

B pamkax Baenpenuss COWB nHeobGxomumo pazpaborats «llonmoxxenue o
IUIAHUPOBAHUU MEPOMPUATUN 1O oOecrneyeHu0 MHGOPMAIIMOHHON 0€30MacHOCTIY.
JlanHblii TOKyMEHT OyneT peaian3oBbIBaTh Mepbl 1o 3amure uHbopmanuu (I1JIH.O,
[JIH.1, [IJIH.2) u ycTanaBnuBaert:

—  Tlopsimox mepecMoTpa M TEPEONEHKH aKTyallbHBIX Yyrpo3 0e30MacHOCTU
undopmanuu B ACY TII KHC «bponnas»;

— Tlopsimox ocylIecTBICHUS TUIAHUPOBAHUS MEPONPUATUN MO O0O0ECreYeHHUIO
3aIUTHl HHPOPMAITUH;

— Ilopsmox ocyllecTBI€HUSI KOHTPOJIS BBINOJHEHHUS MEPONPUATHI IO
obecrieueHNI0 HHPOPMAITMOHHON O€30MTaCHOCTH.

B pamkax Buempenus COUNDb HeoOxomumo paszpaborate «llomoxxenue 06
MHGOPMUPOBAHUN U OOYYE€HHHU IepcoHana». J[aHHBIM NOKYMEHT pealn3yeT Mepbl IO
sammte uHbopmanuu (UI10.0, UI10.1, UI10.2) u onpenenser:

— Ilpouenypy undopmupoBaHue mnepcoHana o0 yrpozax HHGOPMAIMOHHON
6e3omacHocTr M 00ydeHus nmpaBuiiam Oe3omacHor pabotel ¢ ACY TII KHC «bponnas»
B YaCTH MX JOJDKHOCTHBIX O0S3aHHOCTEN;

— Ilpouenypy undopmupoBaHue mnepcoHana o0 yrpozax HHGOPMAIMOHHON

0€30IMacCHOCTH B YaCTH, KacaloIeNcs NX JOJKHOCTHBIX 00S3aHHOCTEMN.

Jhiet
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B pamkax Baenpenuss COUb Heobxoaumo paspaborars «PernameHT obecriedeHus
JNEUCTBUH B HEIITAaTHBIX CHUTYyalUAX», KOTOPOE peau3yeT Mepbl MO 3aluTe
unpopmaruu (JHC.0, JHC.1, AHC.2, JHC.5) u pernaMeHTUpyeT NOPSAOK AEUCTBUI
IpyU  BO3HUKHOBEHUM  HEIITATHBIX  CUTYyallUd, CBSI3aHHBIX C  HMHIMJCHTaMHU
MH(OPMAIMOHHON 0€30MaCHOCTH.

B pamkax BHegpenus COUD HeoOxoauMo paspaborath «PeriaMeHt
KOH(UTypUPOBaHUSL CPEJICTB 3alUThl MH(POPMALUKU», KOTOPBIA OydeT OnpeaensTh
KOH(QUTypallMu CpPEACTB 3allUThl HMHPOPMALMHU», KOTOPbIA OyAeT OmnpenensTh
KOH(UTypaluu CpeCTB 3alIuThl HHPopMaluu, BkItoueHHble B coctaB COUBb ACY TII
KHC «bponnas».

4. OCHOBHBIE TeXHHMYECKHE PelICHHSI

4.1 Pemienusi mo odecrnedeHn10 0€30MaCHOr0 MeKCEeTeBOr0 B3aUMOACHCTBUS

4.1.1 Pemienus, npumensiembie B ACY TII KHC «bponnas»

Jlns oGecnieuenus 6e3omacHoro MexcereBoro B3aumozeiicteus B COMb ACY TII
KHC «bponnas» npoekTom mpeanycMoTpeHa yCTaHOBKa MeKceTeBbIX 3kpanoB ESR-200,
Bepcus mporpamMmmHoro obGecrieuenust 1.5, PIIJIT.465614.149, umeronuii ceprudukar
OCTIOK Ne4386 ot 14.04.2021, nedictByromuii go 14.04.2026 HA COOTBETCTBHUE
(UT.MD.A4.113).

VYcraHoBka TpenrnoyiiaraeTcs Ha TpaHHUIE TEXHOJOTUYECKUX CeTel OOBEKTOB.
YcrpoiictBa Eltex ESR-200 mpeanasHaveHbI IS MPUMCHCHHS Ha CETAX Iepeaadu
JAHHBIX B KadyecTBe OOOPYIOBaHHUS 3alIUTHl MHPOPMAIMK OT HECAaHKIMOHUPOBAHHOTO
JocTyna, oOOpyIOBaHUsS KOMMYTAallMM W Maplipytuzanuu. W3nenue npegHa3HauyeHo
JUTSL BBITIOJTHEHUS (QYHKIUNA KOHTPOJS U QUIBTPALUUA TPOXOIANUX UH(HOPMAITMOHHBIX
IIOTOKOB B COOTBETCTBHUU C 3aJaHHBIMU NPAaBWJIAMU W JJI1 HCIIOJIB30BAaHUSA B LEIAX
oOecrieueHUs  3aIUTBl  HE  KPUNTOTpaUUecKMMH  CpEICTBaMH  HH(POPMAIIHH
OrpaHUYEHHOI'0 JOCTYIIA.

— Tlopsimox  pearmpoBanuss Ha cOOM TpPU  PETHCTPAllUd  COOBITUH
nH(pOpMaIMOHHONW 0€30TaCHOCTH;

—  llopsinok nmpoBeAeHNs] BHYTPEHHUX ayJAUTOB;

Jhiet
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— Kontpons (MoHuTOpHHra) 3a OOECIEUEHHEM YPOBHS 3al[UIIEHHOCTU
aBTOMATU3UPOBAHHON CUCTEMbI YIIPABICHUS

— Tlopsimox COKpBITHS apXUTEKTYpbl U KOHpUrypanuu uHGOPMAIMOHHON
(aBTOMATHU3UPOBAHHOMN ) CUCTEMBI.

OYHKIMOHAJ JAHHOTO YCTPOMCTBA 00ECIIEUYNBACT:

—  Mapumpyruzanuio tpaduka (ctaThueckas, AMHAMUAYECKash MaplIpyTH3AIUs
RIP, OSPF,BGP, PIM);

— MexceTeBoe HKpaHUPOBAHHWE, TMPEAHA3ZHAYCHHOE JJISI OCYIIECTBIICHUS
KOHTPOJISI U (PUIIbTPAIIMU, TTPOXOASIIUX YEPE3 HErO CETEBBIX IMAKETOB B COOTBETCTBUHM C
NOJINTUKAMH TpaduKa, KOTOPbIe HACTPAUBAIOTCS OTIAEIBHO JIs KaXKJIOW KaTeropuu
M0JIb30BaTeNel U KaXKI0r0 KOHKPETHOT'O TTOJIh30BaTElIs,

—  Tloanpepxky: VLAN;

— VPN IPSec. OcymectBisieTcss TOAJAEp)KKA MPUBATHBIX YAaCTHBIX CETEH ¢
ucnosb3oBanreM nporokosioB IPSec VPN (LAN-to-LAN)

— Eltex ERS-200 peanmusyer cieayronige Mepbl MO 3aliuTe HHPOpMAIMH B
ACY TII KHC «bponHasi»:

—  KouTpoas noctymna u3 BHEMIHUX UHGOPMAIIMOHHBIX (ABTOMATU3UPOBAHHBIX)
cucrem (VIIA.14) nmyrem pasneneHus texHojoruueckoit cetu ACY TII KHC
«bpOoHHasA» B OTJICJIbHBI CETMEHT.

JlanHble TIpaBWJIa OMHMCAHBI B PETJaMEHTe KOH(PUTYPUPOBAHUS CPEACTB 3aAIIUTHI
uH(dOpMaIny;

—  VIIJ.2 Peanu3zauust mONUTUK yrpaBiieHUs aoctyna. OrpaHHYeHHs] JOCTyna
Kk pecypcam ACY TII KHC «bponHnas» mocturaercs myremM (HOpPMUPOBAHHS TPABUI
MEKCETEBOIr0 HSKPAaHUPOBAaHMS, OrPAHUYMBAsl aJpeca W NPOTOKOJbI, IO KOTOPHIM
ocymectpisieTcs: goctyn k pecypcam ACY TII KHC «bpounHnasi»;

—  «YmpaBieHue B3aUMOJICHCTBHEM C aBTOMAaTU3UPOBAHHBIMU
(MH(pOPMAIIMOHHBIMH ) CHCTEMAaMH CTOPOHHHX OpraHU3aluii (BHEITHUE CUCTEMBI)Y.

Peanuzyercss mepa mnyrem coznanus VPN-TyHHenss wmexay cuctemMaMu C
o0si3aTeNbHOM aBTOpHU3allMell CTOpoH. Bce mpaBuiia KOHPUrypauuu B3anMOJECHCTBUS

OMUCaHbI B perjlaMeHTe KOH(DUTYPUPOBAHUSI CPEJICTB 3alUTHI HH(OPMALINH;

Jluen
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—  «OOecrnieyenue 3amuUThl MHQOPMALUMU OT PACKPBITHS, MOIU(DUKAIUU U
HaBsI3bIBaHUS (BBOJIA JIOXKHOM MH(OpMAIUK) TIpU ee nepenaye (MoAroToBKE K mepeaayde)
M0 KaHaJlaM CBSI3M, UMEIOLUM BBIXOJl 33 MPEJENbl KOHTPOJIUPYEMOU 30HBI, B TOM UYHUCIIE
OecrnpoBOJHBIM KaHallaM cBA3u». Peanmusyercs mepa nyrteMm co3fgaHuss VPN-TyHHesns
MEXIy CUCTEMaMU ¢ 00s13aTeNbHOM aBTOpHU3aleil ctopoH. Bee npaBuiia KoHUrypamuu
B3aUMOJICUCTBUSI ONHMCAHBI B pErilaMeHTe KOHPUTI'YPUPOBAHUS CPEICTB 3allUThI
uH(popMaImy;

— HWpentudukauuss u ayreHtuduxanus mnosb3oBaTeneil. Peanusyercs mepa
nytem co3nanus VPN-TyHHenss Mexay cucreMamu € 00s3aTelbHOM aBTOpHU3alMeit
cTopoH. Bce mpaBuina KoHpUTrypauuu B3aUMOJEWUCTBHUS ONHCAHBI B PErJIAMEHTE
KOH(DUTYpUPOBAHUS CPEICTB 3alTUTHI HH(OPMAIIUH;

—  «OO0ecrnieuenue HOJITMHHOCTH CETEeBBIX COEJIMHEHUN (ceancoB
B3aMMOJICHCTBUSI), B TOM YHCIE JUIsl 3aIIUTHl OT IOJAMEHBI CETEBBIX YCTPOWCTB H
cepBucoB». Peanusyercst mepa mytem co3gaHus VPN-TyHHens MeXIy cUCTEMaMH C
o0s3aTeNIbHON aBTOpU3aIeil cTopoH. Bce mpaBuna xoHUrypaluu B3auMOJEHCTBUS
OIKCAHbI B perilaMeHTe KOH(UTYpUPOBAHUS CPEACTB 3alTUThI HH(OpMAIUY;

—  «Pa3buenue aBTOMAaTH3MPOBAHHOW CHCTEMBl YIpPaBICHUS Ha CETMEHTHI
(cerMeHTHpOBaHUE) M OOecHedYeHne 3almuThl nepuMerpoB cermeHtoBy (3UC.17).
CermentupoBanue texHonornueckoir cetu ACY TII KHC «bponnas» nmpousBoauTcs
MyTeM MOAKIIOUCHHS MPEANOIaraéMbIX CETMEHTOB CETH B SWItCh-OpThl MEXCeTeBOro
JKpaHa W peaju3aled NpaBuil B3aUMOJICMCTBUS CETMEHTOB. JlaHHBIC TTpaBUila ONIMCAHBI
B perjlaMeHTe KOH(OUTYpUPOBAHUS CPEICTB 3alTUTHI HH(OpMaIuy;

— «Gammra mnepumetpa (pusnueckux W (WIM) JIOTHYECKUX TPAHUIL)
aBTOMAaTU3MPOBAHHOM CHCTEMBbI YIPABICHUS NpPHU €€ B3aUMOACHCTBHM C WHBIMU
aBTOMATU3UPOBAHHBIMU  (MH(QOPMALIMOHHBIMM) CHUCTEMaMU U HUHPOPMAIMOHHO-
TEJIEKOMMYHHKAIIMOHHBIMU CETSIMU» B 4acTW 3amuThl jJorudeckux rpaHun ACY TII
KHC «bponnas» mytem (uibTpanui U pasrpaHHueHUN WHGOPMAIIMOHHBIX MMOTOKOB
ACY TII KHC «bponnas».

—  KOHTpOab NpenocTaBiasieMbIX BBIYUCIUTEIBHBIX PECYPCOB U KAHAJIOB CBSI3H.

Jhiet
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Peanuzyercs naHHas Mepa IyTeM HCIONb30BaHUs BblIeIeHHBIX GPRS
BOJIOKOHHO-ONITHYECKOIO0 KaHAJIOB CBA3U. B KauecTBe MapuipyTu3aTopa MCHOJb3yeTCs
Eltex ERS-200.

—  Peanmmzanus 3amumienHoro ynanenHoro goctymna (YIIJ.13) Peanusyercs
Mepa nyteM co3nanus VPN-TyHHeNss Mexy cucteMamu ¢ 00s13aTelIbHOM aBTOpU3aIei
cTOpoH. Bce mpaBuna KoOHpUIrypauuu B3aUMOJEWUCTBHUS ONKMCAHBI B PErVIAMEHTE
KOH(PUTYpUPOBAHUSI CPEJICTB 3alUTHl HHPOpMALINHY;

— 3ampeT HECAHKIMOHMPOBAHHOW YAAJICHHOW aKTUBALMKM TepudepUuirtHbIX
ycrpoiictB (B3UC.21). Peanusyetcss mepa mnyreM co3aanHusi VPN-TyHHens wMexmy
cucTeMaMu ¢ 00s3aTebHONM aBTOpPHU3aLMEd CTOPOH M CO3[aHUsl MPaBUJI MEXCETEBOTO
SKpaHUPOBAHUS HH(POPMAITMOHHBIX TOTOKOB CHUCTeMBbl. Bce mpaBwmia koHurypauu
B3aUMOJICHCTBHSI ONMHUCAaHBI B pErjJaMEHTe KOH(MUTYPUPOBAHUS CPEJICTB 3allUThHI
uHpOpMaIIH;

— 3ammuTa oT yrpo3 orkaza B obciyxuBanuu (DOS, DDOS-arak) (3UC.34).
PeanuzyeTcsi BO3MOXKHOCTBIO OTKIIFOUEHHS aTaKyemMoro uMHTepdeiica u mnepexoioM Ha
pE3epBHBII KaHa Mepefadyu TaHHbIX, B Clydae MPOBeJACHHs MOJOOHON aTaKu.

— OOecnedenue n1oBepeHHBIX KaHama, mapipyTta (31C.20). Peanuzyetcs mepa
nyteMm co3nanus VPN-TyHHEnsT Mexnay cucteMamu C 00s3aTelIbHOW aBTOpHU3aluei
CTOpPOH, KOH(PUTYPHUPOBaHMEM TMpaBWi Mapuipytuzauuu Tpaduka. Bce mnpaBuna
KOH(UTypalliy B3aUMOJICUCTBUS OMKMCAHBI B PErlIaMEeHTe KOH(DUTYypUPOBaHUS CPEICTB;

— 3amura 6ecnpoBonHbix coenunenuit (3UC.32). Peanusyercs Mmepa myTem
co3nanusi VPN-TyHHeNns MexIy cuctemMaMu ¢ 00s13aTeIbHOM aBTOpU3anueit ctopoH. Bee
mpaBwiIa KOHQUTYpAllUd B3aUMOJCHCTBUS OMMCAHBI B PEriIaMeHTe KOH(PUTYPUPOBAHUS
CPEIICTB 3aIIUTH HHPOPMAIINH;

4.2 Peunrenue 1o odecrne4eHUI0 aHAJIM3a 3a1MILEHHOCTH

Jliss  obecrniedeHusi aHajwW3a 3allUMIICHHOCTH wucnoib3dyercs CA3  XSpider
npousBojacTBa Positive Technologies, ycranosnenusrii APMI1, pacroyio)keHHOTO B
MJIIT «<KomeTtay.

Ceenenust o CA3 XSpider:

— Ucnonw3yemas Bepcust — 7.8.25;

Jhiet
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— Nmeercs cepruduxat coorBeTcTBU OCTIK Ne3247 neiictBuTenbHbIN 10 24
okTs10ps 2025 rona;

— CootBercTBYeT TpeboBaHusiM qokymeHToB: Pl H/IB (4), TY;

— IlpuoGpeTenHas uIeH3UsI BKIIOYAaeT B ce0s paboTy ¢ 64 y3jiamu ceTwu.

Jlist peanu3alid JAHHOTO TEXHUYECKOTO pEIICHHs HEOO0XOAMMO [100aBUTH B
CPEIICTBO aHaJIM3a 3alIUILIEHHOCTH MPOrpaMMHUpYyeMble JIOrHuecKue KOHTposepsl ACY
TII KHC «bponnas». Hactpoiika cymectBytomero CA3  ocymiecTBisiercss B
COOTBETCTBHHU C «PerinamMeHToM KOHOUTypUpOBaHUS CPEACTB 3aLUIUThI HHDOPMALIUN».

Hasznauenue CA3:

— [IpoBepka y3/10B ceTH Ha HAIMYUE YSI3BUMOCTEH;

— IIpoBepka 1O Ha Hanmuuue ya3BUMOCTEH;

— IIpoBepka OC Ha HanM4ue ysI3BUMOCTEN;

— MonuTopuHT 0€30MacHOCTH Ha POBEJICHHUE aTaK 0TKa3a B 00CIy>KHUBaHUU.

Mepsi 3amutel nHGopManuu, peanusyembie CA3:

— AV]1.2 Axamu3 ysa3BUMOCTeH M HMX ycTpaHeHue. XSpider mepuoaudecku
IPOU3BOAUT aHAJIM3 HA CKAHUPYEMBIX y3J1aX Ha HAIMYUE YSA3BUMOCTEM.

— AV]l.4 Peructpauusi coObiTuii Oe3omnacHOCTH. [Ipu BBISIBIEHWHM HapyIICHUN
uHOOpPMAIIMOHHOW  0€30MacHOCTH WM TpH  OOHAPYKEHHH  ySI3BUMOCTEH  Ha
CKaHMPYEeMBIX y37dax XSpider 3aHOCHT JaHHBIE O HHUX B JKypHAJI COOBITHH W
CUTHAJIU3UPYET O BBISIBJICHHBIX HAPYUICHUSIX WU YA3BUMOCTSIX.

— AV].6 3amumra wuHDOpMammu o CcoObITHIX Oe3omacHocTH. XSpider
OTPaHUYUBAET IOCTYT K HHPOPMAIIUH O COOBITHAX 0€30MaCHOCTH MOCTOPOHHUM JIUIIAM.

— AVYJI.7 Monutopunr Oe3omacHOCTH. XSpider obecriednBacT HEMPEPHIBHOE
IPOBEJCHHE MOHHUTOPUHra O€30MaCHOCTH CKAaHUPYEMBIX Y3JIOB M BBIBOJ TEKYILEro
COCTOSIHMSI Y3JI0B B YAOOHOM AJis TpocMoTpa Gpopme.

d. Meponpustus nmo noaroroske k sBony COUDB B neiictBue

[lepeyeHb KOHKPETHBIX MEPONPUATHI 1O BBOAY MOJCUCTEMBI OOECIEUEHUS
nHpopmarmonnort 6ezonacHoctn ACY TII KHC «bponnas» ompexnensercs ¢ ydeTom
KOHQUTrypallul M CcOCTaBa TEXHUYECKHUX CPEACTB OOBEKTa M YpPOBHEM MOATOTOBKHU

MMCIOIICTOCS IICPCOHAJIA.

Jhiet
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5.1 MeponpusiTis 10 CO31aHUI0 HEOOXOAUMBIX IOAPAa3/ieJIeHU U PadoYuXx
MecCT

MVII r. Hosocubupcka «I'OPBOJOKAHAJI» Heo0X0aUMO BBIICIUTH
CTPYKTYPHYIO €IUHHILY — AIMUHUCTPATOP MH(OPMAIIMOHHONW 0€30MacHOCTH, KOTOPBIMA
JTOJDKeH  o0nanaTh  KBaiudUKaluend, JOCTaTOYHOM ISl DKCIUTyaTalldd  BCEX
npumensieMbix B COUDB cpencTs 3amutel nHGOpMALIIH.

AIMUHHUCTPATOp UHPOPMAITMOHHON OE€30MaCHOCTU JIOJKEH 3HATh U BBINOJHATH
TpeboBaHUs, KaK JICHCTBYIOIIETO 3aKOHOAaTeIbCcTBAa Poccutickoit deneparuu B o0acTu
3amuThl HHGOPMAIIMU, TaK U JIOKAIBHBIX HOpMaTUBHBIX akToB MVII r. HoBocuGupcka
«"OPBOJOKAHAJI».

5.2  Meponpusitus no sBeogy COUB B neiicTBue

IIpu moaroroBke BBOojma COWbB B neiicTBHE HEOOXOIWMO MPOBECTU KOMILIEKC
OPraHU3aIMOHHO-TEXHUYECKUX MEPOTIPUSATHIA:

— Pazpaborarh M BBeCTH B OKCIUTyaTalMilo Ha0Op OpraHU3aIMOHHO-
pacnopsaANTEIbHON JOKYMEHTALIMH, CTPYKTYpa KOTOPOI OMMcaHa B JAHHOM JJOKYMEHTE;
Heo6xoauMo ycTaHOBUTH BCE JIOCTYIHBIE OOHOBJIEHUS ONEPAIIMOHHBIX CHCTEM H
IPOrpaMMHOT0 OOECIIeUeHHUsI, MPUMEHSIONIETOCs B MPOSKTUPYyeMOl cucteme. B Tex
ClaydasiX, KOrja TMOJJIEp)KKa MPOrpaMMHOTO MPOJYKTa HE OCYIIECTBIISETCS
npousBoauTeaeM Ha MomeHT BHenpenuss COUB B nelicTBue, HE0OXOAMMO 3aMEHUTH
JaHHBIE  TMPOTPAMMHBIE  MPOAYKTHl ~HAa  BEPCHUM,  MOJJCPKUBAEMbIE  HX
POU3BOAUTEISIMH W MOJCPHU3UPOBATH aIMaparTHOe OOECIeUYeHUE, €CIH ITO
HEOOXOIUMO;

— Tlpomecc HacTpoiiku cpeactB 3amuthl nuHGopManuu U Hanagku COUb
JOJDKEH TIPOM3BOJUTHCS B COOTBETCTBHU C PErJIaMEHTOM KOH(MHUTYpPHPOBAHUS
CPEICTB 3aImuThl MHGOPMAIIMK W HE JOJDKEH OKa3bIBaTh BIUsSHUA Ha paboty ACY
TII;

— OO0béM myckoHaNaMOYHBIX pabOT aIg cucTeMbl oOecreueHus

nH(OPMAITMOHHON O€30MaCHOCTH MPUBENICH B MPUJIAraeMbIX TOKYMEHTaX MPOEKTa;

Jhiet
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[locne HacTpoilku CpeacTB 3allMThl HMHPOPMALUU HEOOXOIUMO

IIPOU3BECTH MPEIBAPUTEIBHBIE UCTIBITAHKUS U ONBITHYIO dKcIuryatanuo COUb ACY

TII KHC «bponHas»;

B cnydyae oOHapyxkeHUs YS3BUMOCTEM M HEJOCTATKOB MPOBECTU HUX

aHaJIn3 U NPUHATL MCPEI 110 UX YCTPAHCHHIO,

IIpoBectn npuemounsie ucneitanuss COMb ACY TII KHC «bponnas».

Jhiet
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6. IlepeyeHb NPUHATHIX COKpPaLeHU U a00peBHaTYp

Coxpamenue Pacuugposka
KCIYB KommnnekcHas cucrema AMCIETYEPCKOTO YIIPaBJIEHUS BOJO-
cHaOKeHUEM
TJIK [IporpaMMmupyeMslid JIOTHYECKHUI KOHTPOJLIEP
C31 CpenctBo 3auuThl HHGOpMALIUN
COUb Cucrema obecrnieueHuss ”HPOPMAITMOHHOHN 0€30MacHOCTH
ACY TI ABTOMaTH3MPOBAHHAS CUCTEMA YIIPABJICHUS TEXHOJIOTMYECKUM
IPOLIECCOM
ObHA Obecrnieuenne 0e30macHOCTU UHGOPMaALIUU
oC OrneparinoHHasi cucreMa
APM ABTOMAaTH3MPOBAHHOE paboyee MeCTo
H/IB HenexnapupoBaHHbIe BO3MOXKHOCTH
DOCTOHK ®enepalibHas ci1yx0a 0 TEXHUYECKOMY U AKCIIOPTHOMY KOH-
TPOJIIO
HCA HecanknmonnpoBaHHBINA JOCTYI
M5 MexcereBol sKpaH
COB Cucrema 0OHapyKEeHHUS BTOP>KEHUH
CKH CpencTBo KOHTPOJISI HOCUTENIEN
[P [IpaBuna pa3rpaHuyeHus 10cTyna
VI VYnpaieHue 10CTyrnom
11O IIporpammHO€e obecnieuenue
oAT OO6ecniedyeHne TOCTYIMTHOCTH
AC ABTOMAaTH3MpPOBAHHAS CUCTEMA
b NudopmannonHas 6€301MacHOCTh
Jluct
Mast Komym) fgper | NJloxym| Ioean. | Jlara BKI/IT-24 1 3 8 8 -KHC-BpOHHaﬂ-HB 34



http://www.comnet.vrn.ru/telecom_security.html

I'PAOUYECKAA YACTD

bKHNT.241388. KHC-bponnas-1b

OIL.yH.| Jluct

NJoxym] Ilogm. | MHata




B3AM.MHB.N

WHB.N [IOJU1{ TIOJUL U JIATA

or BPY, QF15 HO3. HAMMEHOBAHMUE KOJI [NPUMEYAHUE
~220V OBO3H.
DI Y pOBEHb [IPUEMHOTO
LK1 JIOTKA Llka¢ ynpasnenns HIK1
1QF Arromarmdecknii BeIkrodarests 16A, kpusast ormoueHws C, 2 1mosooca, OTKI.
V3UlIl crocobHocTh 6,0 KA 1
3AL . PaspsiHAK A7 321MUTHL OT UMILYJIbCHBIX HICPEHAPSDKECHHUI,
YPOBCHE B IPUEMHOM Y3ull st 3-TIpoBOAHBIX cucTeM snekrpormranus (L1, N, PE) 1
e3epByape
pesepByap A2 Ucrtounuk nutanus 1 Ph 24V 10A 2
1QF
%>\\ Q A3 bnox xonTpoins u ynpasnenns HacocHoi KY, 1K, 2K, 4K 4
A2 4A1 [TpombInuIeHHBIH 8-110PTOBBIN HeyIIpaBisieMblil kommyTaTop 10/100
| l Sﬁ;}jﬁ;g?{g 2};2:1:4? AS Base-T Ethernet, mmacTtukossrii xopiryc, -40...+75C 1
ﬁ A6 Pq Pq 6DL, 2DO A6 WBII ¢ nBoitnbM npeobpaszoBanueM Hanpsbkerwus 1000VA 1
UPS BII1 BI12 Hpowbmmensbiii Mornrop DM-F12A/R, maciueii 12"XGA, 1024 x 768, 600
[ ——— 1 ——— . Ad K/M2, pe3nCTHBHBIA cencoprbi uciuiei (USB), mwmranne 9~36 B DC 1
nutanus -24B | | nutanus -24B A3 Wsmensaurens Al2 MeskcereBoit sxpan (MCD) 1
bnok xoHTpOIS VGA, USB
M M M U yIIpaBJICHUS :Zl
:Zl Ethernet 3DI Cucrema
- s/cHabKeHus
24V K MAII "Komera"
3DI g APM 1 Pabouee mecro ucnerdepa (KOMIBIOTEP, MOHUTOP) 1 | cymecTBymoiee
Biox KoHTpos 2D1 Oxpannas Mojem GPRS B KOMIUIEKTe ¢ aHTEHHOM, GIOKOM UTAHKA 1 | cymecrByromuii
-24V K Y yIIPaBJICHUS :Zl Ethernet CHUTHAJIA3AIHSL
Hacoclo% KHI All Mesxcetreoii axkpan (MCD) 1 CYIIECTBYIOIINI
K12 [TpomsinnenHsii kouseprop Ethernet/Optic 1 | cymectByrompuit
04V bnox xonTpons i RS485 Cuctema razoBoro
- U YIIPaBICHU-S thernet ananu3za "Xo60our-T"
K HgC(]);)COM KH2 i o
2K Armapatypa 110 MecTy
PV-0,4xB MI. M1.1 Poyrep (HSUPA/HSDPA/UMTS/EDGE/GPRS) 3G B komiuiexte ¢ |
bnox xonTposs IRS485 VHeT 5M1eKTPOdHEPIHH 110 > AHTCHHOM U 0JIOKOM IIUTAHHUS
24V K U YIIpaBIICHHUS :Zl Ethernet BBOJAM
Hacoicf{M AH {(Mepxypuii 230 ART-02 PQRSIDN )
N Mut cBsasu HIC (ycraHaBnuBaeTcs AONONBHUTENBHO IO OTASIbHOMY
Al2 3DI Cucrema [IPOEKTY)
e Ad DO JpeHaXka K11 [TpomsinnenHsii kouseprop Ethernet/Optic 1 g/TczT:;::gﬁgagggg Kl?rc;
Momnutop
24V K :Zl VGA, USB
H j H ADI YpoBeHb
JPEHAKHOTO
MIPUAMKA
A5
- SWITCH )
24V gg E Ethernet RS485 Lixad xoHTpONS
Ethernet [IPUTOYHO-BBITSHKHOU
:Zl Ethernet (Modbus RTU) BEHTIIAIINN
" :Zl Ethernet
Ethernet IZ:
e OAC
APM nucnerycpa
Moumnrop
<
KOHBepTep MOHeM KOMLILLOTEP
[Ipumeuanue:
M M [pousBoacTBeHHAs ceTh nepeaaun AaHHbIX Ethernet ' IIMTaHue HpH60p a
JU "Komera" I I [Z- CHATHE CUTHANA ¢ TIpubopa
COTOBAas CBSI3b " % % % % %
ML <
T il — — BKUT.241388. KHC-Bpounas-Ub
N < -—
° — KaHaJ'II/ISaLII/IOHHaﬂ HacoCHas CTaHuuA AJi1 BOAOOTBECACHUA 00BeKTAa:
—
BOJIC All InTouch StandAlond S = . «MHorokpapTupHble MHOro3TaxHbIe foMa Ne 1, 2 (o I'TI) ¢ 06’beK]”5raMI/I
A -B Cepsep ActiveSoft, N ~ O0CITY)KUBAHUA JKUIOH SaCTpOﬁKH BO BCTPOCHHBIX MOMEIICHUAX T10 YJI. bpOHHAas B
K12 APM T KHC pu-Brneonabmonienye || (Oxpaua+PKC) MsSQL, FreeDSD | | KHC-Cepsep-ww | | KHC-Cepsep-Cron Yam.[Kon.ydJluer [N ok [Tlogmucs| Hara KuposckxoM paiione r. HoBocu6upcka»
Bemonmn | ApXuiosa W Cramua | Jlucr | Jluctos
Hxonrp. | Jdesoesa | g/ — WudpopmarronHas 6€30MacHOCTb p 16
lposepun | Hoaxonacsd/) )
o U
OO0 TIO
CrpyxrypHas cxema ACY " "
JlomxH. damumms Houm. | 2023 OPHOH-AKBA

Popmat A2




Turl, Mapka, 0003HaYEeHHE Koz o6opy- Enunnna Komnu- Macca
I 3aBO-U3rOTOBUTEIIb
O3H- HauMeHoBaHue U TEXHUYECKas XapaKTePUCTHKA JIOKYMEHTA, OIPOCHOTO JOBAHUSA M3Mepe- 9ECTRO CIMHMAIIET [IpumMeuanye
u3acius, Mmare-
oy JmcTa HUA Kr
puana
1 2 3 4 5 6 7 8 9
[TpubopkI U cpeicTBA ABTOMATHU3AITUNA
KHC-bponnas
MeskceteBoit skpan (MCD), umeromuii ceptuguratr DCTIK Ha cooTBETCTBIE 5
Al2 TpeboBanmaM Tumna "A" uerBéproro kaacca 3anuTel. NT.MD.A4.113, Haanuue: ESR-200 Eltex . 1 Yurén B pasnene ATX
USB 3G/4G/LTE wmogmem, 4xCombo 10/100/1000BASE-T / 1000BASE-X.
[TpousBoautensHOCTh [Psec VPN (dpeiimbr 1456B) - 0,46 Tout/c; 40k nxr/c.
IIpomsBonutenbHocTh Firewall/NAT/mapmpytuzanmu  (ppeiimbl 70B) - 92
Mowut/c; 155k mkr/c. Site-to-site VPN: IPSec; Policy-based m route-based
PCKIMDL,
DMVPN; Aaropurmsl mugposanus DES, 3DES, AES, Blowfish, Camelia;
Aytentugukaius coodmenuit IKE MD5, SHA-1, SHA-2.
z
@
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YTBEPXJAIO
Hupexrop MVII . HoBocubupcka

«"OPBOJJOKAHAJI»
/ /
«_» 20 r
AKT

OIIpEACICHHS KIacca 3allUIICHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI
ACY TII KHC o0Onekra: «MHOTOKBapTHUpHbIE MHOTO3TaXkHbIe oma Ne 1, 2 (o I'TI) ¢
o0BbeKTaMu 0OCITY’KUBaHMSI )KUJION 3aCTPOMKH BO BCTPOEHHBIX NMOMEIIEHUX 10 yi. bpoHHas B
Kuposckom paiione r. HoBocubupckay.

Komuccus B cocraBe:

Ha‘laJ'ILHI/IK CJ'Iy)KGLI aBTOMaTHU3allnuu
I[Ipencenarens - WBanos U.U.

(HOMKHOCTD)
YJI€HBI KOMUCCUU

HauanpHuk otena nHGOpPMaIOHHON 0e30MacHOCTH

- ITerpos B.B.
(HOMKHOCTD)

- CremanoB A.A WmxeHep oTaena o o0ecnedeHuo 6e30macHoCT!
nHpopmanuu
(TOMKHOCTD)

paccMOTpEB MCXOTHBIC JaHHBIC Ha aBTOMAaTH3UPOBAHHYIO CUCTEMY YIIPaBJICHUS
TEXHOJIOTHYECKUM TPOIIECCOM 00bekTa «MHOTOKBApTUPHBIE MHOTO3TaXHBIE oMa Ne 1, 2 (1o
I'TI) c oObexTamMu 00CITY>)KUBAHUS JKUJIOH 3aCTPOHKH BO BCTPOSHHBIX TIOMEIICHUSX TI0 YII.
Bponnas B Kuposckom paiione r. HoBocrOupckay, yeIoBHsl €e SKCIUTyaTalliu
(MHOTOTIONB30BATENBCKASI CHCTEMA), C YIETOM XapaKTepa oOpadaTsiBaeMoi HHGOpMaIUn
(kpuTHYeCKH BakHas1) U B cooTBeTCTBHH ¢ [IpmnoxkenneM N 1 k TpeOoBaHUsIM K 00eCIIeUeHUIO
3an(UThl HHQOpPMAIIMK B aBTOMATU3HPOBAHHBIX CUCTEMaX YIIPABICHHSI IPOU3BOJACTBEHHBIMU U
TEXHOJIOTMUECKUMHU MPOLIECCAMK HA KPUTHYECKU BAXKHBIX 00bEKTaX, MOTCHIMAILHO OTIACHBIX
00BeKTax, a TAKKE 00bEKTaX, MPEICTABIISIONIMX TOBBIIICHHYIO ONMACHOCTD JUIS KU3HH U
3JI0POBbSI JIFOICH U JIJIsl OKPYIKAIOIIeH PUPOIHOM CPe/IbI
PELINJIA:

YeranoBute ACY TII KHC «bponnas» OOO «CrpourtenbHble pelieHHs.
CrenuaJau3upoBaHHbIN 3aCTPOMIUK» KJace 3ammmenHoctu — 3 (K3).

[Ipencenarens koMuccuu | ViBanos W.1.

UneHsl KOMHUCCUU / Tlerpor B.B.

/ CtemanoB A.A.
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IlepeyeHb 0003HAYCHUI U COKPALLICHH I

ABTOMAaTHU3HPOBAHHOE paboyee MECTO

ABTOMAaTU3UpPOBAaHHAS  CUCTEMA  YINPABICHUS

IIPOLIECCOM

WNudopmarnmonnas cucrema
Koutponupyemas 30Ha
HecaHKIMOHUPOBAaHHBIN 10CTYI
HacocHo-¢uibrpoBas cTaHims
OnepannoHHas cucteMa
[IporpammHuoe obecrnieueHue
CpencTBo BBIYMCIUTENBHON TEXHUKH
CpeacTBo 3amuTsl HHGOPMaLIUU

VYrpo3a 6e3onacHoCcTH HHPOPMALUH

TCXHOJIOI'MYCCKUM

denepanbHas Cay)0a M0 TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO

KaHaHI/ISaIII/IOHHaH HaCOCHas CTaHIHA



1. O6mue cBeneHust

Hacrosmuii Otuer moarorosieH OOO II0 «OPUMOH-AKBAy». [lanubii
OTUET HCIOJIB3YETCS Mg pa3pabOoTKu paboueil JOKyMEHTallMu IO CO3/IaHUIO
COUB ACY TIIL.

1.1 O6mue ceenenust 00 ACY TII

KananuzanuronHass HacocHasi CTaHIUS MpeJHAa3HAUYeHa ISl TIepeKauynBaHUs
KaHAJIM3AIUOHHBIX CTOKOB.

ABTOMAaTHU3UPOBAHHAS cucreMa yIpaBiIeHUs TE€XHOJIOTUYECKUMU
mpolieccaMyd  KaHaJM3allMOHHO-HACOCHOM  CTAaHIMM  MpeJHa3HayeHa s
OTMEPAaTUBHOTO  MOHUTOPHHIA  MapaMeTPOB  TEXHOJIOTMYECKOro  IpoIliecca,
aBTOMATU3UPOBAHHOTO KOHTPOJIS M yIPABJICHUS TEXHOJOTMYECKUM IPOIECCOM U
COMYTCTBYIOIIMMH JIOKAJIbHBIMH aBTOMaTHueckumu nojacucremamu ACY TII.

2. Onucanue padorsl ACY TII

HeiictBytomiasi B Hactosinuii MoMeHT noacuctema ACY TIT KHC MVII r.
HoBocubupcka "T'OPBOJJOKAHAJI" Brmowaer B cebs ©Oomee 50-Tu
KaHam3anuoHHo-HacocHbx  ctanimii  (KHC).  PazpaGateiBaesmas ~ KHC
OCYLIECTBIISIET B3aUMOJICMCTBUE C CYUIECTBYIOIIEH KOPHOPATUBHON CHUCTEMOM
JUCIIETYEPCKOTO KOHTPOJISI M YIPABICHUS MOCPEICTBOM BBIJICICHHBIX KaHAJIOB
ces3u. Ha KHC «bponHas» peanusyeTcsi JOKaJibHas CUCTEMa aBTOMATUYECKOIO
ynpasnenus KHC no tpe6oBanusim MVYII r. HoBocubupcka "I'OPBOJOKAHAJI"
u Ha Oaze mpuusToro neictByromei cucremoit ACY TII KHC anmapatho-
MIPOrPaMMHOTO 00ECIIeYEHUSI.

PaspabateiBaecmas cucrema ACY KHC TII «bponnas» oGecriedynBaert:

® 2aBTOMAaTHYECKOE YMPABICHHE KAaHAJIM3ALIMOHHOM HACOCHOM CTaHUHUEH
«bpoHHas»;

e cOop, oOpaboTky W aHanmu3 WHPOPMAIMA O COCTOSHUH OOBEKTA
yIpaBJIeHUS;

® BbIPaOOTKY YIPaBISAIONIUX BO3AEHCTBUI;

e [epelavy yIpaBJISIOMIMX BO3ACHUCTBUN HA UCTIOJIHEHHUE U €€ KOHTPOJIb;



® pealr3alMI0 U KOHTPOJIb BBIIIOJIHEHUS YIIPABIISIIOIINX BO3/ICHCTBHIA;

®  BU3yAIM3ALHIO TEXHOJIOTMYECKUX MTapaMeTPOB PabOThI CTAHIINH;

® apxuBalUs TEXHOJOTUYECKHUX MMAPAMETPOB;

® CBETO3BYKOBOE OIOBENICHHUE O BHEIITATHBIX CUTYalUsX;

e o00meH wuH(poOpMalMeil C B3aMMOCBS3aHHBIMU aBTOMATU3UPOBAHHBIMU
CHUCTEMaMH.

PaszpabateiBaemass ACY TII sBasieTcst cnoXHOM TPEXypOBHEBOM CHUCTEMOI,
COCTOSIIIEN U3:

1. Hwxuero ypoBHS, BKIIOYAIONIUNA JaTYUKU (YPOBHS JKHUJIKOCTH B
pe3epByape, TeMmIeparyp, Ta30BOrO0 aHajiW3a), CYETUYUK DJEKTPOIHEPTUU U
UCIIOJTHUTEJIbHBIE MEXaHU3MBbI (HacocHbIE arperarhl, BEHTHUJISITOPHI,
U3MEJTBUUTEIID ).

2. CpenHero YypoBHS, COCTOAIIETO M3 MNPOTPAMMHUPYEMBIX JIOTHYECKUX
KOHTpOJUIEpOB  (YIpaBJIEHHUs] TJaBHBIMH HAacoCaMH, JIPEHAXHOM CHCTEMOI,
MOHHUTOPUHTA  pabOThl  CTAHIMM, YOPABJICHUS  CHUCTEMOW  BEHTWJISIUH,
u3MmenpunTeneM. OOpaboTka WH(OpMaMM Ha 3TOM YypPOBHE MPOUCXOAUT IO
€AMHOMY aJTOPUTMY: MPUEM CBEACHHM, UX aHAINU3 U 00paboTKa U BbIa4a KOMaH/
Ha HUKHUH YPOBEHb.

3. BepxHero ypoBHS, IOCTPOCHHOTO Ha 0a3e CepBEPHOro0 0OOPYIOBAHUS U
APMoB omnepatopoB, oOecreunBammux cOOp M XpaHEHHE IaHHBIX, a TaKKe
apxuBanuio WHOOPMAIMH, TIOJTYYCHHONH OT KOHTPOJUIEPOB, M TIPE/ICTABIICHUE €€ B
BUJIC BH3YAJIbHBIX CpEACTB. TakuM o0pa3oMm, oOmepaTop CHUCTEMBI MOXKET
03HAKOMUTBCSA € MMapaMeTpaMy Mpolecca, NPOTEKAIOIIEr0 Ha 00BEKTE.

KoMmnoHeHThl HHMIKHETO M CpPEHET0 YPOBHEW CBsSI3aHbl MEXKIYy COOO0M
MPOBOJHBIMH JIMHUSIMU CBSI3U B €JUHYIO PACIPEICICHHYK CHUCTEMY YNPABJICHHUS,
paboTaronylo B pexuMe peanbHoro BpeMeHH. CpeqHWil W BEpXHHA YPOBHH
00BEIMHEHBI B CETh MOCPENCTBOM opranu3anuu GSM- kanana nepemaaun JaHHBIX C
BO3MOXHOCTBhIO moakitoueHnss kaHana BOJIC. Kanan cBA3m  sBisieTcd

BBIACJICHHBIMHU, OTCYTCTBYCT IIOAKIIIOYCHHC K CCTHU I/IHTepHeT. Takum O6p330M,



MOXHO JUCTAaHIIMOHHO M ONEPATHBHO KOHTPOJMUPOBATh pPabOTy o0O0bEKTa U
n30eraTh aBapuUHbBIX CUTYyallui, o0ecreunBas HauOOJbIIYIO TPOU3BOAUTEIBHOCTD
1 0€30MaCHOCTb.

B kauectBe BepxHero ypoBHs ACY TII KHC Beictynaer noacucrtema ACY
TII KHC KCIYB co3nannas Ha 0a3ze WonderWare SystemPlatform, Scada
Intouch for WonderWare SystemPlatform, ¢ pa3paGoTaHHBIMEH NPHIOKECHUSIMH
APM «Oxpana. Ces3p», APM [lucneruepa KHC, 1O «Monutopa tpesor», 110
npe/icTaBleHus: IPaQUKOB «KMOHUTOP TPEHI0BY

B3anmopeiictBue BepxHero u cpeasero yposHs ACY TII KHC nonnmaercs
KaK B3aMMOJICMCTBHE CTOPOHHMX CHCTEM. B paMkax [JaHHOrO MpOEKTa
paccMarpuBaeTcsl ToinbKo HIKHUEN U cpeanuid ypoBeHb ACY TII KHC «bponnas».
ACY TII KHC «bpoHHasi» 1o CBOEH CTPYKTypE, SBISIOTCS JIOKaJIbHBIMU
CUCTEMAaMH, TaK KaK BCE YCTPOMCTBA, K HEH OTHOCSAUIMECA HAXOAATCSA B Mpenesiax
KOHTPOJIUPYEMOU 30HBI OOBEKTA.

CrpykTypa amnmapaTHbIX CpEICTB YPOBHS KaHaJIW3allMOHHO-HACOCHBIX
CTaHIIUH:

1. [Iporpammupyemsbie norunueckue koHTposuiepsl (IIJIK) ynpasnenus

TCXHOJIOTHYCCKUMITPOLCCCOM;

2. YerporicTBa KOHTPOIIS TEXHOJIOTMYECKOT0 IIPOLIECCa;

3. CBsi3HBIE KOHTpOJUIEpPHl cOOpa W mMepenadyd JaHHBIX Ha BEPXHUHN
YPOBEHB;

4, OxpaHHasi CUTHAJIU3ALIMS;

5. CpencTBa KOMMYHHMKAITUH.

B cnydae BO3HMKHOBEHUS HEHCHPABHOCTH BO3MOXEH NEPEXOJ] HAa PYyYHOE
YIIPaBJICHUE CTAHLIMEN IEPCOHATIOM.

ACY TII KHC «bpoHnHasi» o0ecrieyuBaeT JOKaJIbHOE YIpaBJIEHUE
TEXHOJIOTUYECKUM OOBEKTOM IPHU MOMOIIY UHTEUIEKTYAIBHOTO Y3J1a YIpaBJICHHUS,
COCTOSIIIIETO W3 IIKada MOHHUTOPUHTA M YINPABICHUS HACOCHOM CTaHUUEH B
aBromatuueckom pexume (nanee 1IK1) B komIsiekre ¢ MOAYJISIMUA TPOrPaAMMHOTO

obecneuenuss (OOO HIIO «OPUOH») Ha 0a3e CBA3HOTO KOHTPOJUIEPA,
5



KOHTPOJUIEPOB YIIPaBIICHUSA HAaCOCHBIMHU arperatamu, JaTYUKaMH,
WCIIOJTHUTEIBLHBIMUA YCTPOMCTBAMU U CHA0XKAET B3aMMOCBSI3aHHBIE C HEH CHUCTEMBbI
aBTOMATU3UPOBAHHOTO KOHTPOJSI W YIpaBlIeHUsS (IUCIETUYCPCKUN NYHKT Iexa,
NpEANPUATUSI) TOCTOBEpHOU MH(MOpMalueil o paboTe TeXHOJIOTHYECKOro 00bEeKTa
ynpasnenust (KHC «bponnas»).

AnropuT™M paboThl HACOCOB OMPEACIISIETCS YPOBHEM KHUIAKOCTH B IPUEMHOM
pe3epByape: MpHU JIOCTUKEHUU 3HAYCHHSI pabodero YpoBHS, YCTAaHOBJIICHHOTO JIJIst
KOXJ0r0 Hacoca, aBTOMATUYECKA MPOUCXOJUT 3alMyCK COOTBETCTBYIOIIETO
arperarta. Ilpu CHM)KEHUHM KOJMYECTBA CTOKOB B EMKOCTH TMPOUCXOIUT
NOOYEPENHOE OTKIKOYEHHE HacocoB. IIpoekToM peanu3oBaHa BO3MOXKHOCTh
aBTOMAaTHYECKOTO YepeaoBaHUs pabOThl HACOCHBIX arperaTtoB JJII PaBHOMEPHOM
X HapaOOTKU. YTpaBJeHUE UYEpPETOBAHUEM IMPOU3BOAMUTCS OJIOKOM aBTOMATHUKHU
KYV.

[Ipyn HapylleHUM perjaMeHTa BbIXOJAa OCHOBHOTO Hacoca B ONTUMAJIbHBIN
pabouuil peXHM CHUCTEMa B AaBTOMATHYECKOM PEXHUME TNEpeKIovaeTcsl Ha
PE3EpBHBIN HACOC.

KoHTponb cocTosiHust HACOCHBIX arperaTtoB npousBoautcsa 6iokamu 1K, 2K,
nepenaercs Ha Omok KY u ganee B cucremy nucrneTdepckoro KOHTpous. Takas
CTPYKTypa oOecleunBaeT HAACKHYI0 paboTy M OBICTpOE IEpeKIoYeHHEe Ha
paboTOCIIOCOOHBIC arperaThl B aBapUUHBIX CUTYyAITUSIX.

Hacockl cHaOeHbl TEpMOBBIKIIIOUATENEM, B Ciiy4yae neperpeBa (okoio 150
°C) TepMOBBIKIIIOUATENIh Y€pe3 3alUTHBIM KOHTYp IiKada ymnpaBieHUs HACOCAMH
[IIYH ocranoBUT Hacoc pa3MbIKaHUEM H3jekTpouenu. l[locine oxmmaxkaeHus
TE€PMOBBIKIIIOYATENIb BHOBb 3aMKHET LIEITb.

KonTposib curnana aBapuitHOM OCTAHOBKHM OCYLIECTBIISIETCSI KOHTPOJJIEpAMHU
1K, 2K ¢ mocnenyromieit nmepemgadeld mHGOPMAIMKA O COCTOSHUM arperatoB 4epes
CBS3HOM KOHTPOJUIEP B KOPIOPATUBHYIO CUCTEMY JUCIIETYEPCKOTO YIPABICHUS.

[Tpu BBOZIE OOOPYIOBAHMS B SKCIUTYaTAIMIO U TEXHUUYECKOM OOCITY>KUBaHUH,
yIpaBJjeHUE HACOCHBIMHU arperaramu MepeBOJUTCA B PYUYHOU PEKUM C MOMOIIBIO

nepekiouareneil. B pydHoM pexxume ynpaBie€HHE MPOU3BOIUTCS C KHOMOYHBIX
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noctoB H1-SB, H2-SB pacnonoxeHHbIX B HENOCPEACTBEHHOW OJM30CTH OT
HACOCHBIX arperatoB WM KHOMKaMH C JMUIEBOM MMaHenu Ikada ynpaBieHUs
[IYH.

JIns KOHTpOJISL 3aCOpEHMs NMPUEMHOIO JIOTKA B HEM MpPEeIyCMOTpEHa
YCTAaHOBKA JIMCKPETHOTO JaT4uMKa YpOBHA. ABApUWHBIM CUTHAI O 3aCOPEHUHU
noctynaer ¢ Onmoka KY Ha nucnerdepckuil MyHKT IS AaldbHEHIIEro MpUHSATHUS
pELIeHUs ONEePaTOPOM IO ONEPATUBHOMY YIIPABJICHUIO.

ABTOMAaTHYECKOE yIpaBJICHUE MPUTOYHO-BBITSHKHOM CUCTEMOM
IPOU3BOUTCS KOMILIEKTHBIM 0JiokoM aBToMaTuku 1Y Bentunsiuu, 3akazaHHbIM
B pazzaenie OB. Cucrema paboTaeT B aBTOHOMHOM pPEKUME 110 ajJrOpUTMy 3aBOjia-
U3TOTOBUTES.

2.1 BzaumopeiicTBHE CO CMEKHBIMHM CUCTEMAMMU:

Jlornueckoit rpanuneii ACY TII «bponnas» sBisgercs €€ JoOKaabHas
BBIYMCIIMTENbHAS CETh.

ACY TII «bponnas» ocymectBiseT nHpopmarmonHsii oomen ¢ ACY TII ¢
CYLIECTBYIOUIE KOPIOPATUBHOM CHCTEMON JUCIETYEPCKOrO KOHTPOJSI U
yopaeienuss  ACY  TII  KHC OO0  «CrtpoutenbHblE  pEUICHHUS.
Crnenuain3upoBaHHbIA  3aCTPONIIUKY. Bzaumonenicteue OCYIIECTBIIAETCS
nocpenctBom GSM-kaHana nepenayu JaHHBIX, C BO3MOYKHOCTBIO TOJIKIIOUEHHS K
BBIJICJICHHOMY KaHajly C NPUMEHEHHUEM TEXHOJOTHH BOJIOKOHHO-ONTHYECKON CETH
(BOJIC). Kanan cBsizu BJISIETCS BBIICICHHBIM, OTCYTCTBYET MOJKIIOYEHUE K CETH
HNuTepHer.

2.2 KoHTpouupyemblie napaMeTpbl U yIpaBjsieMble YCTPOiicTBa

[lon xpuTuyeckol BaxkHOW wWHpOpMaNUeld TIOHMMAETCS 3HAYCHUE
KoHTponupyeMbix napamerpoB ctaHuuu. Ha KHC «bponHnas» ocyuiecTBisiercs

KOHTPOJIb CJIIEAYIOIIMX [TapaMETPOB:

o [TapaMeTpbl pabOTHI HACOCHBIX arperaToB U UX COCTOSIHUE
o [TapameTtpbl pabOTHI APEHAKHBIX HACOCOB U UX COCTOSIHHUS
o [Tapametrpbl paOOTBl CHUCTEMBI MNPUTOYHOW BEHTWISIMU U €€



COCTOAHUA

Ha

[TapameTpsl pabOTHI CUCTEMBI BHITSKHOW BEHTHIIALINN U €€ COCTOSTHUS
CocTostHEe UICTOYHUKOB OecriepeOOiHOro MUTaHUs

[ToTpebiienne 371eKTpOIHEPrur 000pyA0BaHUEM

CocTosiHue TojauM MUTaHUS Ha TEXHOJIOTHYecKoe 000pynoBaHue
CocTrosiHME KaHAIIOB CBSI3U

CocTosiHue OXpaHHOW CUTHAIU3AINN

KHC «bpoHHas» OCyIIECTBISETCS  yNpaBICHHE  CIEAYIOLIUM

000py10BaHUEM

Hacocneie arperatsl
JIpeHaxHbIe HACOCHI

Kanansr nepecaadn JaHHbIX
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Tabmuma — 1. [Tepeuens nporeccos, npoTekatomux B ACY TIIT

Haanuue YpoBenb pumeuanue
Bo3moxknocts | Bo3MoxkHBIE MOC/IEACTBHSA B
NepcoHAaIa Ha KPUTHYHOCTH
nepexojaa Ha ciay4dae
HaumeHoBaHue aBTOMaTH3HPOBAHHOI O o0bexTe HHpOpMaLUHU
pyuHoe HAPYLIEHUS1/0CTAHOBKH )
npouecca/odbeKkTa NPOTeKAHUS (mpouecca)
ynpaBJieHHe npouecca
npouecca
Bo3aukmmnii
MHIUICHT HE
OKa3bIBAET
CYLIECTBEHHOTO
BIIUSIHUS Ha
TEXHOJOTUYECKUI
npouecc. Tak Kak B
cinydae otkaza ACY
) OcTaHOBKa OTKa4YKU .
OTkayka KaHAJIM3aLHOHHBIX CTOKOB OtcyrcTByer Ectp Husknii TII npenycmoTpeHa

KaHaJIn3allMOHHBIX CTOKOB

BO3MOXXHOCTB

nepexoa Ha pydyHoe

yIpaBJIeHHUE, a
IIOCTOSTHHOE
IPUCYTCTBUE
nepcoHasna
MO3BOJISIET

MMPOU3BOJUTH
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COOTBETCTBYIOIINE
MEPOTIPUSITHS TIO
ycTpaHeHHIo, 03

CYILIECTBEHHOTO
BIIUSTHUS Ha
TEXHOJIOTUYECKHI
npouecc. B
COOTBETCTBHUU C

9TUM, BO3HUKIIIEE B
ciaydae coost ACY

TII Ha o6bexte UC

SBJIAETCS
Ype3BbIYANHOMN
CUTYyalueu
JIOKaJIbHOTO

XapakTepa, Tak Kak
pacmnpocTpaHseTcs

JIAIIBL Ha caM OOBEKT

1 — Knaccudukanus B coorBeTcTBUM [Iprnoxenue N 1 k TpeGoanusm k 00ecriedeHUIO 3aUThl HHPOpPMAIUU B

ABTOMATHU3UPOBAHHBIX CUCTCMAX YIIPABJICHHUA IIPOU3BOACTBCHHBIMHA U TCXHOJIOTHYCCKUMU IIPOOCCCAMM Ha KPUTHYCCKH BAKHBIX

O6’I)GKT21X, INOTCHOHWAJIBbHO OIIaCHBIX O6T>€KTaX, a TaKIKC O6T>€KTaX, NpCaACTAaBIAOINX ITOBBIMICHHYIO OIIACHOCTD JJIA )KU3HH U

30POBbS JIOAEH U I OKPYKAOLIEH IPUPOTHON CPEIbI
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2 - [leproAMYHOCTH KOHTPOJIS CTAHIIMHU TIEPCOHATIOM U BO3MOXKHOCTh MEPeX0jia Ha pyYHOE YIIPaBICHUE MO3BOJISICT

n30exKaTh CCPLE3HLBIX HOCHCI[CTBHﬁB ClIydac€ BOSHUKHOBCHUA MHIUICHTA HH(i)OpMaHHOHHOﬁ 0e30IMacCHOCTH

Tak kak B cucteme 06pa6aTBIBaeTC$I I/IH(l)OpMaLII/IH (Hpouecc) C HU3KUM YPOBHEM KPUTHUYHOCTHU, TO B COOTBCTCTBUU C
HpI/IJIO)KeHI/Ie N1k TpC6OBaHI/I$IM K 00ecreUeHUIO 3alllUThI I/IH(i)OpMaL[I/II/I B ABTOMATU3UPOBAHHBIX CUCTCMAX YIIPABJICHUA
IMPOU3BOACTBCHHBIMHU U TCXHOJIOTHYCCKHUMU IIPOUCCCAMU HAa KPUTUUCCKH BAKHBIX O6’bCKTaX, IIOTCHLUHUAJIBHO OIIaCHBIX
O6’bCKTaX, a TaKXKC O6'I)€KTaX, MpCaACTABIIAOIINX ITOBBIMICHHYIO OIIACHOCTL IJIA KU3HU U BJIOpOBLSIH}OJICﬁ n AJis Opr}KaIOIHGﬁ

npupoanoit cpenbl, ACY TII, pexkomenayercs NpucBOUTh TpeTuii kiace 3amuiieHHoctu (K3).
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3. Ilpusareie Mepbl 1O  o0ecrneYyeHHI0  MHGOPMALMOHHOM
oesonmacHoctn ACY TII

3.1 Ob6ecneuenue pusudeckoi 6esonacuoctu ACY TII

Tepputopusi, Ha kKotopoM pasmemarorcss 3aanuss ACY TII, sBisercs
KOHTpoupyeMoi 30HON. CTOpOHHHE OpraHu3alid Ha TEPPUTOPUU OO0BEKTA HE
pa3mematorcs. IIpeacrtaBuTtenn CTOPOHHUX OpraHu3aluid  JOMYCKAIOTCA Ha
TEPPUTOPUIO TOJIBKO II0 3apaHee BBbIJIAHHBIM MPOMYCKaM C PperucTpauuen
MOCEIIECHUSI B COOTBETCTBYIOIIEM >KypHasie. JlocTyn B MOMEUIEHHS, B KOTOPBIX
HaxoasaTca  TexHudeckue cpeactBa ACY  TIIL, wuMEWOT  COTPYIAHUKH,
o0CITy)KMBalOIIUE CTAaHIMIO, W COTPYJAHMKA CTOPOHHUX  OpraHU3AIUCH,
JOTMYIIEHHBIC Ha TEPPUTOPUIO OOBEKTA.

HekonTtponupyemslii goctynn K TexHuueckuMm cpeactsam  ACY  TII
3aTpynHeH, B cBs3u C ycraHoBkod Ha KHC «bponHas» cnenuaibHbIX
TEXHUYECKUX CPEJCTB, HAIPABICHHBIX Ha MCKIIOYEHHE HEKOHTPOJIUPYEMOIO
noctyma k Texaudeckum cpeactBam ACY TII. Hlkadel aBTOMaTU3alMk UMEIOT
3anuparommecs 3aMkd. [IpoekTHas W 3KCIUTyaTallMOHHAs JOKYMEHTalusl Ha
OyMa)KHBIX HOCUTEIIAX XPAHUTCS B 3aITUPAEMBIX IIKadax U SIIHKaX.

31aHue, B TpaHUIIAX KOTOPOTO pa3MEIIaloTcs TexHuueckue cpencra ACY
TIT KHC «bpoHHas» sSBISETCS KOHTPOJIUPYEMOM 30HOIA.

JIist MCKITIOYeHHST HECAaHKIIMOHUPOBAHHOTO JOCTyMa Ha OOBEKT, MPOECKTOM
MPEyCMOTPEHA OXPAHHAS! CUTHAJIU3ALIMS.

OxpaHHas CUTHAIHM3AIMs CTPOUTCA Ha 0a3e HHTEJUICKTyaJlbHOTo mIkada
WHIUBUIYaIbHONH pa3paboTku KOHTpods oxpaHHoW curHanuzamuu [1[OC1
BKHT.241388.KHC-bponnas-OC.01BO (nanee - mut oxpanst LIIOCL).

3anpoeKTUpoBaHHAsI OXpaHHAS CUTHAIM3ALIMS TpeHa3HaueHa JJIs:

—  KpyrnocyToduHoro aBTOMaTuueckoro oOHapy>KeHus IPOHUKHOBEHUS HA
CTaHILIUIO;

—  Curranuzanuy O NPOHUKHOBEHHHM HA CTAaHIIMIO HA MOCT AUCIIETYEPA C
KpPYIJIOCYTOYHBIM MPEObIBAHUEM JICKYPHOTO MIEpCOHANA;

- OHOBCH_IGHI/IH O IPOHHUKHOBCHHH HCIIOCPCACTBCHHO HA CTAHIIUH.



NudopmanuonHasi 6e301aCHOCTH
TexHuueckoe 3a7aHue
BKUT.241388.KHC-bponnas-Ub.MY

Ha 35 nucrtax
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O003HaYCHHA U COKPALLCHUA

APM ABTOMaTH3UPOBAHHOE pabouee MeCTo

ACY TII ABTOMaTHU3MpOBaHHAs CUCTEMA YIPABJIECHUS TEXHOJIOTMUECKUM ITPOLECCOM
HucC NudopmanmonHas cucrema

K3 KonTposmmpyemas 30Ha

JIBC JlokanpHas BEIYMCIIUTEIbHAS CETh

HCI HecanknmoHupoBaHHbINA JOCTYI

oC OmneparmonHasi cucrema

o [Iporpammuoe obOecrieueHne

CBT CpencTBO BBIYUCIUTEIEHON TEXHUKHU

C31 CpenctBo 3amuThl HHGOpMAIUU

YBH VYrpo3za 6e3omnacHocTy nHGOpMaIUn

®CTIK  denepanbHas ciyxba M0 TEXHUUECKOMY U SKCIIOPTHOMY KOHTPOJIIO
KBO Kputnuecku BaxxHbIN 00BbEKT

IVIK [IporpaMMupyeMslIid JIOTHYECKHUI KOHTPOJLIEP

KHUIInA  KoHTposbHO-U3MEPUTETbHBIE TPUOOPHI U aBTOMATHKA.

COoub Cucrema obecniedeHust ”HOOPMAITMOHHON 0€30TTaCHOCTH

KHC Kananmusanmonnast HacocHast CTaHITHSI



1. O01mue cBegeHUA
1.1 IlonHOe HAaMMEeHOBAHHUE CUCTEMbI M €€ YCJI0BHOE 0003HAUYECHHE:

Pa3paboTka mpoekTHOW © paboyell JOKYMEHTAlMM AaBTOMATH3aLUU
TEXHOJOTUYECKUX MPOIIecCCOB 00BbeKTa: « MHOTOKBAPTUPHBIE MHOTOATAXXKHbBIE JI0Ma
Ne 1, 2 (mo I'Tl) ¢ oObekTaMu OOCTYKUBAHUS KUJIOW 3aCTPOMKH BO BCTPOEHHBIX
nometeHusx no yi. bponnas B Kuposckom paiione r. HoBocubupckay.

Cokpaménnoe Haumenosanue cucrembl: COUb ACY TII KHC «bponnas».

Homep norosopa: 01/23-bponnas-IIp

HaumeHnoBanue npeanpusaTuii 3axkazunka u paspadorku ACY TII n ux
PEKBU3HUTHI:

3akazuuk: OOO «CtpoutenbHble peuieHus.  Crenuaiu3upoBaHHbBINA
3aCTPOUIIINK

Pazpaborunk:  OOmecTBO ¢  OrpaHMYEHHOM  OTBETCTBEHHOCTBHIO
npousBocTBeHHOE o0beauHenne «OPMOH-AKBAY.

Anpec 630005, r. HoBocubupck, yi. [Iucapera a. 53.

1.2 IlepeyeHb JOKYMEHTOB, HA OCHOBAHUM KOTOPbIX co3naérca COUDb

JIOTOBOP Ne 01/23-Bponnas-IIp ot 27.01.2023 nHa pa3paboTky paboucii
JIOKyMEHTaIINH 110 uH(}OpMaIIMOHHOM 0€30I1acHOCTH 00BEeKTa:
«MHorokBapTUpHble MHOTOdTaxHbie aomMa Ne 1, 2 (mo ITI) ¢ oOwekramwu
00CTy>KUBaHMSI KUJION 3aCTPONKH BO BCTPOCHHBIX MOMENICHUIX 10 yiI. bpoHHas B

Kuposckom paitone r. HoBocubupckay.

1.3 IlnaHoBble CPOKHM HA4YaJla M OKOHYaHUSA PadOThI MO CO3IAHUIO

COub

Hauano pa6ot no co3nanuto COUb: 27.01.2023
Oxonuanue pabdot no co3ganuto COUbB: 05.04.2023

1.4 UcTouyHUK U NOPSAA0K (PUHAHCUPOBAHUS PadoT

®uHaHCcHpoOBaHUE ocyliecTBIseT 3aka3uuk. [lopsanok u oObeMm (puHAHCHpOBAHUS

omnpenencH B norosope Ne 01/23-Bponnas-IIp.
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1.5 Hopsaaok opopmiieHUs1 U NpPeIbSBJICHUS] 3aKa3YMKY Pe3yJibTaTOB
padoT MmO CO3JaHUI0 CHCTEMbI, 10 M3rOTOBJCHHMI0O M HAJAAKe OTHACJbHbIX
CpeaAcTB (TeXHUYECKHUX, MPOrPAMMHBIX, HH(POPMALMOHHBIX) H MPOIrPAMMHO-

TEXHUYCCKHUX (l'[pOFpaMMHO-MeTOI[I/I‘IeCKI/IX) KOMIIJICKCOB CUCTEMBI.

[Tocne 3aBepiienus padot McnonHuTenb npeabsapiseT 3akazuuKy KOMIUIEKT
JOKYMEHTOB, pa3pa0OTaHHBIX B paMKax JaHHOTO TEXHMYECKOIO 3aJaHusl, a aKThI
cAaud BBIMOJIHEHHBIX pabor. Ilopsgox odopmienus pes3ynbratoB padoT
ONPENEIAIOTCS Ha OCHOBAaHMM JICHCTBYIOIIETO 3aKOHOAATEIbCTBA B cdepe

uHpopmanronnon 6ezonacHoctu ACY TII.
2. HazHayeHue U 1eJIU CO3TaHUS CHCTEMbI
2.1 HazHayeHune cuCTEMBbI

COUb ACY TII KHC «bponHasi» mpeaHa3HaueHa JJisl 3allUThl PECypCOB

ACY TII ot akTyanbHBIX YyIpo3 HHOOPMAIIMOHHON 0€301MacHOCTH.
2.2 Ilequ co31aHMsI CHCTEMBI

Lemu coznanuss COUDb sBasitoTCs:

o Coznanue ycnopuit (ynknumonupoBanust ACY TII, mpu koTOphIx
o0OecreuynBaeTcsi BBIMOJHEHUWE TPEOOBAHUI JOCTYMHOCTH W  IIEIIOCTHOCTH
uHdOpMaIK, MPUHAIICKAIICH CH;

o CooTBeTcTBUE Mep, NPHUHATBHIX JIg oOecreyeHus: 0e30MacHOCTH
unpopmarmn ACY TII KHC, neiictByromemy 3akoHOAATeNnbCcTBY Poccuiickoit

deneparuu B chepe nHGOPMAITMOHHON OE301TaCHOCTH.



3. Xapakrepuctuka ACY TII

HeiictByromas B Hactosmuid moMeHT nogcuctema ACY TII KHC MVII r.
Hosocubupcka "I'OPBOJOKAHAJI" Bkimwouaer B cebs Oonee 50-tu
kaHanu3anuoHHo-HacocHbIXx  ctanuuit  (KHC).  PaspaGarteiBaemas ~ KHC
OCYIIECTBIIAET B3aUMOJIEMCTBUE C CYLIECTBYIOLIEH KOPIOPATUBHOW CUCTEMOU
JUCIIETYEPCKOTO KOHTPOJISI M YIPABIEHHUS IOCPEACTBOM BBIICIICHHBIX KaHAJOB
cea3u. Ha KHC «bpoHnHas» peanu3yercss JOKajdbHas CUCTEMa aBTOMAaTHUYECKOTO
ynpasnenuss KHC no tpe6osanussm MVYII r. HoBocubupcka "T'OPBOJOKAHAJI"
u Ha Oaze npunsToro neWctByromied cuctemorr ACY TII KHC anmapatho-
IPOrpaMMHOT0 00ECIICUCHHS.

Pa3zpabateiBacmass ACY TII sBrisieTcst CI0XKHOM TpeXypOBHEBOUM CUCTEMOM,
COCTOSAIIICH U3:

1. Huxuero ypoBHs, BKIIOYAIOMMK AaT4UKU (YPOBHSI KHUAKOCTH B

pe3epByape, TeMmIiepaTyp, Ta30BOTO aHajiu3a), CYETYUK DIEKTPOIHEPTUU U

UCTIOJTHUTEITbHBIC MEXaHU3MBI (HacocHbIE arperarsi, BEHTHIIATOPHI,
U3MEJTBUUTEIID ).
2. CpenHero ypoBHsI, COCTOSIIETO W3 MPOTPAMMHUPYEMBIX JIOTHYECKUX

KOHTPOJUIEPOB  (YIpaBJE€HUsSI TJIABHBIMU HAcOCaMHU, JPEHAXKHOW CHUCTEMOH,
MOHHUTOPUHTA  pabOThl  CTAHIMM, YIOPABICHUS  CHUCTEMON  BEHTUIISAIUH,
m3MmenpuntTeneM. OOpaboTka WHOOpPMAIMM HA 3TOM YPOBHE MPOUCXOIUT TIO
EAMHOMY aJTOPUTMY: MIPUEM CBEACHHM, X aHAINU3 U 00pabOTKa M BbIa4a KOMaH/
Ha HU)KHUW YPOBEHbD.

3. BepxHero ypoBHs, MOCTPOEHHOTO Ha 0a3e CEPBEPHOTr0 00OpYIOBaAHUS
u APMoB omepaTopoB, oOecreynBaromux cOOp ¥ XpaHEHUE NAaHHBIX, a TAKXKe
apXyuBauuio UH(MOpMaLNK, TOJYYEHHON OT KOHTPOJUJIEPOB, U MPEACTABICHUE €€ B
BUJICE BH3YAJIBbHBIX CpPEICTB. TakuM 00pa3oMm, OMEpaTop CHCTEMBI MOXKET
03HAKOMUTBCA C MapaMeTPaMu MPOIIECCa, TPOTEKAOIIETO HA 0OBEKTE.

KoMnoHeHThl HMXKHETO MW CpPEIHEr0 YPOBHEW CBSI3aHBI MEXKIYy COO0O0M
MIPOBOJIHBIMU JIMHUSIMU CBSI3U B €JIMHYIO PACHpPEICIICHHYI0 CUCTEMY YIPaBIICHMUS,

paboTarouylo B peXHUME peasbHOro BpeMeHu. CpelHuil U BEepXHUH YPOBHU
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00BEIMHEHBI B CETh MOCPEICTBOM opranuzanuu GSM-kaHalla nepeaadn JaHHBIX, C
BO3MOKHOCTBIO Tmepexona Ha kaHan BOJIC, mpum nosBICeHHMM TEXHHUYECKON
BO3MOKHOCTH. KaHan CBSA3M SABIAETCS BBIAECICHHBIMH, OTCYTCTBYET MOAKIIOUCHUE
k cetu HWurepHer. Takum 00pa3oM, MOXXHO JIUCTAaHIMOHHO M ONEPATHBHO
KOHTPOJUPOBATh paboTy 00beKTa U U30erarth aBapuiHBIX CUTYyaluil, oOecrneunBast
HauOOoNBIIYIO MPOU3BOAUTEIBLHOCTD U 0€3011aCHOCTb.

B3anmopeiictBue BepxHero u cpeanero ypoaa ACY TII KHC nonumaercs
KaK B3aMMOJICMCTBHE CTOPOHHMX CHCTEM. B paMkax [JaHHOro IpOeKTa
paccMarpuBaeTcs TobKO HKHUHN U cpenanid ypoBeHb ACY TII KHC «bponnas».
ACY TII KHC «bpoHHas» 1o CBOEH CTPYKTYpE, SIBISETCA JIOKAIBHOW CUCTEMOM,
TaK KaK BCE YCTPONCTBA, K HEH OTHOCAIIMECS HaXOAATCA B Mpenaesiax
KOHTPOJIUPYEMOU 30HBI OOBEKTA.

B cnyuae Bo3HukHOBeHus HeucnpaBHocTH ACY TII KHC «bponnas»

BO3MOKEH MEePEexX0/l Ha PyYHOE YIIpaBjIeHUE CTaHIUEH ePCOHATIOM.
4. TpeooBanus k COUDb
4.1 TpedoBanuss k COUDB B nesom
4.1.1 TpedoBanus k cTpykrype U pyHknuonuposanuw COUb

4.1.1.1 Ilepeuenr mnoacucrem COHUDB, ux Ha3HAYeHMe M OCHOBHbIE
XapaKTePUCTHKHU, TPeOOBAaHUSI K YMCJIY YPOBHeil uHepapXum H CTeNeHH

HEHTPAJIH3AIUH

COUBb gmomkHa MPENOCTaBUTh COOOH KOMIUIGKC OpraHHU3aIlMOHHO-
TEXHUYECKUX MEp, HAMNPABJICHHBIX HA MPOTUBOJAECHCTBHE aKTyaJbHBIM YIpO3am
O6e3omacHocTi WH(MOpMAIMU B OTHOIIEHWH oOpabaThiBaeMol uWH(MOpMAINH,
CpencTBa 3amuThl HHHOPMAIIMN U TPOTpaMMHO-anmapatHoro odecredenuss ACY
TIL

B coctaB mep mo obecnieueHnio 6€30macHOCTH WHGOPMAITUH, PEATH3yeMBbIX
B pamkax COWDb, mnpeaBapuTenbHO MAOMKHBI BXOAUTh (¢ yu€TomM Habopa
aKTyaJbHBIX YIPO3):

a. uaeHTudukanuio u ayrentudukanuio (MAD);

I



o

ynpasienue goctynom (YIII);

orpanudenue nporpammuoi cpensl (OIIC);

o o

3alUTy MAalIMHHBIX HOocuTenel napopmannu (3HN);
aynut 0e3onacHocTu (AY]);
aHTUBUpYCHYIO 3amury (AB3);

npeloTBpallleHne BTOpKeHui (komnbroTepHbix atak) (COB);

> @ o o

obecrnieuenue 1emoctnoct (OLJI);

I. obecneuenune gocrynuoctu (OJ1T);

J. 3aIUTy TeXHUYECKUX cpenctB u cucteM (3TC);

K. 3amuTy WHOOPMAIMOHHOW (aBTOMAaTU3UPOBAHHOW) CHCTEMBI U €€
kommnoHeHToB (3UC);

l. pearupoBaHue Ha KOMIbOTepHbIe nHIMAeHTHI (MHL);

m.  ynpasnenue kKoHpurypanueit (YKD);

n. yrpaBjieHue 00HOBICHUSIMH MporpammHoro obecrneuenust (OI10);

0 IJIAaHUPOBAHUE MEPOIPUATHI 10 oOecnieueHuto 6e3onacHoctu (ITJIH);
p. obecrnieueHue AeicTBui B HemTaTHRIX cutyanusax (JJHC);

q uHdopmupoBanue u odyuenue nepconana (MUI10).

bonee nmeranpbHO HAOOp Mep JOHKEH OMPENESATHCS BO BpeMsi pa3paboTKu
TEXHUYECKOTO0 TMPOEKTa TaKuM o0pa3oM, YTOObl HE HApYIIUTh IITaTHOE
¢ynkimonuposanne  ACY  TIIT  KHC  «bponnas».  TpeGoBanus K
(GYHKITMOHUPOBAHUIO OTPEICISIIOTCA JIEUCTBYIOIMMUA HOPMATHUBHO-TIPABOBBIMHU
aKTaM{, PerJaMeHTUPYIOIUMH BoOmpochkl 3amuthl uHPopManuu B ACY TII, u
onucanbsl B pazjaene 4.2 Hacrosamero T3. B ciaydae OTCYTCTBHS BO3MOXHOCTH
OpsSMOM peanu3anuu Mep 1o oOecredeHu0 HHQPOPMAIMOHHON 0e30MacHOCTH

HacTtosero T3, 1omyckaeTcs UX 3aMeHa KOMIIEHCUPYIOIITUMH MEpaMH.
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4.1.1.2 TpeOoBanuss K cmocodbaMm M CpPeACTBAM CBSI3H /A

nHopManuoHHOro oomMena mexay komnonenramu COUb

Nudopmanmonnsiii  oOMen wmexay kommnoneHTamu COUWUB  nmomken
ocymecTBIAThCA ¢ npuMmeHenueM cymectBymomeit B ACY TII KHC «bponnas»

JIOKAJIbHOU BBIYUCIIUTEIHLHOM CETH.

4.1.1.3 TpeOoBaHMsi K XapaKTepPUCTHKAM B3aHMMOCBsI3eil CO31aBaeMoOu
COUB co cMeXKHBIMH CHCTeMaM, TPeOOBaAHUS K €€ COBMECTHMOCTH, B TOM

YyHcJIe yKasaHus 0 crocodax o0MeHa nHpopmanuei

JlomxHOo OBITH oOOccmeueHo B3auMoackicTBue KomioneHtoB COUB ¢

CETEBBIMHU CpEACTBaMM C HcIosib3oBanueM TexHosoruii Ethernet (IEEE 802.3),
texuonorun VLAN (IEEE 802.1Q), nmporokonoB TCP (RFC 793), IP (RFD 791)
UDP (RFC 768), ICMP (RFC792).

4.1.1.4 TpeooBanusa k pexumam pynxkuuonuposanus COUb

B COUDB nomkHbI UMETHCS CIEAYIONUE PEKUMbI (DYHKIIMOHUPOBAHUS:

a. [rataeiti pexkxum. Bee dyuakmuu COUB BBIMOTHSAIOTCS B TOJTHOM
00BEME B COOTBETCTBHUH C MPOEKTOM.

b. CepBucHbIl pexuM. B 1aHHOM pexume B OJUWH WJIM HECKOJIBKO
komoHeHToB COWMbB mMoryT ObITh BpEMEHHO BBIBEJICHBI U3 MITATHOTO PEKUMA, IS
NpoBeJeHUsT OOCIyKMBaHUs WU OOHOBJIEHUs. B nmaHHOM ciydae momyckaercs
HernosiHoe BeimoiHeHue ¢yakuuii COUb unm cHmkeHne nmpou3BOAUTEIBHOCTH Ha
BpEMSI IIPOBEICHUSI PETJIAMEHTHBIX Pa0oT.

C. ABapuiiHbId pexuM. [[aHHBIM pEKUM CBSI3aH C BBIXOAOM M3 CTpOS

komnoHneHToB COUB, nomken obecrnedynBaTh YaCTUYHOE BBINMOJHEHHE (DYHKIUI

COUb.
4115 TpeOoBaHus 0 AUATHOCTHPOBAHUIO CUCTEMBI

Kommonentsr COUB nomkHBI IMETH MEXAHU3M JUIS JTUATHOCTHUKU CUCTEMEL.
Jlonyckaercss peanuzaisi TpeOOBaHUN MyTEM BEJICHUS KYPHAJIOB COOBITUH U

MMOCJICAYIOIIUM HMX aHAJIIU30M.
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4.1.1.6 IlepcnexkTuBbl pa3surus, moaepuusauus COUb

HeoOxonumocTh mepecMoTpa CTPYKTYPbl M COCTaBa MOXET ObITh
IIPOAUKTOBAHA CJIIEAYIOLIUMU YCIOBUAMU:

a. 3HAUUTEIIbHOE W3MEHEHHE XapaKTEpUCTHK, CTPYKTYpbI, COCTaBa
3alIMIIAEMOM CUCTEMBI M €€ KOMIIOHEHTOB, IIPUBOJSLIEE K HEIOJHOLICHHOU
pabote COUB;

b. Bo3smoxnoe noBbimienue addexruBnoctu  COUb, B ciuyudae

U3MEHEHUS €€ CTPYKTYpPhI, COCTaBa;

C. Bo3MoxHOE CcHUXKEHUE 3aTpaT Ha CO3JaHUC WM ISKCIUTYyaTallutO
COUB;
d. N3menenus 3aKOHOIATEJILCTBA B chepe oOecrieyeHus

MH(GOPMAIIMOHHON 6€30MacHOCTH;

e. N3menenne ycnosuii akcruryatanuun ACY TIT KHC.

4.1.2 Tpe6oBaHUSA K 4YHCJEHHOCTH, KBAIH(HUKANUN TEPCOHANA M

pexuMy ero padoTsbl
4.1.2.1 TpedoBaHus K yucjaeHHocTH nepconasa COUb

HeoOxonumo Hanmuuue mnoapaszieneHus MO 3auuTe WHGOpMAaInH, EIbo
KoToporo Oynet noauepxka padorst COUD unu Bo310KUTh AJaHHYIO (QYHKIMIO HA
CyIIECTBYIOIIEee Mmoapasaenenue, oocuyxupatomiee npyrue ACY TII npeanpustus
C TIPUBJICYECHUEM AJMUHUCTpATOpa OE€30MACHOCTH.

[Monnepxka (YHKIIMOHUPOBAHUS AaMMapaTHBIX M TPOTPAMMHBIX CPEJICTB
3allUTHl HE JOJHKHO HM3MEHSTh OPraHU3alUOHHYIO CTPYKTYPY U YHUCJIEHHOCTh
MepCcoHaa MoApa3ieNICHus 1o 3aiuTe HHOOPMAITUH, €CIIH TaHHOE TTO/Ipa3ieNICHHue
YK€ CO3JIaHO.

CrpykrypHoe noapasaenenre b 10mKHO cOCTOATh KAK MUHUMYM U3:

. OTBETCTBEHHOTO 3a olecreueHue 0e30macHOCTH MHPOpMAIMu — HE
MEHEE OJIHOI'0 YEJIOBEKa,;

. aJIMUHUCTPATOPOB HMH(POPMAIMOHHOM OE30MaCHOCTH — HE MEHee

OOHOI'O YCJIOBCKA.
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JlanHple  JWIA  JOJDKHBI  BBIMOJHATH — CICAYIOIIME  JOJDKHOCTHBIC
0053aHHOCTHU:

. OTBETCTBEHHBIM 3a oOecrneueHue Oe30MmacHOCTH HWHPOPMALMH —
oOecnieunBaeT ympaBineHue otraenom Wb, oTBewaeT 3a MOHHTOPUHT 3a
BBIMTOTHEHHEM TiepcoHanoM OPJl u qpyrux HOpMaTHUBHO-IIPABOBBIX TOKYMEHTOB.

. aJIMHHHACTPATOp HH(POPMAIMOHHOW O€30MacHOCTH — OTBEYaeT 3a
MoHutopuHr pabotsl COUbB, BeIMoOmHSET pabOThI MO BOCCTAHOBIEHHUIO PaOOTHI

COMUB B cimyyae 0OCTaHOBKH €€ paOdOThI.

4122 TpeOoBanusi Kk KBaJdupuUKAUMHU MEPCOHAJA, MOPSAKY ero

MOArOTOBKH, KOHTPOJIA €10 3HAHUM M HABBIKOB

Ilepconan COWb  gomkeH 3HaTh W BBINOJHATH  TpeOOBaHUS
OpraHU3alMOHHO-PACTIOPSTUTEIBLHBIX JOKYMEHTOB.

B ciydae co3maHus OTAEIBHOTO TOJpa3eiCHUs, KaXIbIH €ro COTPYIHUK
JOJDKEH 00J1a7aTh HaBbIKaMu paboThl ¢ KaxaeiM C3U, Bxoasmum B coctaB COUB.
B wuHOM ciywyae, KaXAbpli COTPYAHUK JOJDKEH TIPOMTH WHCTPYKTaX, IO
OTIpeIeNICHUI0 KOppeKTHOCTH paboTel C3U, 4TOOKI B ciydae HEmTaTHONW paOOThI
COUB coobmuTh 06 3TOM aIMUHUCTPATOPY O€30MIaCHOCTH.

Ha3znauennbiii orBercTBeHHBIM 3a pabdory COUDb pomken o6nagaTth

podHITBHBIM 00pa30BaHUEM WIJIH MPOUTH KYPCHI IIEPETIOITOTOBKH.
4.1.2.3 Tpedyemblii peskuM padoThl EPCOHATA

B mratHom wim cepBucHoMm pexume pabotel COUB pabora mepconana
BEJIETCSI CTPOTO 0 UX MTATHOMY PEKUMY PabOTHI
B aBapuitHom pexxriMme paboThl, BBOAUTCS KPYTJIOCYTOYHBIA PEKUM pabOTHI,

710 YCTpaHEHHS HEUCIIPABHOCTH.
4.1.3 Tloka3zaHus HAZHAYCHUSA

Hevitpanuzanus akTyanpHBIX Yrpo3, OMMCAaHHBIX B MOJenn yrpo3, ABiIseTcs

MapaMeTpoM, XapakTepusyromum crernedb cootBeTcTBrs COUD ee Ha3HaueHUIO.
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4.1.4 TpeOoBaHusI K HAIEKHOCTH

C3U, Bxomsmue B coctaB COUB nomxHBI 00ecreuynBaTh KPYrioCcyTOYHOE
dbynkunonupopanue COUDB, a Takke HMETh WHCTPYMEHTHI ISl PE3EPBHOTO
KOMUPOBAaHUS KOH(UTYypaIlud M OBICTPOrO BOCCTAHOBJICHHUS PAOOTHI, B Cilydae
c60st pabOoTHI.

TpeGoBaHusT K KOJUYECTBEHHBIM 3HAYEHUSAM U METOJaM  OIICHKH
nokasarejell HaJeKHOCTH He mpeabsBisercs. HaaexxHocts oOecneunBaercs

npousBoguteneM C3U Ha yclioBHSIX rapaHTHH.
4.1.5 TpeOoBaHusi MO COXPAHHOCTH NH(OPMALMH NIPH ABAPUAX

H€O6XO,HI/IMO HCIIOJIB30BAThL CHUCTCMBI PC3CPBHOI'O KOIMUMPOBAHUA  IJIA

MUHUMU3AIUN 00beMa OTEPSHHBIX JAHHBIX MTPH cO0SX B CUCTEME.
4.1.6 TpeOoBaHusi 6€30MACHOCTH

[Mpumensiempie C3U nomkHbl 00ecrneurBaTh 3aIIUTY IKCILTyaTHPYIOUIETO
NepcoHaia OT MOPAXKEHUS ANEKTpUuuecKUM TokoM B cooTBeTcTBUM ['OCT 12.2.003
u I'OCT 12.2.007.

dakTopbl,  OKa3bIBAIOIIME  BpPEIHOE  BO3JCHCTBUE HAa  370pPOBBE
00CITY>KMBAIOIIETO TepCOHANa, HE JIOJDKHBI TMPEBHIIATh JACHCTBYIOIIMX HOPM
(Canllun 2.2.2./2.4.1340-03 ot 03.06.2003).

3HaueHUs! SKBHBAJIEHTHOI'O YPOBHS aKyCTHYECKOrO IIyma, CO3/1aBa€MOro
anmapaTtypor cucTembl, AoJKHO cooTBeTrcTBoBaTh ['OCT 21552-84 «CpexnctBa
BBIYUCITUTEILHON TeXHUKU. OO0IIHe TeXHUYECKHe TpeOOBaHUS, MPUEMKA, METOIbI
UCIIBITAHWM, MapKUPOBKA, YNAKOBKA, TPAHCHOPTUPOBAHHE M XPAHEHHUE», HO HE
MPEBBIIATH CIACAYIONIUX BETUYMH:

. 50 ab - mpu paboTe TEXHOJIOTHYECKOTO OOOPYIOBAaHUS W CPEJICTB
BBIYUCIIUTEIBHON TEXHUKH 0€3 NeYaTarolero yCTponucTBa;

. 60 n1b - mpu paboTe TEXHOJIOTHYECKOTO OOOPYIOBaHUS W CPEJICTB

BBIYHUCJIUTECIBHON TEXHUKH C rneyaTaromum YCTpOﬁCTBOM.
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4.1.7 TpeOoBaHusI 10 IPrOHOMHUKE M TEXHHYECKOI ICTETHKE
He npenpsasisatorcs.

4.1.8 TpeOoBanusi K TPAaHCHIOPTAOEIbHOCTH

He npenbsasisatorcs.

4.1.9 TpeOoBanusi K JIKCIUIyaTallUW, TEXHUYECKOMY O00CIY:KHBAHMIO,

PEMOHTY U XPAHEHHIO

B COUb nomxHBl NPUMEHATHCS YHU(PUIUPOBAHHBIE CPEACTBA, IS
oOnerueHuss O0OCIYy)KMBaHUSl, COBMECTHUMBIE C OCTAJIbHBIMH KOMIIOHEHTAMU
cucteMbl. J[aHHBIE CpeACTBAa JOJDKHBI  IpEeAycMaTpHBaTh  BO3MOYKHOCTH

TEXHUYECKOT0 00CITy)KHBaHHUs, €CIIM OHO TpeOyeTcsl.
4.2 TpeooBanus k pynxkuusam COUB

3ammumaemas ACY TII, umeer TpeTud Kiacc 3alUIIEHHOCTH, B
COOTBETCTBUM C aKTOM ormpeneneHusa kiacca samumieHHoctu ACY TIT KHC
«bponnas». K ¢ynkmusm COUWB TpeThero kjacca 3allUMIEHHOCTH, B
coOTBeTCTBUM ¢ TpebOoBanuss K oOecHedyeHHI0 3amuThl WHOOPMAlUK B
ABTOMATHM3UPOBAHHBIX  CHCTEMaxX  YIpPaBJICHUA  IPOW3BOJCTBEHHBIMU u
TEXHOJIOTUYCCKMMH  TPOIeCCAaMU  HA  KPUTHYECKH  BaXXHBIX  OOBEKTax,
MOTCHITMAJIBHO OIACHBIX O0BEKTaX, a Takke OOBEKTaxX, MPECTABIISIONTUX
MOBBIIIEHHYIO ONACHOCTh JUISI KU3HU W 3J0POBbSl JIOACH W Ui OKPYXKaKOIIEH

MPUPOTHON CPEBI, MPEABABISIOTCS HUKE ONMKUCAHHBIE TPEOOBAHUS.

4.2.1 Mepbl no wuaeHTUPUKANUM U ayTeHTH(PUKAUNH CYOBEKTOB

AOCTYINAa U 00bEKTOB JOCTYINA:

HabGop Mep mo nnentudukanmm u ayTeHTHGUKAINA TI0IB30BaTENICH TODKEH
periaMeHTHPOBaTh PabOTy ¢ UACHTU(HUKATOPAMU U JTODKHBI 00€CTIeYnBaTh:

a. PermamenTanus mpaBwiI U IpoLieTyp UACHTU(DUKAINY;

b. Nnentudukanmo  u  ayreHTUPUKAIIMIO  TOJIb30OBaTeNned U
MHULIMUPYEMbBIX UMHU MPOLECCOB

C. Nnentudukaiuio u ayrTeHTUPUKAIIUIO YCTPOICTB;
15



d. VYmpasneHue UIEHTU(PUKATOPaAMHU (npucBoeHue, CO3/IaHHE,
YHUYTOXEHUE, U3MEHEHNUE);

e. VYnpaBnenue cpencTBaMu ayTeHTU(HUKAUUU: BblAaya, OJOKMPOBAHHE
CpelICTB ayTeHTU(UKAIMKM M TpPUHIATHE Mep B Ciydae yTpaTthl H (WUJIN)
KOMIIPOMETAILIMH CPEJCTB ayTEHTU(PUKALIUH;

f. 3amuty oOpaTHOM CBSI3M MNpU  BBOAE AayTEHTU(DHUKAMOHHOU

uHdopManuu (UCKIIOUYEHHE OTOOPAXKEHUE BBOJIUMOTO MapoJIsi MOTb30BATENIEM ).

4.2.2 Mepsbl 10 ynpaBJIeHHIO J0CTYNIOM CY0OBEKTOB J0CTYNa K 00beKTaM

aocTyna

JlanHbIi HAaOOp Mep, MpeTHa3HAYECH IS 3alUThl OT HECAHKIIMOHUPOBAHHOTO
noctyma k pecypcam ACY TII KHC «bponHasi» u 1opkeH o0ecrneunBaTh:

a. VYrhpaBneHue ydeTHBIMH 3anucsiMu  mojb3oBateneit  (Co3manue,
MoauduKanus, yaaieHue, 0JIOKUpOBaHHe);

b. Peanuzanuio 1MCKpEIMOHHOTO METO/Ia IOCTYNA K pECypcaM CHCTEMBI;

C. Paznenenune nomunomounii nons3oBateneid ACY TII KHC «bponnas»
B 3aBUCHUMOCTHM OT HMX pOJIM, C HAa3HAYEHHMEM MHUHHUMAJIbHO HEOOXOAMMBIX WM
IpaBaM M MPUBUIICTHUH;

d. Orpannuenue HeycnemHsbix nonsTok Bxoaa B ACY TII «bponnas» ¢
OJIOKUPOBaHUEM yUETHOM 3alKCH, C KOTOPOH COBEPIIATNCH MOIMBITKA BXO/IA;

e. 3anper neicTBUIA MOIb30BaTENEH, pa3pelIeHHBIX 10 UACHTU(DUKAIIH
U ayTeHTU(pUKauu;

f. brnokupoBanue ceanca noctyna k ACY TII KHC «bponnas» npu

HEAKTUBHOCTH TOJIH30BATEIS.
4.2.3 Mepsl 10 3a1MTe MAIIMHHBIX HOCHTEJIe

HaGop mep mo 3ammuTe MamuMHHBIX HOCHUTENEH PErIaMeHTHPYET MOPSI0K
paboThl MaNMIMHHBIX HOcHUTeNed M uHTepdercoB ux B3ammogericteust B ACY TII
KHC «bpoHHas» u peanusyer:

a. VYyeT MalIMHHBIX HOCUTENEeH nHpOopMaluy;
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b. VYopaBnenue QU3NYECKUM JOCTYIIOM K MAIIMHHBIM HOCHUTENSAM
uH(popMaImy;

C. Kontpons  ucnonw3oBaHuss  uHTepdeiicoB  BBoJAa  (BbIBOJA)
uH(pOpMaIMU Ha MAllIMHHbIE HOCUTENU UH(OpMAaIUK;

d. KoHTponp noakimoyeHus: MalllMHHBIX HOCUTENEH HHPOpMALINH;

e. Crupanue uHpoOpMaluy Ha MAIIMHHBIX HOCUTEISAX UH(DOpMALUU NpH

BBIBOJIE HOCUTEJISI U3 IKCILTyaTalllu.
4.2.4 Mepsbl no ayauty nHGOPMAITHOHHON 0€30MACHOCTH

JlanHblii HA0Op Mep OompenesnsieT COCTaB M CoJiepKallytocs HHPOpPMALUIO O
pecypcax ACY TII u cobOwiTusix WHDOPMAIMOHHOW OE30MaCHOCTH, a TaKKe
NopsiIOK  cOopa, XpaHEHWS W TPEACTABICHUS  COOBITHH, TOJJIekKAIUX
peructparuu. JlaHHbIM HAOOp JOJDKEH pealu30BhIBATD:

a. WNuBenrtapuzanuio nndopmaimonssix pecypcos ACY TII;

o

AHanu3 ys3BUMOCTEN U UX YCTPaHEHHUE;

C. Peructpanuio u xpanenue coObITHI HHPOPMAIIMOHHOMN 0€301MacHOCTH
d. 3ammTy HHPOPMAITUU O COOBITUAX OE30MTaCHOCTH

e. MoHUTOPHUHT (KOHTPOJIb) OE301IaCHOCTH;

f. PearupoBanne Ha cOOM MpH PETHCTPALIMM COOBITHI OE301aCHOCTH, B

TOM YHCJIC amnmapaTHble W MPOrpaMMHBIE OIMMOKH, cOOM B MexaHu3Max cbopa
uHbOpMAIIMK MW JIOCTH)KEHHE Tpeeia WIA TepenojHeHnus oO0bema (EMKOCTH)
MaMSATH;

g. MounutopuHr  (IPOCMOTpP, aHAU3) PE3yJIbTaTOB PErUCTpPAlUU
cOOBITHI1 0€30MMaCHOCTH U pearupoBaHUE HA HUX;

h. [Topsinok mpoBeieHNs BHYTPEHHUX AyIUTOB.
4.2.5 Mepbl 10 AHTUBUPYCHOM 3a1IUTE

Mepbl 110 aHTUBUPYCHOW 3amuTe npeaHasHadeHbl st 3amutel ACY TII
KHC «bponHas» oT BHUpPYCOB (BpPEIOHOCHBIX NpOrpamMM) M pealu3yercs ¢
MIOMOIIBK) OPraHU3alMOHHBIX MEp, HANpPaBJICHHBIX AHTHUBUPYCHYIO 3alIWTBHI.

OcHOBHOW  (pyHKIMEH, KOTOPBIX SIBISETCS OrpaHUYEHHWE BO3MOXKHOCTEU
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HapyUIuTeNsl MO BHEJIPEHUIO BPEIOHOCHOTO NPOrpaMMHOro koaa (BuUpyca) H
yaaneHue (1o BO3MOKHOCTH) €r0 U3 CUCTEMBI.

Mepsbl 10 aHTUBUPYCHOM 3aIlUATE JOJKHBI PEAaIM30BbIBATH:

a. OGHapyxeHue (HaKTOB BHPYCHOTO 3apa)K€HUS BCEMH HW3BECTHBIMHU
BUpYCaMU;

b. Curnanuszaunus B ciiyyae 0OHapy>KeHHs (PaKTOB 3apaXKEHUSI BUPYCOM;

C. Bo3MoOXHOCTh ynaneHus 3apakeHHOro Qaitia U BOCCTAHOBJICHUS

paborocniocooHoctu  ACY TII KHC «bpoHHass» B cllydae 3apakeHus
BPEIOHOCHBIM ITPOTPaMMHBIM KOJIOM;

d.  brmokupoBaHus [o0CTyma K OTYYXKIACMBIM HOCHUTEIISIM, B Ciydae
OoOHapyKEHHS YTPO3bI BUPYCHOTO 3apPasKEHUS;

e. Bo3MOXHOCTh OOHOBIIEHUS 0a3 JaHHBIX TPHU3HAKOB BPEJOHOCHBIX

KOMITBIOTEPHBIX MTPOTPaMM.
4.2.6 Mepsbl o odecriedeHNI0 HeJTO0CTHOCTH

MepBI 110 00ECIIEYCHHIO HCJIOCTHOCTU HAIIPABJICHBI HAa TO, YTO HU3MCHATH
I/IH(l)OpMaIII/IIO CMOTYT TOJIBKO JICTUTUMHBIC IIOJIb30BATCIIN. PCaJII/ByeTC}I IIyTeM

KOHTPOJIS IIEJIOCTHOCTH MPOTPAMMHOT0 00€CTICUeHUS.
4.2.7 Mepsbl o odecrie4eHn 0 J0CTYITHOCTH

JlanHbie HarmpaBjeHbl Ha 0O€cleueHrne HEMPEPHIBHOTO JIOCTYIA K pecypcam
ACY TII KHC «bpoHHasi» JIETUTUMHBIX MTOJIb30BATENEH U TOTKHBI 00ECIIEUNTD:

a. Hannmume paGoTocmocoOHON pe3epBHOM KOMUU  MPOTPAMMHOTO
obecnieuenuss ACY TII KHC «bponnHas»;

b. ObecnieueHre  BO3MOXKHOCTH  BOCCTAaHOBJICHHS HMHGOpMAIMHU  C
PE3EPBHBIX MAINIMHHBIX HOCUTENEH WH(pOpMamuu (Pe3epBHBIX KOIMUI) B TCUCHUE
YCTaHOBIIEHHOTO BPEMEHHOTO WHTEPBAIIA;

C. OOecnieueHrs  BO3MOXHOCTH ~ BOCCTAaHOBJIGHHS ~ TIPOTPAMMHOTO
oOecrieueHusi, BKJIIOYAas MpOrpaMMHOE  oOOecreueHrne CpeACTB  3allUThI

nH(popMaLK, TPy BOZHUKHOBEHUH HEIITATHBIX CUTYaIIUM

18



4.2.8 Mepsbl 10 3a1MTe TEXHUYECKUX CPEJICTB U CHCTEM

Mepsl 110 3aIUTe TEXHUISCKUX CPEJICTB PEaTH3yIOT:

a. OpraHuszanuio KOHTPOJUPYEMOW 30HBI, B MOpeAenax KOTOpoH
MOCTOSTHHO  pa3MEIalOTCAd  TEXHUYECKHWE  CpeacTBa,  oOpabaThiBarolue
nH(OPMAITUIO, UCTIOJTHUTEIBHBIC YCTPONCTBA;

b. OO6ecrnieunBaroT ynpasieHue PuU3MUecKuM JT0CTynoM k pecypcam ACY

TII u moMenmeHusIM, TA€ OHU PACIIOIOKEHBI.
4.2.9 Mepsl no 3amurte ACY TII u eé KOMIIOHEHTOB

Meps! no 3amure ACY TII KHC «bpoHHasg» U €€ KOMIOHEHTOB JIOJKHBI

o0ecre4ynBaTh:
a. Paznenenve ¢yHkuui 1o ympaBieHHIO (aAMUHHUCTPUPOBAHMIO)
aBTOMAaTHU3UPOBAHHOMN CUCTEMOM yIpPABIECHUS, YIPABJICHUIO

(aAMUHUCTPUPOBAHUIO) CUCTEMOM 3alTUThI, GYHKIIUNA 110 00paboTKe nHOpMaLUH
¥ MHBIX QYHKIUNA aBTOMATU3UPOBAHHON CUCTEMBI YIIPABICHHUS

b. DiieoHupoBaHHy0 (MHorocioitnyw) 3amuty ACY TII KHC
«bpoHHas»;

C. 3amura aBTOMATH3UPOBAHHOW CHUCTEMBI YMPABICHUA OT Yyrpo3
6e3omacHocTd MHGOpPMAIIMK, HAIMpaBICHHBIX Ha OTKa3 B obcmyxuBanuu (DOS,
DDOS-arak)

d. CokpeitTie  apxutektypsl u KoHpurypauuu ACY TII KHC

«bpoHHasn».
4.2.10Mepsbl 10 pearnpoBaHMI0 HA KOMIIBIOTEPHbIC MHIM/ICHTHI

st oOecriedeHHUS BBISIBJICHHS HMHIIMACHTOB W pearnpoBaHUE Ha HHUX
HEOOXOANMO:

a. OnpenenuTh TMpaBWia H IOPSJOK BBISBICHUS (OOHapyKECHHE,
UACHTU(DUKAIIMY ¥ PETUCTPALMN ) HHIUACHTOB HH(POPMAIIMOHHON 0€30MacHOCTH;

b. OnpenenuTs  MOPAAOK  MH(POPMHUPOBAHHUS O  KOMIIBIOTEPHBIX

MHIIAACHTAX,
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C. OnpenenuTh MNpaBwiia W MOPSJOK pearupoBaHUs HA HMHIUICHTHI
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

d. OnpenenuTs NOPSAIOK aHaIu3a (OmnpeiesIeHUs] HCTOYHUKOB U MIPUYHH)
WHIIUJICHTOB UH(OPMAIIMOHHON 0€301MacHOCTH;

e. OnpenenuTs MOPSI0K MPUHITUS MEP MO YCTPAHEHUIO TMOCJIEICTBUI
MHIIUJICHTOB UH(GOPMAIMOHHON O€30MaCHOCTH

f. OmnpenenuTs  MOPSAIOK 1O MOPEIOTBPAIICHUIO  MOBTOPHOTO

BO3HUKHOBEHUS MHIUACHTOB MHPOPMALIMOHHOU 0€30MaCHOCTH.
4.2.11 Mepsbl no ynpasiennio koHpurypaumeis ACY TII

B paMKax pcajin3daliul IaHHbIX MCP HCO6XO)II/IMOZ

a. OO0ecneunTh WHCTAUISIMIO TOJIBKO Pa3peIICHHOTO IPOrpaMMHOTO
0o0ecCIeUCHHS;
b. OO0ecneunTh TPOLICYPY YIIPaBICHUS U3MEHEHUSIMH B pecypcax ACY

TIL
4.2.12 Mepsbl o ynpasjenuo ooHoBaeHuavmu ACY TII

JlaHHbIN HA0Op MEp JTOKEH:

a. Onpenensath  MOPSAJOK  TMOWUCKA W TOJY4YEHUS  OOHOBJICHHI
IPOrPaMMHOT0 00ECTICYEHHSI OT JOBEPEHHOT'O UCTOUYHUKA;

b. [Topsimok  mpoBeNEeHHMST  KOHTPOJISL — LEJIOCTHOCTH  IMOJYy4YaeMbIX
OOHOBJICHHI MPOTPAMMHOT0 00ECTICUCHNUS,

C. [Hopsimok [PEABAPUTEIBHOTO TECTUPOBAHUSA 0OHOBNIEHUY
MIPOrPaMMHOTO OOECTICUECHHUS;

d. [lopsimok yCTaHOBKM TECTUPOBAaHUSA OOHOBJIEHUW MPOTPAaMMHOTO

oOecreyeHus;

4.2.13 Mepbl N0 NJIAHHPOBAHHI0O MEPONPUATHI MO oOecneYeHUIo

3a1MThI HHGOpMALUU

JlaHHBIN HA0Op MEp JT0KEH PErJaMEeHTHPOBATD:
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a. Pa3paboTky, yTBEepKIE€HHE W aKTyalu3aldio IUIaHAa MEPONPUATUHN IO
00€eCIeyeHuIO0 3allUThl THPOPMALINH;
b.  KoHTpoib BBINOJIHEHUS MEPONPUATHHA MO OOECHCUCHHUIO 3aIlUThI

uH(pOopMaIu.
4.2.14 Mepsbl no uHGpopMupoBaHue U 00yUEHHUIO NEPCOHAJIA

JlaHHbIE MEpBI TOJKHBI 00€CIIeYnBaTh:

a. O6yuenune mepcoHana Oe3omacHoit pabore ¢ ACY TII KHC
«bpoHHas»;

b. NudopmupoBanre  mnepcoHasa O  CYHIECTBYIOLUIMX  yrpo3ax
nHpOpMaIIMOHHON Oe3onmacHocTH, O TmpaBuwiax odkcrutyatanuu COUBb u eé

OTACJIBHBIX KOMIIOHCHTOB

C. O6yuenne mnpaBwiam dkcmiyataiuu COWUB u  e€ oTnenbHbIX
KOMIIOHEHTOB
d. OcyiecTBiieHne KOHTPOJISE OCBEIOMIIEHHOCTH TepcoHana 00 yrpo3ax

nH(OPMAIIMOHHON 0€30MacHOCTH M MpaBujIax 6e30macHoON paboTHI.
5. CocrtaB u cogepxanue pador no cozganuo COUb

IIpouiecc cozpanuss COUB npou3BoAMTCA B HECKOJBKO 3TanoB. Cpoku
BBITIOJTHEHUST pabOT OMPEESIIOTCS YCIOBUSAMHE J10TroBopa ¢ VcoaHuTensIMu.

Ortan 1. O6cnenosanne ACY TIIL

Oran 2. Kareropupoanue ACY TIL

Oran 3. ®opmupoBaHue TpeOOBaHWUN K 3amure HWHPOpPMAIIUH,
oOpabatsiBaemoii B pamkax ACY TIL

Oran 3. Pazpaborka COUB.

Ortan 4. [loctaBka 000pyA0BaHUS U MPOTPAMMHOI0 00ECIIEUEHUS.

Oran 5. Buenpenne COUB
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5.1 TpeOoBanus k 3tany odcsenosanuss ACY TII

O6cnenoBanue ACY TII 3akmtouaercs B uccinenoanuu padorsr ACY TII,
omnpeAeIeHU TexHuueckoro u nporpammuoro cocraa ACY TII u onpenenenuun
B3auMozencTeuil Mmexay noacucremamu ACY TIL

ITo uroram o6cnenoBanus ACY TII dopmupyercs otyeT 06 oOcae0BaHUH,
COIEpIKAIIUN:

o Onucanue padotet ACY TII;

° CocraB ACY TII;

° Bzanmopeiicteue ACY TII co cMeXHBIMH CUCTEMaMU;
° OnucaHue CyIIECTBYIOIMX Mep IO OO0eCleueHuo O0e30MacHOCTH
uH(pOpMAITIH.

5.2 TpeOoBanus k 3tany kateropuposanusa ACY TII

ITpouecc kareropupoBanust ACY TII 3akirouaeTcss B MPUCBOECHUM Kilacca
3aIIMIIEHHOCTH HAa OCHOBAHMM aHaldu3a KPUTUYHOCTH TEXHOJOTHUYECKUX
nporeccoB, npoxoasumx B ACY TII. IlpucBoenue kiacca 3allUIIEHHOCTH
ocymiecTBisieTcs: B cootBeTcTBUM ¢  [Ipunoxkenuem N 1 k «TpebGoBaHusiM K
oOecreueHuto 3amMThl  MHDOpMAMu B  aBTOMATHU3WPOBAHHBIX CHUCTEMax
yOpaBlI€HUsI TMPOU3BOACTBEHHBIMM W TEXHOJOTMYECKUMH IMpOIECCaMH Ha
KPUTHYECKH BAXKHBIX OOBEKTAaX, IMOTEHIMAJIBHO OIMACHBIX OOBEKTaX, a TaKXKe
00BEKTaxX, MPECTABISIONINX TMOBBIIICHHYIO OMACHOCTH JJIA KU3HU U 3JI0POBbBS
JIOAEH U 11 OKPY>KAKOIIEeH TPUPOTHON CPEIIbI»

Pesynbratom 3Tana karteropupoBaHus ACY TII saBaserca «AKT
ONPEAEIIEHUS KIacca 3alMIICHHOCTH aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHUS

TCXHOJIOTHYCCKHUM ITPOLCCCOMD.

5.3 TpeOoBanuss k 3tamy ¢opMHUpPOBaHHMS TPeOOBAHMH K 3alIUTe

uHopMaLUHU

®opmupoBanue TpeOOBaHMI K 3amuTe MH(poOpManmu, oopadaThiBaeMOi B

coctae ACY TII, ocymecrBusercs ¢ yuerom ['OCT P 51583 «3ammra
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unopmanuu. [lopsgok co3gaHus aBTOMAaTH3UPOBAHHBIX CHCTEM B 3alIUIIICHHOM
ucnonHenuu. O6mue nonoxeHus» (manee - F'OCT P 51583) u T'OCT P 51624
«3Bamuta wuHbOpManUMU. ABTOMATU3UPOBAHHBIE CHUCTEMbl B  3aIUIIECHHOM
ucnoninenuud. OO6urme TpeboBanus» (nanee - 'OCT P 51624) u B Tom umcrne
BKJIIOYAET:

o omnpejeneHre yrpo3 0e3omacHOCTH HH(OpMaLUHU, peamu3aius
KOTOPBIX MOXET MPUBECTHU K HapylieHuro 0e3omnacHocTy uHdopmanuu B ACY TII,
U pa3pabOTKy Ha UX OCHOBE MOJIENIM YyIpo3 0€30MacHOCTH HH(OPMAIINH;

° ompenesieHne netanbHbix Tpeboanuit k COUB.

Jlns onpeseneHust yrpo3 0e30macHoCcTd HH(popManuu u pa3paboTKu MOJETU
yrpo3 0e3omacHocT HHGOPMAIMU TMPUMEHSIOTCS METOJAMYECKHUE JOKYMEHTHI,
paspabotannbie U yTBepxkAcHHBIE DCTOK Poccum.

Yrpo3el Oe3omacHOCTH WH(OpMAIMU  ONPEACISIIOTCS 1O pe3yJibTaTam
OLICHKM BO3MOXXHOCTEH (MOTEHIIMaja) BHEIIHMX M BHYTPEHHUX HapyIIUTEJEH,
aHaiM3a BO3MOXHBIX YA3BUMOCTEH HWH(DOPMAIIMOHHOM CHUCTEMBI, BO3MOXKHBIX
CIIOCOOOB peanu3ali yrpo3 0e30macHOCTH WHGOPMAIM U TOCIEICTBUNA OT
HapyIlIeHUs] CBOMCTB Oe3zomacHOCTH HMHpopManuu (KOH(PHUIAECHIIMATIBLHOCTH,
IIEJIOCTHOCTH, IOCTYITHOCTH).

B kadecTBe HMCXOAHBIX MAaHHBIX JISl OMpENeieHUs yrpo3 Oe30MacHOCTU
uH(DOpPMALIMK HUCIIONIb3yeTCs OaHK MaHHBIX YIpo3 Oe30macHOCTH HHGOpPMAaIUH
®CTOK (bdu.fstec.ru).

[Ipu omnpeneneHun yrpo3 0€30MACHOCTH HMH(POPMAIUUA YUUTHIBAIOTCSA
CTpyKTypHO (dyHKIHOHaIbHBIE Xxapaktepuctuku ACY TII, Brimodarommue
ctpyktypy u coctaB ACY TII, ¢usudeckue, morumdeckue, (QyHKIMOHAIBHBIC H
TE€XHOJIOTUYECKHE B3aUMOCBSI3H MEXIY CErMEHTaMH MH()OPMAIIMOHHON CHUCTEMBI,
C WHBIMH CHCTEMaMH W WH()OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIMHU CETSIMH,
pexxumbl 00padotku nHbopMmaruu B ACY TII u B ee OTnenbHBIX CErMEHTax, a
takke uHble xapaktepuctuku ACY TII, npumensemble HHGOPMAIMOHHbBIE

TEXHOJIOTUU U OCOOEHHOCTH €€ (DYHKIIMOHUPOBAHUSI.
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Mopens yrpo3 6e3onacHOCTH MH(OpMALMU JOJKHA COJAEPKATh ONMUCAHUE
ACY TII u ee cTpyKTypHO-()YHKIIMOHAJIBHBIX XapaKTEPUCTHK, a TAKXKE OMUCAHUE
yrpo3 0€30MacHOCTH HWH(OpMALUK, BKIIOYAIOUIEE ONUCAHUE BO3MOKHOCTEN
HapyLIHUTENIeH (Mozenb HapyLIuTens), BO3MOJKHBIX ySI3BUMOCTEN
MH()OPMAIIMOHHOM CHUCTEMBI, CIIOCOOOB peaau3aiuu yrpo3 0e30MacHOCTH
MH(pOpMaIKU U MOCIEACTBUN OT HApYILLIEHUS CBOMCTB 0€30MaCHOCTH UH(POPMALIHH.

TpeboBanuss k COUB ACY TII BkIouYarOTCs B YacTHOE TEXHUYECKOE
3aganue Ha coznanne COUB, pazpabateiBaemoe ¢ yuetom ['OCT 34.602, TOCT P
51583 u I'OCT P 51624 u npuxazom ®@CTIK ot 14 mapra 2014 r. N 31 «O6
YTBEP)KJIEHUU TpeOoBaHMN K  OOecneueHuto  3almuThl  WHGOpMalMU B
aBTOMATU3WPOBAaHHBIX  CHUCTEMAaxX  YIPABJICHHUS  TPOU3BOJICTBEHHBIMU |
TEXHOJOTMYECKUMH  MPOIECCaMd  HAa  KPUTHUECKH  BaXKHBIX  OOBEKTaXx,
NOTEHIIUAJbHO OMAacHBIX OOBEKTaX, a Takke OObEeKTaX, MPECTaBISIONUX
NOBBIIIEHHYIO ONACHOCTh JUISL JKU3HU M 30POBbsl JIIOAEH U I OKPYKAIOIIEH

PUPOJTHON CPEIBI».
5.4 TpeGoBanus K 3Tanmy pa3padoTKu

Pazpaborka COWb nomkHa OCYHIECTBISATHCS B COOTBETCTBHUH C YaCTHBIM
TeXHUYeCKuM 3aganueM Ha co3ganue COHUB ¢ ydyetom T'OCT 34.601
«adopmannonnas texHosorus. KoMmiekc ctanaapToB Ha aBTOMaTU3HUPOBAHHBIC
cuctemMbl. ABTOMaTu3UpoBaHHbIe cucTeMbl. Ctamuu co3ganus» (namee - ['OCT
34.601), ’'OCT P 51583 uI'OCT P 51624

Pazpaborka COUB nomkHa BKIFOYATh CIASAYIONIUE CTAIHH:

o [Ipoextuposanune COUB;

o Pa3paboTka KOMIIIEKTa SKCIUTyaTallMOHHOW JOKYMEHTAIlMu Ha
COUB;

o MaketupoBanue u tectupoBanne COUb (mpu HeoOxomuMocTn).

o COUD u ee TeXHUUECKHE PELICHHS HE JOJDKHBI BIUSATH HA IITATHBIN

pexxum pabotel ACY TII KHC «bponnas».
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° ITpu npoexktupoBannu COMDB n0KHBI OBITH BBINOIHEHBI CIEIYIOLINE
3a/layu:

o OTpeieNIeHbl TUIBI CYOBEKTOB AocTymna (MOJIb30BATENH, MPOIECCHl U
HHBbIE CYOBEKTHI JOCTYIA) U 0OBEKTOB JOCTYIIA, SBJISIIONIUXCS OOBEKTaMU 3allUThI
(yctpoiicTBa, 0OBEKTHI (hailIOBOM CHUCTEMBI, 3allyCKa€Mbl€ W HCIOJHSIEMBbIC
MOJyJIM, OOBEKTHI CUCTEMBI YIpaBICHUSI 0a3aMu JaHHBIX, OOBEKTHI, CO3/1aBaEMbIC
MPUKJIAHBIM TPOTPAMMHBIM 00€CIIEUeHHEM, HHBIE 0OBEKTHI I0CTYNA);

o OTIpENICNICHbl METOAbl YIpaBIEHUS JOCTYNOM (JIMCKPEIMOHHBIH,
MaHJIaTHBIHA, POJIEBOM WM HHBIE METOJbl), TUIBI AOCTYyNa (YTEHUE, 3aINCh,
BHITIOJIHCHUE WM WHBIC THUIIBI JOCTYyMa) W TMpaBWiia pPa3rpaHUYCHHsS OCTyrMa
CyOBEKTOB JIOCTynma K OOBEKTaM JOCTyna (Ha OCHOBE CIIMCKOB, METOJUK
0e30MacHOCTH, POJIM ¢ HHBIX TMPaBWwi), MOJICKAIINE pealu3aliid B

MH(POPMAIIMIOHHON CUCTEME;

° BBIOpaHBI MEpPhI 3alIUTHl MHQPOPMAIMH, TMOJICKAIINE PEeTU3allud B
coctaBe COUB;
° OTIpeNIeNIeHbl BHUJIBI W THUIIBI CPEACTB 3alllUThl HUH(pOpPMAIIUH,

o0ecreunBaroIIre pealn3auio TEXHUIECKUX Mep 3alllUuThl HHPOPMAIIHH;

o onpeneneHa crpykrypa COUMDB, Bkirouass coctaB (KOJWYECTBO) H
MeCTa pa3MelIeHUs €€ JIEMEHTOB;

o OCYIIIECTBIICH BBIOOD CPEICTB 3aIIUTHI uHopManmm,
CepTU(UIIMPOBAHHBIX HA COOTBETCTBHE TpPeOOBaHUSAM TI0  OE30MaCHOCTH
uH(pOpMAIHN, C YYETOM WX CTOMMOCTH, COBMECTHMOCTH C HH(POPMAIMOHHBIMH
TEXHOJOTHUSMHU M TEXHHUUYECKHUMHU CpeACTBaMH, (YHKIHA O€30MacHOCTH OSTUX
CpeACTB W OCOOCHHOCTEM MX peanu3alldd, a TakXke YpOBHS (Kiacca)
samumennocta ACY TII,

o ompesieieHbl TpeOOBaHUSI K TapaMeTpaM HACTPONKH MPOrpaMMHOTO
oOecrieueHusi, BKJIIOYas MPOrpaMMHOE  OOECIEUeHUE  CPEACTB  3aIIUTHI

nHpopManm, 00ecreynBaroIINe peaan3alo Mep 3allluThl HHPOPMAIIUH, a TaKXKe

25



yCTpaHEHHE BO3MOXKHBIX YS3BUMOCTEH MH()OPMAIIMOHHON CUCTEMBI, TPUBOISIINX
K BOSHUKHOBEHHUIO YIpo3 0€30M1acHOCTH UH(OpMaLiy;

o OmpeNesieHbl Mephbl 3alluThl UHGOPMAIMU TPU HUHPOPMAITMOHHOM
B3aUMOJICHCTBUH C WHBIMU CUCTEMaMHU u nH(OpMaIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIMU CETSIMU.

PesynbTaThl  MPOEKTUPOBAHUS ~ CUCTEMBI  3alUTBl  HWHQPOpMAIIU
WHOOPMAIIMOHHOM  CUCTEMBI  OTpaKarOTCs B pabouedl  JOKyMEHTaIlUH,
paspabateiBaemoit ¢ yuderom ['OCT 34.201 «MudopmanrioHHass TEXHOJIOTHSI.
Kommieke crangapToB Ha aBTOMAaTU3UPOBAHHBIE CUCTEMbI. BU/bI, KOMIUIEKTHOCTh
U 0003HaYEHUE JOKYMEHTOB MPHU CO3JaHUN aBTOMATU3UPOBAHHBIX CUCTEM» (Hasee
-T'OCT 34.201).

I[Ipu oTcyrcTBUM  HEOOXOAMUMBIX  CPEICTB  3allUThl  HUHQPOpPMAIIUH,
JOTyCKaeTCs TPUMEHEHHE KOMIICHCUPYIOUIUX MEPONPHUITUN IO 00eCreueHUo
nHdopmanmronnoi 6e3omacHoct ACY TII

Pazpabotka »skcrryaranmmonHod gokymeHtanmumu Ha COWb  nmomkhHa
OCYLIECTBIIATHCS B COOTBETCTBUU C HACTOSIIIIUM TEXHUYECKUM 3aJJaHHEM.

OkcmyatanmonHas gokymeHtanuss Ha COUB pa3pabateiBaeTcst ¢ yueTom
I'OCT 34.601, TOCT 34.201 u I'OCT P 51624 u nomxHa B TOM YUCIIE COAECPKaTh
OMHCaHUE:

o ctpyktypsl COUB;

o COCTaBa, MECT YCTAHOBKH, MAPAMETPOB U MOPsJIKa HACTPOUKHU CPEICTB

341U ThI I/IHCI)OpMaI_II/II/I, IIporpaMMHOIO oOecreuyeHus ¥ TEXHUYCCKUX CpCACTB,

o npaBui skciutyatauun COUB.

o I[Ipu  maketupoBanum U  tectupoBaHuu  COWMb  #gomXKHBI
OCYIIECTBIISITHCS:

o npoBepka pabOTOCMOCOOHOCTH W COBMECTHMOCTH  BBIOpaHHBIX

CpPEeICTB 3amuThl HWHPOpPMANMHA C HWHYOPMAIMOHHBIMA TEXHOJIOTHSIMUA U

TCXHUYCCKUMMU CPCACTBAMU,
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ITPOBCPKaA BBIITOJIHCHU A BBI6paHHBIMI/I cpeacrtBaMu 341U ThI

uHpopmanuu tpedboBanuii kK COUb;

KOPPEKTHUPOBKA MPOEKTHBIX PEIICHUM, pa3paO0TaHHBIX MPU CO3JAAHHUU

COUB (ripu HEOOXOUMOCTH).

5.5 TpeOoBanus k 3Tany nocrtaBku odopyaosanus u [1O

5.5.1 TpeGoBaHusI K CEPBUCHOMY M IapaHTHUHHOMY O0CJIY:KHBAHMI0O HA

MOCTABJACMbBIC TEXHUICCKHUE CPEICTBA

Tabmuua 1 - TpeOGoBaHMs K TOCTaBKE, CEPBUCHOMY M TapaHTHIHOMY

00CIy>KMBaHHUIO 00OPYOBAHUS U IPOIPAMMHOI0 00ECIICUEHHUS.

Texnuueckue TpedGoBaHUSA

[TocTaBnsiemMblii TOBap 1OJKEH OBITH HOBBIM TOBapOM (TOBAapOM, KOTOPBIM HE ObLI
B yNOTpeOJIeHUH, HE TpOoIIed PEMOHT, B TOM YHCIIE BOCCTAHOBJIEHHUE, 3aMEHY
COCTaBHBIX YacTEH, BOCCTAHOBJICHUE MOTPEOUTEIHCKUX CBOMCTB) M O(HIIHATBHO

MOJIEPKUBATHCS KOMIAHUEH MPOU3BOAUTENIEM 000PYI0BaHUS.

IlocraBuiuk AOJDKEH CBOUMMH CUJIaMU OOCTAaBUTH TOBAp IO aApeCy 3aka3zumka u

ofecreunTh UX pasrpy3Ky Ha ckiaj] 3aKa3zdyHka.

OOGopynoBaHue M NPOrpaMMHOE OOecle4eHUue JOJDKHO IIOCTaBIIATBCS €
paclIMpeHHONH TMOJIEPKKOM OT NpOU3BOAMTEN CPOKOM Ha 12 wMecsues,
o0ecreurnBaroOIIei:

e3aMeHy OOOpYyIOBaHUS MpPH BBIXOJE €ro M3 CTPOsl IO MPUHLUIY
«CeAYIOUN pabouuil 1EHbY;

e KpyriocyTouHyro noiep>KKy 0 3JIEKTPOHHOH 1noute, Teaedony;

eJlocTyn K pEryisipHbIM OOHOBJIEHUSIM HPOTrPaMMHOIO OOeCHeueHUs o
0€30I1aCHOCTH, MCIIPABJICHUIO BBISIBIIEHHBIX OLIMOOK, YCTPAHEHUIO YA3BHUMOCTEH,
paclMpeHuto GyHKIMOHATBHOCTH TPOrPaMMHOI0 00ecieueH s,

elIHTEpAaKTUBHBIN  KPYIVIOCYTOYHBII JOCTyI K TEXHUYECKOHN

AOKYMCHTAIUH, 0a3e 3HAHMI U HHCTPYMCHTaM CaMOJUATrHOCTUKU.
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5.5.2 TpeOoBaHus K yIaKOBKe H MAPKUPOBKeE

O0opynoBaHue JODKHO IIOCTaBISITBCS B YHNAKOBKE, OOecleunBarollen
0e30MacHOCTh TPAHCIIOPTUPOBKM M COXPAHHOCTh €ro KadecTBa B TEUEHUE
rapaHTUMHOIO CPOKa XPAHECHHUS.

CepuiiHblii HOMep Ha KOpoOKe U Ha 000PYAOBaHUU JOKHBI COBIAAATh.
5.5.3 TpeOoBaHusi K KOHTPOJIIO Ka4eCTBA NP MPUEMKeE TOBapa

3aKa34yuK WA €ro NpeaACTABUTCIIN UMCHOT IIPAaBO IIPOBCCTH TEXHUYECKHUU
KOHTPOJIb W/WIA  UCHBITaAHUS TOBApa JId TOATBCPKACHHUA HUX COOTBCTCTBUA
TCXHUYCCKUM YCJIOBUAM KOHTPAKTA HW IIpU 3TOM HC TIIOHCCTHU KaKuX-1100

JIOTIOTHUTENbHBIX PACX0/I0B.
5.5.4 TpeGoBaHue Kk cepTUPUKALIUA

CpenctBa 3amuThl HHOOPMALIUK, TIPEHA3HAYCHHBIC JJI UCIIOIh30BaHUS B
cocrae COUDB, nomkHbl ObITH CEPTU(PUIIUPOBAHBI HA COOTBETCTBHE TPEOOBAHUIM

0 3aIIKuTe HHPOPMAIUK.
5.5.5 TpeGoBaHus Kk 0€30MACHOCTH

Bce obGopynoBaHue HE JOJDKHO COJEpPKaTh TOKCHYHBIX, PAIMOAKTUBHBIX U

JIPYTUX BEIIECTB, YTPOKAIOIINUX 3/I0POBBIO YEIIOBEKA.
5.6 TpeGoBanusi K dTany BHeJApPeHUs

PaGoter mo Bueapennio COWDB nomxHBI OBITH BBIMOJHEHBI B pPaMKax,
pa3pabOTaHHBIX U COTIACOBAHHBIX C 3aKa34yMKOM MpOoeKTHHIX pemieHuit Ha COUBb

U ee CIIykObl (PyHKITMOHAIBHBIC TTOJICUCTEMBI):

o UACHTH(UKANS ¥ ayTeHTU(DHUKAINA CyOBEKTOB JOCTyINa U OOBEKTOB
JOCTYTIA;

o yIpaBlIeHHE JOCTYIIOM CyOBEKTOB JOCTYIAa K 0OBEKTaM JOCTYTIA;

o 3amuTa MalTuHHBIX HOCUTENEH nH(popmaIuu;

° ayauT O€30MacHOCTH;

o AHTUBUPYCHAs 3aIUTA;
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° obecmeuenue neaocraoctu ACY TII;

o oOecrieyeHue JOCTYHOCTH HH(OpMaLUK;

o 3aIlUTa TEXHUYECKUX CPEICTB;

° 3amuta ACY TII 1 ee KOMIIOHEHTOB;

. pearupoBaHuEe Ha KOMITbIOTEPHbIE UHIIUACHTHIL;

o ynpasienue koHburypanuedr ACY TII m cucremsl obecniedeHus

MH(GOPMAIIMOHHON 6€301aCHOCTH;

o ynpasienue ooHosnenusmu 110;

o MJIAHUPOBAHUE MEPOTIPUSATHH MO 00ecreueHuI0 0€30MaCHOCTH;

o oOecrnieveHre AeCTBUN B HEMITATHBIX CUTYAIUsX;

o UHPOPMUPOBAHUE U 00yUYCHHE MTePCOHAA;

o pe3epBUPOBAHUE KAaHAJIOB CBs3W. PabOTBI 1O BHEAPEHUIO JTOJDKHBI
BKJTIOYATh:

o MOJIrOTOBKY 00bekTa 3aka3uuka K BHeApeHuto komrnoHeHToB COUb

(COOTBGTCTBYIOHII/IG MCPOIIPUATUA T10 ITOATOTOBKC 00BEKTOB I/IH(l)OpMaTI/BaHI/II/I K

BHeapennio COUB nomxHbl OBITH OTpa)ke€Hbl B pa3pabaThbIBa€MOIl MPOEKTHOM

nokymeHtauun Ha COUB);
o MyCKOHAJIa04HbIe PaOOTHI;
o IpeIBapUTEIbHBIC UCTIHITAHUS;
o OTBITHYIO AKCILTyaTalHIo;
o IPUEMOYHBIC UCTIHITAHUS.

6. ITopsinok KOHTPOJIA U NPUEMKH CHCTEMbI
6.1 Buanl ucnbiTaHUH
6.1.2 IlpenBapuTe/ibHbIC HCIIBITAHUS

[IpenBaputenbHble WCHBITAHUS MPOBOMAATCS, MOCIE YCTAHOBKH W OTJIQJKU
C3U, c¢ munensto mpoBepku padbotocmocooHocth COUWB wu  cooTBeTCTBUA
co3naBaemoit COUB tpeboBanusm Hactosiero Texuuueckoro 3ananus (T3).

[IpenBapurensubie npousBogsarcs ucneitanuss COUb B cooTBeTCTBUM €
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I'OCT 34.603

«Buapl  HACOBITAHUKA ~ ABTOMATU3UPOBAHHBIX  CHUCTEM».  Pe3ynbraThl
UCIBITAHUM OTpaxarT B TpoTokojie. PaboTy 3aBepmaior odopmieHueMm akTta
MPUEMKH B ONIBITHYIO SKCILTYaTaluIo.

B nporpamme komiutekcHbix ucnbiTanniit ACY TII yka3eiBarot:

° nepeyeHb 0ObEKTOB UCIIBITAHNUS,

° COCTaB NPEAbSABIIEMON TOKYMEHTALINY;

° OTMHMCaHWE  TMPOBEPSEMBIX  B3aUMOCBS3EH  MeXaAy  OOBEeKTamMu
WCIIBITAHUM;

° ouepeaHOCTh ucneiTanuii yacteit CONb;

° MOPSAJIOK ¥ METOJIbl MCIIBITAHUM, B TOM YHCJIE COCTaB MPOTPAMMHBIX

CpeACTB U 000pyIOBaHUS, HEOOXOAUMBIX JIJISI TIPOBEACHUSI UCIIBITAHUMN, BKJIIOUAS
CIIeLIMAIbHbIC CTEHAbI U TTOJUTOHBI.

Jiist mpoBeieHUsT KOMITJIEKCHBIX UCTIBITAHUH JOHKHBI OBITh ITPEICTABIICHBI:

o IporpaMMa KOMIUIEKCHBIX HUCIIBITAHUI;

o 3aKJIIOYEHHE 110 AaBTOHOMHBIM HCIBITAHHSM COOTBETCTBYIOIIMX
gyactei COWb wu ycTpaHeHue omuOOK W 3aMe4YaHUM, BBISBICHHBIX IPU
ABTOHOMHBIX UCTIBITAHUSX;

o KOMILIEKCHBIE TECTHI;

o IpOrpaMMHBIE U TEXHUYECKUE CPEACTBA U COOTBETCTBYIOIIASI UM

AKCIUTyaTallUOHHAs TOKYMEHTAIS.
6.1.3 OnbITHas IKCIIyaTaALMS

Ilepeson COUB ACY TII B ONBITHYIO AKCIUIyaTallUIO0 OCYILIECTBIISIETCS
MOCJI€ YCIEIIHOTO MPOX0XKICHUS TPEABAPUTEIbHBIX UCTIBITAHU.

OnbrtHas  skcmtyatauuss C3W mpoBOAUTCS € UEIBIO  ONPEACIICHUS
xapaktepuctuk C3U ¥ TrOTOBHOCTH MEpCcOHaa K padOTe B peajbHbIX YCIOBUAX
dbyukimonupoBanus C3U, coBmectumoctu C3U ¢ ACY TII Ha poA0IKUTEIHHOM
OTpe3Ke BpEMEHH, a Takxke ompeaesneHus: gakruueckoit apdexrtuBHoct C3U wu,
MIpU HEOOXOAUMOCTH, KOPPEKTUPOBKHU napaMeTpoB C3U u noKkyMeHTaluu.
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OnbITHAs SKCILyaTanus HPOBOJIWUTCS B COOTBETCTBUU C JOKYMEHTOM CO
ITaTHBIM pexxuMoM padotel ACY TII

Ilo pe3synpraram omnsITHOM 3KcmuyaTtaunn C3M nmpuHMMaeTcs pemeHue o
BO3MOXHOCTH (HEBO3MO>KHOCTH) TMPEAbSIBICHUS CHUCTEMbl Ha MPUEMOYHbBIE
HCIIBITAHUS.

OnpITHAsE SKCIUTyaTalus 3aBepiiaeTcs OopOpMIIEHHEM aKTa O 3aBEpIICHUU

OTBITHOM DKCIUTyaTaluu.
6.1.4 IlpuémouyHbIe HCTILITAHUSA

IIpuemounsie ucneitanus COMUb ACY TII npoBoasaTca nis onpeneneHus
cootrBetcTBUst COUB ACY TII tpebGoBanusiMm TexHUUecKoro 3aaHus, OICHKH
KA4ueCTBa OMBITHOM AKCIUTyaTallUM U PEIICHUS BOIMPOCA O BO3MOXKHOCTH MPUEMKHU
COUB ACY TII B skcnimyaTaluio.

[IpuemoyHbIE HCOBITAHUS MPOBOJSTCS B COOTBETCTBUU C JOKYMEHTOM
«IIporpammMa W MeTOAMKA TNPHUEMOYHBIX HWCIBITAHHI), KOTOpas JOJKHA
COJIepKaTh:

® fiepeyeHb OOBEKTOB UCIIBITAHUN

® KpUTEpPUHU MPUEMKHU CUCTEMBI U €€ YacCTel;

® YCIIOBHS M CPOKHU IIPOBEACHUS UCTIBITAHUII;

® CpeAcTBa JUIsl IPOBEACHUS UCIIBITAHUI;

e (haMuIUu JIUII, OTBETCTBEHHBIX 3a MPOBEACHUE UCTIHITAHU;

® METOJWKY UCTIBITAHUN U 00paOOTKU UX PE3YNIHTATOB;

JIns mpoBeAeHUs NPUEMOYHBIX HCIBITAHUM JOJIKHA OBITh MpEeabsBICHA
CIEAYIOLIAasi JOKyMEHTAWSA :

e TEexXHUYeCKoe 3a7aHue Ha co3znanue AC;

® AKT IPUEMKH B OIBITHYIO AKCILTYaTallHIO;

e paboume KypHaJbl OMIBITHON dKCIUTyaTalllH;

®  AKT 3aBEPIICHUS ONBITHOM AKCIUTyaTaunu u aonycka AC k mpueMOYHbIM
WCTIBITAHUSIM;

e [porpaMma M ME€TOJHKA UCTIBITAHUMU.
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[IpueMouHbIE UCTIBITAHUS B IIEPBYIO OYEPEb JOJKHBI BKIIKOYATh IPOBEPKY:

o NOJHOTBl W KayecTBa peanu3aluu (QYHKIUHA 0Opu  IHITAaTHBIX,
MpeNENbHbIX, KPUTUUECKUX 3HAUEHHUSAX MMapaMeTpoB OObEKTa aBTOMATH3alUHU U B
Opyrux ycioBusx pyHkiuonupoBanus AC, ykazanHbIX B T3;

o CpPEACTB W METOAOB BOCCTaHOBIeHUsI paborocnocodoHoctn COUB
IIOCJIE OTKA30B;

o KOMIUIEKTHOCTH ¥ KayeCTBa 3KCIUTyaTal[MOHHON JOKYMEHTALIUH.

[IpoBepky momHOTHI W  KadecTBa BbIoNHeHUss (Qynkuuiik COUWb
PEKOMEHAYyEeTCsl MPOBOJIUTH B JiBa 3Tana. Ha mepBoM 3Tame mpoBOJAST UCIBITAHUS
OTIENbHBIX (QYHKUMN (3a7a4, KOMIUIEKCOB 3aaad). llpu 3TOoM mpoBepstoT
BbIMOJHEHUE TpeboBanuii T3 k ¢yHKUMAM (3agadaM, Komruiekcam 3ajnay). Ha
BTOPOM JTale MpOBOASAT NPOBEPKY B3aUMOJCHCTBUSA 3aJady B CHUCTEME U
BBITIOJIHEHUE TpeOoBaHuii T3k cucteme B 11ETI0M.

[lo cormacoBaHuio ¢ 3aka34yMKOM IPOBEPKA 3a/ad B 3aBUCUMOCTU OT UX
cnenuUK MOXET TMPOBOJUTHCA AaBTOHOMHO WJIM B COCTaBe KOMILJIEKCA.
OO0benuHeHne 3ajiay Mpu MPOBEpPKE B KOMILIEKCAX I1€71ec000pa3Ho MPOBOAUTH C
y4eTOM OOLTHOCTH UCTIOIB3yeMON HH(GOPMAIIMN U BHYTPEHHUX CBS3EH.

[TIpuemounsie ucneitanusa C3U npoBondrcs VcnoaHuTeneM B MPUCYTCTBUU

HpGI[CTaBHTeHCﬁ 3aka3zuuka ITYTEM BBIITIOJTHCHUA KOMIIJICKCHBIX TCCTOB.

7. TpeOoBaHMsl K COCTABY U COAEPKAHUIO PA0OT MO MOATOTOBKE 00bEKTA

ABTOMAaTHU3allUd K BBOAY CUCTCMbI B JeHCTBHE

Tabnuna 2-TpeGoBaHue K COCTaBy W COJAEPKAHHIO PabOT MO MOATOTOBKE

00BeKTa ABTOMATHU3alIMH K BBOAY CUCTCMEI B HeﬁCTBHe.

Ne
JTamna HaumeHnoBaHue u coctaB paboT 1o 3Tarmy [TepeuyeHb OTYETHBIX TOKYMEHTOB
paboT

1 e OOGcnenosanue ACY TII e Otuér 00 06caenoBaHUN

2 e Kareropuposanune ACY TII e AKT onpenencHus KJlacca

samuménHocty ACY TII
3 ®opmupoBanue TpeOoBaHMH K  3amure | ¢ Mojens  yrpo3  0e€30IacCHOCTH
uHpopmanuy, oOpabaTeiBaeMOil B paMkax | undopManuu, oOpabaTbiBaeMOi B
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ACY TII, B ToM uncne:

e Omnpenencaue 0e30macHOCTH

yrpos
uHpOpMaInH;

e Ompenencane TpedboBanuii kK COUB.

coctase ACY TII

e UYacTHOe TEeXHHMYECKOE 3aJaHHE Ha

co3nanue COUB.

Pazpaborka COUB, B TOM unce:
e [Ipoexrupoanue COUb;

e Pa3pabotka KOMILICKTA
OKCIUTYaTAllAOHHOW  JIOKyMEHTAllMd  Ha
COUE;

Maketupoanue u tectupoBanue COUb (npu

HEOOXOUMOCTH).

e [loscHuTeNbHAA 3aIuCcKa K
TEXHUYECKOMY IIPOEKTY;
e CrpykTypHas cxema KOMILIEKCa
TEXHUYECKUX CPEJICTB;

e Crneuudukauus oOopynoBaHUS U
I10;

e [Iporpamma u METOIMKa
HCTIBLITAHUM;

e PyKOBOJICTBO aJIMUHUCTPATOPA;
e HHcTpyKuus MOJB30BaTeNs;

e [IpOTOKOJIBI TECTHPOBAHHUS (pu
HEOOXOAUMOCTH);

e AKT cauu npuéMKU padorT.

e [locraBka o6opynoBanus u [10

e AKTH mnpuéma-rniepeaun IpaB Ha
nucroyip3oBanue 110;
e TexHuueckas JIOKYMEHTAITHS

noctasigemas ¢ C3U.

Buenpenune COUB, B ToM uucie:
e [lomroroBka 0O0BEKTa BHEOPCHHUS H

IMIYCKOHAJIaJOYHbIC pa6OTH;

L4 Hpel{BapI/ITeJ'ILHLIC HUCIIbITAHUA,
e OrmpITHAA OKCILTyaTalusl;

L4 HpI/IeMO‘IHLIe HUCIIbITAHUA,

e Bpons OKCILTyaTaluto.

e AKT 3aBepIICHUS ITyCKOHATA0YHBIX
pabor;

e [IpoTokon MpeBaPHUTEIbHBIX
HCIIBITAHHI;

e AKT mepeBojia CUCTEMbI B OTIBITHYIO
AKCIUTyaTaIHIo;

o AxT 3aBepLICHUS OIIBITHOM
AKCILTyaTalliil CUCTEMBI;

e [IpOTOKOJ MPUEMOYHBIX UCTIBITAHUN
CHCTEMBI.

e AKT BBOJa B SKCILTyaTalluiO
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8. TpeGoBanus K JTOKYMEHTHPOBAHUIO

Bujibl, KOMIUIEKTHOCTh U COAEPKaHUE JOKYMEHTOB B YaCTH, ONpPEACICHHON
HactosiuuM T3,  nmomkHel  yuutbiBaTh  TpeOoBanus ['OCT  34.201-89
«MHpopMallMOHHAs! TEXHOJIOTHS.

KoMmmnekc crangaproB Ha aBTOMAaTU3UpPOBAHHbIE CHUCTEMbl. Buusl,
KOMIIJIEKCHOCTh U 0003HAaYEHUE JOKYMEHTOB MPHU CO3JaHUU aBTOMATU3UPOBAHHBIX
cuctem» u PJ] 50-34.698-90

«ABTOMAaTH3UPOBaHHbIE  CUCTEMBbI.  TpeboBaHUS K  COAEPKAHUIO
JOKYMEHTOB.

Bcest pazpabaTpiBaemasi TOKyMEHTAlMA, a TAKXKe IITaTHAS JOKYMEHTAIMS 110
MOCTaBIIIEMOMY OOOpPYZOBAHUIO M MPOTPAMMHOMY OOECIEUYEHUIO JODKHA OBIThH

BBITMIOJTHEHA HAPYCCKOM SI3bIKE.
9. UcTOYHNKHU pa3padoTKu

a. 'OCT P51583-2014. 3amura wundpopmainuu. «l[lopsgox co3manus
aBTOMAaTU3WPOBAHHBIX CUCTEM B 3aIUIEHHOM UCTIOJHEHUN;

b. TOCT 34.602-89 Wudopmarmonnas texuonorus (WUT). Komrurekc
CTaH/JapTOB Ha AaBTOMATU3UPOBAHHBIE CHUCTEMBI. TEXHHWYECKOE 3aJlaHhe Ha
CO371aHNe aBTOMATU3MPOBAHHON CUCTEMBI;

c. Ilpukaz denepanbHON CIYKOBI IO TEXHUYECKOMY M IKCIIOPTHOMY
koHTpomto oT 14 mapra 2014 1. N 31 "OO6 yrBepxkaeHuu TpeOoBaHuil K
oOecreueHnIo  3amMThl WH(OpMAMu B  aBTOMATHU3WPOBAHHBIX  CHCTEMax
VIOpPaBICHUS TIPOW3BOJICTBEHHBIMA W TEXHOJOTMYECKUMHU TMPOIECCaMU  Ha
KPUTUYECKH BAXKHBIX OOBEKTaX, MOTEHIIMAJIBHO OIMACHBIX OOBEKTaX, a TaKKe
00BEKTaxX, MPECTABISIONINX TMOBBIIIICHHYIO OMACHOCTH JJISA KU3HH U 3I0POBbBS
moNe W IS OKpYyXKarowed npupogHoil cpeabl" (C  M3MEHEHUSIMU U

JOTIOJIHEHUSIMU ).
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COCTABUIIN

Haumenoeanue
Honoxcnocme Damunus, ums,
opzanu3ayuu, Iloonuce Hama
UCnONTHUmMEns omuecmeo
npeonpuamus
COI''TACOBAHO
HaumenoBanue
JloskHOCTH damMuaus, ums,
OpraHu3aluu, INoanuce Jara
HCIOJHUTEJS 0T4YEeCTBO
npeanpusiTusi
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O0o3HayeHNsI U COKPALIleHUSA

APM ABTOMaTH3MpOBAaHHOE paboyee MecTo

ACY TII  ABTOMaTH3UpOBaHHAs CUCTEMA YIPABJICHUS TEXHOJIOTMYECKUM IPOLIECCOM

HucC NudopmanmonHnas cucrema

K3 KonTposmmpyemas 30Ha

JIBC JlokasibHasl BBIYKUCIIUTENIbHAS CETh
HCI HecanknmoHupoBaHHBINA 1OCTYI

oC OmneparmonHasi cuctema

o [Iporpammuoe obecrieueHue

CBT CpencTBO BBIYMCIUTEIBHON TEXHUKHU
C3n CpenctBo 3amuThl HHGOPMaLUU
YBU VYrpo3sa 6e3omacHocTr HH(pOpMAITUN

DOCTIK  DenepanpHas ciyx0a M0 TEXHUUECKOMY U IKCIOPTHOMY KOHTPOJIIO
KBO Kputnuecku BaxxHbIi 00BEKT

IJIK [IporpaMMupyeMslid JOTHUECKHI KOHTPOJLIEP

KHUIInA KoHTponbHO-u3MepuTenbHbie MprUOOPhl U aBTOMATHKA.

COub Cucrema obecnieueHus HHGOPMALMOHHON OE3011aCHOCTH

KHC Kananusanmnonnas HacocHast CTaHIIHS



TepMI/IHLI U onpeaecJaeHus

ABTOMaTH3I/Ip0BaHHaH CUCTEMA YIIPABJICHUSA TEXHOJOTNIECCKUM IIPOUECCOM — TpYIIa
pemeHm"I TCXHUYCCKUX U MMPOTrPpaMMHBIX CPCACTB, MPCAHA3HAYCHHBIX IJII aBTOMATHU3allun

YHpaBJICHUA TEXHOJIOTHICCKUM 060py,I[OBaHI/IeM Ha IPOMBIIIJICHHBIX MMPCATIPHUATUAX.

3amuTa uH(poOpMAIIUHN — IPUHATHE IPABOBBIX, OPraHU3AIMOHHBIX M TEXHHYECKUX MEp,
HaIpaBJICHHBIX Ha: 1) o0ecriedenre 3amuThl HHPOPMAIHH OT HEIPABOMEPHOTO JIOCTYIIA,
YHUYTOXCHHSI, MOIU(DUIIUPOBAHUS, OJIOKUPOBAHMUS, KOTUPOBAHUS, IIPEIO0CTABICHHSI,
pacmipoCTpaHeHHs, a TAK)KE WHBIX HEITPAaBOMEPHBIX JICHCTBUN B OTHOIICHUU TaKOW MH(DOpMAIINN;
2) cobmroaeHne KOH(UIEHIIUATEHOCTH MHGOPMAIIMKA OTPAHUYCHHOTO JIOCTYTA; 3) peaau3aiuio

IpaBa Ha JIOCTYIl K UHQOpMAaIHH.

3ammmaemasi ungopmauus — HHGOPMAIIUS, SBISIOIIASLCS TPEAMETOM COOCTBEHHOCTH U
MOJIeKAIIas 3aIIMTE B COOTBETCTBUHU C TPEOOBAHUSIMH MPABOBBIX TOKYMEHTOB HJIN

TpeOOBaHUSAMHU, YCTAHABIMBAEMBIMU COOCTBEHHUKOM WH(OPMAIIHUH.

HcTouHuk yrpo3sl 6e3onacHocTd mHGpopMaum — CyobekT ((pu3nIecKoe JIuIo,
MaTepuaIbHbIN 00BEKT WIN (PU3HUECKOE SIBJICHHE), SIBISIOMIMICSI HETIOCPEACTBEHHON IPUYNHON

BO3HUKHOBEHHSI YIPO3bl 0€30TTaCHOCTH HH(POPMAIIUH.

MexkceTeBoii IKpaH — JTOKaIbHOE (0OJHOKOMIIOHEHTHOE) MITH (DYHKITHOHAIBHO-pACIIPEICIICHHOE
porpaMMHoOe (ITpOTrpaMMHO-AIapaTHOE) CPEICTBO (KOMIUIEKC), pealu3yroliee KOHTPOJIb 32
nHpOpMaIKeH, MOCTYNAKNICH B aBTOMAaTH3UPOBAHHYIO CUCTEMY M (WJIN) BBIXOISAIICH U3

aBTOMaTH3HpOBaHHOﬁ CHCTCMEBI.

Heneknapnposaﬂﬂme BO3MOKHOCTH — (byHKI_II/IOHaJ'IBHBIe BO3MOXHOCTHU CPCIACTB
BBIUMCIIUTEIbHOM TEXHUKH, HEC OINMMCAaHHBIC UJIM HEC COOTBECTCTBYIOIIUC OITMCAHHBIM B
AOKYMCHTAIUU, IIPHU UCII0JIb30BAHNU KOTOPBIX BO3BMOKXHO HAPYHICHUC KOH(l)I/I,I[eHI_II/IaHBHOCTI/I,

AOCTYITHOCTH WJIN HNCJIOCTHOCTU O6pa6aTBIBaeM0ﬁ I/IH(I)OpMaI_[I/II/I.

HecanknnoHNpoBaHHBbIN 10CTYN K HHGOPMAaLMM — JOCTYI K HH(OPMAIUH, HAPYIIAIOLTHII
IIpaBUJIa Pa3sTPaHUYEHUS JOCTYIIA C UCIIOIb30BAHUEM IITATHBIX CPEICTB, PEAOCTABIISEMBIX

cpeacrBaMu BBIYHCIUTEIBLHON TEXHUKH WU ABTOMATU3UPOBAHHBIMU CUCTCMAMHU.

CpeI[CTBO 3alIMTHI OT HCCAHKIIMOHUPOBAHHOI'O 10CTYIIA — ITPOTPaMMHOEC, TEXHUYCCKOE NI
IporpaMMHO—TCXHUYICCKOC CPCACTBO, MPCAHA3HAUYCHHOC JJIA NPCAOTBPALICHUA WU

CYIICCTBECHHOI'O 3aTPYAHCHUS HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA.



¥Yrpo3a 6e3onacHocTd UHGOPMAIIMU — COBOKYITHOCTH YCIIOBHH U (JaKTOPOB, CO3JAFOIINX
HNOTEHIUAIBHYIO MM PEAIBHO CYIECTBYIOIIYIO OITACHOCTh HapyIIEeHUs 6€30IacHOCTH

uHpOpMaIuu.

Mopeas yrpo3 (6e3onacHocTy nHpopMannu) — Gpusnueckoe, MaTEMaTUYECKOE, OIUCATEIbHOE

MPEJCTaBICHUE CBOMCTB MIIM XapaKTEPUCTHK YIpo3 0€30MmacHOCTH HH(POPMAITUH.

BpenonocHas mporpamma — [porpaMma, IpelHa3HayeHHass s OCYIIECTBJICHUS
HECaHKIIMOHUPOBAHHOIO JIOCTyNa W (WJIM) BO3AEUCTBUS Ha TeXHOJormdyeckuil mpouecc B ACY

TIIL
AyTeHTHQUKALMSA — IPOLEAYPA IPOBEPKU 10 UIMHHOCTH

Nnentudgukanus — nmpucBoeHrne CyObEeKTaM M OOBEKTaM JOCTyMa HIeHTH(HUKAaTopa W (WIIH)

CpaBHEHHUE MPEIbABISIEMOr0 HACHTH(PHUKATOPA C IEPEUHEM TPUCBOECHHBIX HIEHTU(UKATOPOB.

KonTposamnpyemasi 30Ha — NpoCcTpaHCTBO (TEPPUTOPHS, 3AaHUE, YACTh 3/1aHUs, IOMEUICHHE), B
KOTOpPOM HCKJIFOYEHO HEKOHTpOJIMpyeMoe TMpeObIBaHUME TOCTOPOHHUX JIMI, a TakKke

TPAHCIIOPTHBIX, TCXHUYCCKUX U MHBIX MAaTCPHAJIBHBIX CPEACTB.

Hapymurenanb 0e30MacHOCTH NMePCOHAJBHBIX JAHHBIX — (U3WYECKOE JIMIIO, CIyYalHO WU
MpeHaMEpPeHHO COBepLIalollee JCHCTBUSA, CIEICTBUEM KOTODPBIX SIBISIETCS HapylIeHHE

6e3onacHocTu uHpopmaruu B ACY TII.

IIporpamMHasi 3akiagka — KOJ MpOTpaMMbl, IPEIHAMEPEHHO BHECEHHBIH B IpOTrpamMmy C
LENbI0 OCYIIECTBUTh YTE€UKY, H3MEHUTh, OJOKHpPOBaTh, YHHUYTOXHUTh HH(POpPMALMIO WU
YHUUYTOXKUTh M MOAU(UIHMPOBATH MporpaMMHOE oOecrieueHue HH(POPMALMOHHOW CHCTEMBbI

MepPCOHANBHBIX JaHHBIX U (WJIKM) OJTOKUPOBATH alMapaTHbIE CPEICTBA.

IIporpamMHoe (mporpaMMHO-MaTeMaTH4YecKoe) BO3/IeiicTBHe — HECAaHKIIMOHHUPOBAHHOE
BO3JICHCTBUE HAa Pecypchl aBTOMATU3MPOBAHHON MH(YOPMAIIMOHHOM CHCTEMBI, OCYIIECTBIISIEMOE

C UCIIOJIb30BAHHUEM BPCAOHOCHLBIX ITPOTPpaAMM.

CpeI[CTBa BBIYHCJIUTEJIbHOH TEXHHKH — COBOKYIIHOCTb MPOTPAMMHBIX H TCEXHHUUYCCKUX
9JICMCHTOB CHUCTCM 06pa6OTKI/I JaHHBIX, CITOCOOHBIX (I)YHKI_[I/IOHI/IPOBaTB CaMOCTOATCIIbHO HUJIK B

COCTaBC APYTUX CUCTEM.

Cy0bexT gocryna (cy0beKT) — JIMLO WIM IPOLECC, IEHCTBUS KOTOPOTO PErIaMEeHTUPYIOTCS

IpaBHJIaMU PA3rpaHUYCHUA OOCTYyIIA.



1. O6umue nmos10:xkeHUA

Hacrosimas Mojiens onpenenser akTyallbHbIe Yrpo3bl 0e301macHOCTH HHpopMaImu mpu eé
oopabotke B ACY TII KHC «bponnas» (mamee ACY TII) u A0/DKHA HCIOJIB30BAThCS TPU
3aJaHuu TPeOOBaHMI K cucTeMe 3amuThl HHpopmaruu ykazanaod ACY TII.

Homep norosopa: 01/23-bponnas-Ilp

HaumenoBanue npeanpusATuii 3akazuuka u padpadorku ACY TII u nx peKBU3HTHI:

3akazuuk: OOO «Crpoutenbhble peuieHus. Crennaan3upoBaHHbIN 3aCTPONIINK»

Pa3zpabGorumk: OO111eCTBO C OrpaHUUEHHON OTBETCTBEHHOCTHIO ITPOU3BOJICTBEHHOE
oobenuuenue «OPUOH-AKBA». Anpec 630005, r. HoBocubupck, yi. ITucapesa . 53.

st pazpadotku mozenu yrpo3 ACY TII ucnosib30BaiucCh CleayrONINe HOPMAaTUBHbBIE U
METO/IUYECKUE TOKYMEHTbI, CTAHApPTHI:

[Ipuka3z ot 14 mapra 2014 r. N 31. OO0 yrBepxkaeHuu TpeOOBaHUN K OOECTIEUEHHUIO
3anIUThl HH(GOPMAIMK B aBTOMAaTH3UPOBAHHBIX CHCTEMaX YIPABJICHUS MPOHU3BOJCTBEHHBIMH H
TEXHOJIOTUYECKUMH MPOIIECCAMU Ha KPUTHUYECKH Ba)KHBIX OOBEKTAX, MOTEHIMAIbHO OINAaCHBIX
o0BbeKTax, a TaKkKe OObEeKTaX, MPEACTABJISIONINX IOBBIIICHHYIO OMACHOCTh Ul JKU3HH H
3J0pOBBS JTIOJICH U JIJIS1 OKPY>KAIOIIEH TPUPOTHON CPEIbI.

. bank nannasix yrpo3z ®CTIK.

. Meropauka orneHkH yrpo3 6e3omacHoctu nHpopmaruu, 2021

Mogenb yrpo3 ¢opmupyercss u yrBepxkaaercs BiuanenbiieM ACY TII u MoxeT ObITh
MepeCMOTpPEHA:

® [0 PEUICHHWIO BiaJielblla Ha OCHOBE MEPHOJMYECKH MPOBOAMMBIX UM aHalIM3a U
OIIEHKH yrpo3 Oe30macHOCTH WHMOpPMAIMU C Y4eTOM OCOOCHHOCTeW W (MJIM) HW3MEHEHUH
koHkpetHoit ACY TII;

® [0 pe3ylbTaTaM MEpPONpPUATUN, HAMPABICHHBIX HA OCYIIECTBICHHE KOHTPOJISI
BBITIOJTHEHUST TPeOOBaHUI K oOecreueHnio 0e30macHOCTH MH(opMaIuu nmpu ux oOpaboTke B
ACY TIL

[TpuHnMIBI HOPMUPOBAHUSA MOJIETH YTPO3:

e Oe3omacHocTh 3auumaemMoit nagopmaryu B ACY TII obecnieunBaercs ¢ MOMOIIBIO
COWUB u Mmepamu POMBIIIIJIEHHOH 6€3011acHOCTH;

e zammmaemas uHpopmanus oOpaOatbiBaeTcss U xpanurcs B ACY TII ¢
HCIOJIb30BAHUEM OIPENIENEHHBIX HH(POPMALMOHHBIX TEXHOJOTHMH M TEXHMUYECKHX CPEJICTB,
MOPOXKAAIOUINX OOBEKTHI 3alUTHI PA3IUYHOTO YPOBHS, aTaKU Ha KOTOPHIE CO3JAIOT MpsAMBIE U

KOCBCHHBIC YTI'PO3bI 3alIuiaeMoi I/IH(I)OpMaLII/II/I;



B wmomenu yrpo3 mpencraBieHo onucanue ACY TII u e€ crTpykTypHO —
(YHKIMOHATBHBIX XapaKTEPUCTHK, COCTaBa M pexuMa oOpabOTKH 3amuinaeMon nHpopMaIuu,
omnpenenenue knacca samuméaHocTH ACY TII, onucanue yrpo3 6ezonacHocTd HHPOpMAITUH.

Omnwucanue yrpo3 0e30macHOCTH HHOOPMAIMK BKITIOYALT:

. OIMCAHNE BO3MOKHOCTEW HApYIIUTEIIS;

. onMcaHue BO3MOXHbIX ya3Bumocteit ACY TII;

. OIICHKY BEPOSITHOCTH (BO3MOKHOCTH) peaIM3alluu YIpos3;
J OIICHKY CTENeHH U BHUJA yIepda OT peaau3aluu yrpos;

. ornpeneneHue akTyanbHocT Y BU.

2. Onucanme ACY TII

Jlia obecriedeHHsT ONTHUMaIbHOM pabOThl, BBICOKOM YCTOMYMBOCTH K OTKazaM U
0€30MacHON »HSKCIUTyaTalldd YCTaHOBOK Oe3omacHOCTH s oObekra: «MHOroKBapTUpHbBIE
MHOTOATaXKHBIe Joma Ne 1, 2 (mo I'Tl) ¢ oObekramu 0OCIHY)KMBaHUS KWUION 3acCTpPONKU BO
BCTPOEHHBIX OMelIeHusX 1o yi. bponnas B Kuposckowm paitone r. HoBocubupckay.

KananuzanmonHass  HacocHass — CTaHIMS — NpeAHAa3HauYeHa JuId  MepeKauyrMBaHUs
KaHAJIM3aLMOHHBIX CTOKOB.

ABTOMAaTH3UpOBaHHAsl  CHCTEMA  YIPaBICHUS  TEXHOJOTMYECKHM  MPOLECCOM
KaHAJIM3aMOHHOM HACOCHOW CTaHUMM MpEIHa3HAuY€Ha Uil OIEpaTUBHOIO MOHUTOPHHIA
IapaMeTpoB TEXHOJOTMYECKOIO IMpoIecca, aBTOMATU3UPOBAHHOTO KOHTPOJIA W YIPABICHMS
TEXHOJIOTUYECKUM  MPOLECCOM U  CONYTCTBYIOIIMMM  JIOKAJIbHBIMM  aBTOMAaTU4ECKHUMH
noacuctemamu ACY TII.

HevictByromas B Hactosiuid  MoMeHT mnoxacuctema ACY TII KHC MVII r.
HoBocubupcka "['OPBOIAOKAHAJI" Bximtouaer B cebs Oosiee S50-TH KaHaIW3aIlMOHHBIX
Hacocubix crannuit (KHC). PazpabateiBaemass KHC ocymiectBiser B3auMOACHCTBHE C
CYLIECTBYIOIIEW KOPHOPAaTUBHOM CHCTEMOM JHUCIIETYEPCKOIO KOHTPOJIS U YHPABICHUS
MOCPEACTBOM BblJeNeHHBIX KaHalioB cBsi3u. Ha KHC peanusyercs mnokanpHas cuCTEMY
aBTOMaTU4yeckoro ymnpasieHust no tpedosanusm MVYII r. Hosocubupcka "I'OPBOJJOKAHAJT"
u Ha 06aze mpuHsaroro neiictByromei cucremoit ACY TII KHC ammapaTtHO-mporpaMmMHOTO
o0ecreyeHusl.

PazpabatsiBaemass ACY TII siBisieTcs ClI0KHOW TpeXypOBHEBOI CHUCTEMOM, cocTosIuei
u3:

1. HmxHero ypoBHs1, BKIIFOUAIOIIETO JATYUKH U UCTIOJHUTEIbHbBIE MEXaHU3MBI.

2. CpenHero ypoBHsI, COCTOAILIETO W3 NPOrPaMMHUPYEMBIX JIOTMYECKMX KOHTPOJUIEPOB.
OO6paboTka wHGOPMAIMM HAa 3TOM YPOBHE MPOHMCXOIUT IO EIUHOMY QITOPUTMY: MPHEM

CBCHCHHﬁ, UX aHaJIn3 U 06pa60T1<a, M BblJJa4a KOMaHJ Ha HIKHUN YPOBCHbB.
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3. Bepxnero ypoBHs, MOCTPOEHHOTO Ha 0a3e cepBepHOro obopynoBanus u APMos
OIIepaTopoB, 0OECIECUNBAIOUINX COOP U XpaHEHUE JAHHBIX, a TAKKE apXUBALMIO WH(OPMAIIHH,
IIOJIyYUEHHON OT KOHTPOJUIEPOB, M IPEACTABIEHUE €€ B BUJIE BHU3YAIbHBIX CpeACTB. Takum
o0pa3omM, OmepaTop CHCTEMBbI MOKET 03HAKOMHTHCS C MapaMeTpaMH IpoLecca, MPOTEKAIOIIEro
Ha 00BEKTE.

KOMIIOHEHTBl HW)KHETrO0 M CpPEIHEro YpOBHEH CBs3aHbl MEXIYy CcOOOl MpPOBOJHBIMU
JUHUSMU CBSI3M B €UHYIO PacHpElCICHHYI0 CHUCTEMY YIpPaBIIEHUS, paOOTaIOLIyI0 B PEXHUME
peasibHOTO BpemMeHH. BzaumonelictBue BepxHero u cpensero ypoHst ACY TII nmonumaercs kak
B3aUMO/ICHCTBUE CTOPOHHUX CHUCTEM.

Kanan cBs3u sBiseTcs BBIJEIEHHBIMU, OTCYTCTBYET MOJKIIOYEHHE K ceTu VHTepHer.
Takum 00Opa3oM, MOKHO IUCTAaHIIMOHHO U OIEPaTUBHO KOHTPOJMPOBAaTh paboTy OOBbEKTa U
n30eratb aBapuUHHBIX CHUTyaluii, oOecrneunBas HaWOOJBUIYI0 IPOU3BOJUTENBHOCTh U
0€3011aCHOCTb.

IMepconan ACY TII

[Tepconan, sxcrmyatupyromuii ACY TII pazouBaercs Ha cneayomue GyHKIIMOHATBHBIE

pouu:
. Hauvanbauk cmensr ACY TII
. Cucremnsiii agmunuctparop ACY TILL
. Cotpynnuk, oocmyxuBarorue nomenienus ACY TII

ITepconan ACY TII umeeT TOIBKO JIOKQJIbHBIA JOCTYN K CpEICTBaM YIPABICHUS U
Monutopuara ACY TII B pamkax ux JOJKHOCTHBIX 00S3aHHOCTEH.

B coorBercTBMM ¢ JOKHOCTHBIMU OOSI3aHHOCTAMHU  JIUCHETYEp B  Ipoliecce
akcruryataruu ACY TII BeimonHseT cienyroniue GyHKIIN:

*  MOHMTOPHHI IOKa3aTeJIel U TEKYLIUX NapaMEeTPOB TEXHOJOTHYECKOTO MPOLEcca;

* peardpoBaHHE Ha CHTHAIM3AIUIO, YBEIOMJICHHE OOCIY)KMBAIOIIETO MEpcoHalla O
HELITAaTHBIX CUTYALMSIX B PAMKAX UX JOJKHOCTHBIX MHCTPYKLIHUM.

Cucremnslii agmuHuctpatop B mnpouecce skcmuryatauun ACY  TII  BeimosHser
cienyoomue QyHKIUH:

*  KOH(pUTrypupoBaHUE, HACTPOIKa, TEXHHUECKOE 00CTyXuBaHWe KOHTpoiepoB ACY
TII;

* pearupoBaHME Ha  YBEIOMJIEHUS  ONEPATOPOB O HEIUTATHBIX CHUTyalUsiX U
YCTpaHEHHE NMPUYUH HEMITATHOW CUTYaIlNH.

Wmxenep mo ACY TII BemonHseT TexHudyeckoe oOcmyxuBanue mxapo ACY TII,

AAaTYUKOB USMCEPUTCIIBHBIX CUCTEM U UCIIOJITHUTCIIBHBIX 2JICMCHTOB U YCTpOﬁCTB ACY TII.



IIpunsiTeie Mepsbl 0 00ecnieyeHnI0 HH(popmannonHoi desonacHoctu ACY TII

Texnuueckne W MNPOrpaMMHBIE CPEACTBA, (YHKUIMOHANT KOTOPHIX HAaIpaBlieH Ha
obecneuenne nHpopmannonnoi d6e3onacaoctu ACY TII

Jns uaeHTUGUKAIMA W ayTCeHTU(UKAIMH TI0JIb30BaTeNIeil CHCTEMBI HCIIOJIB3YIOTCS
IITaTHBIE MEXAHWU3Mbl ONEPALMOHHBIX CHUCTEM, HAa KaXJOM YCTPOMCTBE CYILECTBYET OJIHA
ydeTHasi 3alluch C MpaBaMU aJAMMHUCTpATOpa, s HacTpoiiku APM u ans ocymiecTBiaeHUsS

pabOThI CHCTEMBL.
Obecneuenue pusnueckoii 6esonacuocTu ACY TII

3nanHus, B TpaHMIAX KOTOPBIX pazMmeniatorcs Texuuueckue cpeacrsa ACY TII, sBasercs
KOHTPOJINPYEMOU 30HOM.

CropoHHME OpraHu3allid Ha TEPPUTOPUM O0O0beKTa He pasmematorca. JocTyn B
IIOMENIEHUs, B KOTOPBIX Haxomarcs TexHuuyeckue cpenctsa ACY TII, mMerT COTpyAHMKH,
00CTyKMBAIOLINE CTAaHIUIO, U COTPYAHUKH CTOPOHHMX OpraHu3aluei, B COMPOBOXKJACHUU
COTPYIHHUKOB, OOCITY’KHBAIOIIHUX CTAHIIHUIO.

HexkonTponupyemslii foctyn k TexaudeckuM cpencrsam ACY TII 3aTpynHeH, B CBs3H ¢
HaJIMYMEeM OXPAaHHOM CUTHaJIM3allMH U 3almupaeMbIX Ha 3aMok jasepelt. lllkadpl aBTOMaTu3anuu
MMEIOT 3anuparouiiecs 3aMku. [IpoekTHas u sKcIuTyaTallMOHHAs JOKYMEHTalWs Ha OyMa)KHBIX
HOCHTEJISIX XPaHUTCS B 3alUPAEMbIX MIKa(ax U sIIUKaXx.

JUis  MCKIIOYeHUS HECAHKIIMOHMPOBAHHOTO JOCTyNa Ha OOBEKT, MperycMOTpeHa
OXpaHHAasl CUTHAJIU3aLHsL.

3anpoeKTUPOBAHHAS OXPAaHHASI CUTHAJIM3ALMS PEeHA3HAYEHA JUIS:

- KpyrinocyrouHoro  aBToMaruyeckoro OOHApy)XKeHHs IPOHUKHOBEHHUS  Ha
TEPPUTOPHUIO 0OBEKTA;

- Curnanuzanyu O MPOHUKHOBEHUU Ha Tepputopuro odbekta Ha JII HDC3 ¢
KPYIJIOCYTOYHBIM ITPeObIBaHUEM JIS)KYPHOTO TIEpCOHAIA.

Omnpenenenue ypoBHs 3auuuiéHnHoctu ACY TII

Tabmumna 1
Kareropus IHoka3areanb YpoBeHb IPOEKTHOM
3aIMIIEHHOCTH
ITo crpykrype ACY TII JloxanbHasg ACY TII Cpennnii
ITo apxurextype ACY TII Hcnons3oBanue pasHbIX Cpennnii
OTIEPALMOHHBIX CUCTEM
Hcnonb30BaHne BbIAETIEHHBIX Cpennnii
KaHaJOB CBSI3U
[To Hanuuuio (OTCYTCTBHIO) B3anmonenictByromas ¢ Huskas
B3aUMOCBSI3€H C UHBIMU CHUCTEMAMH
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MH(POPMAITMOHHBIMH
cHUCTeMaMH

[To Hanuuuio (OTCYTCTBUIO)
B3aUMOCBSI3eH
(MOaKITIOUYEHUI) K CETSIM
CBSI3U

Ionxknrouénnas

Huzkas

1o pazmemenuro
TCXHUYCCKUX CPCACTB

Pacnionoxennslie B mpeaenax
OJHOW KOHTPOJMPYEMOH 30HBI

Bricokas

[To pexxumam 06pabOTKH
nHbOpMaIH

MHuorormnonabp30BaTenbCKUit

Huzkuint

[To pexxnmam pasrpaHuyYeHUs
paB J0CTyNa

C pasrpanndyeHuemM

Cpennuit

[To pexxumam pasaeseHus
(YHKIMI 0 yIIpaBIeHUIO
MH(OPMaLIMOHHON CUCTEMOH

be3 paznenenus

Huskuit

ITo moaxonmam K
cermentupoBannio ACY TII

He cermentupoBana

Huzkui

Ucxons u3 npuBenéHHsix B Tabnuie 1 moxazartenei, mpoekTHas 3amuuieHHOCTs ACY

TII mpuHUMaeTcs, KaK HU3Kasl.

3. Bo3Mo:kHbIe HETaTHBHBIE MOCJIEICTBHUSI OT peajn3anuu (BOZBHUKHOBEHHUsI) Yrpo3

0e3onacHocTH HH(pOpManKu

Onpenenenve Buaa ymepOa U TUIOBbIE HETATUBHBIE MOCIEACTBUS OT pean3aliy yrpo3

0e30macHOCTH HHGOPMAITHH:

Tab6muma 2. Buasr pruckos (ymepOa) ¥ TUIIOBBIC HETaTUBHBIC TIOCIIEACTBHUS

Ne Buabi pucka (ymepo6a) Bo3moxkHbIE THIIOBBIE HETATUBHbIE
NOCJIe/ICTBUS
1 | Pucku IOPUIHYECKOMY nuny, | Hapymenue 3akoHomatensctBa Poccuiickoii

CBA3aHHBIC C

ACATCIBbHOCTBIO

WHAUBUAYAJIbHOMY HNPCAIPUHHUMATEILO,

XO3SIHMCTBEHHOU

denepanuu.
HeobOxonumocts JIOTIOJTHUTENBHBIX
(He3arIaHMPOBAHHBIX) 3aTpaT Ha  BBHITLJIATHI

mtpadoB (HEYCTOCK) UIIM KOMITCHCAITHIA.

HCO6X0)II/IMOCTL JOITIOJTHUTCIBHBIX

(He3aHHaHI/IpOBaHHLIX) 3aTrparT Ha

3aKyIIKY
TOBapoB, pPabOT WM ycayr (B TOM 4YHCIE
obecreueHus,

3aKYIIKa IMporpaMMHOTIO

TCXHUYCCKUX CPEACTB, BbIICAIINX W3 CTPOA,

3aME€Ha, HacTpoWKa, PEMOHT  YKa3aHHBIX
CPEJNCTB).
Hapymienne LITATHOTO pexuma
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Ne Buasbl pucka (ymep6a)

Bo3MoO:KHBI€ THIIOBBIE HETaTUBHbIE

moCJCACTBUSA

(GYHKIMOHUPOBAHUS aBTOMAaTU3UPOBAHHOMN
CUCTEMBI YIPABIEHUS U YIPABIAEMOI0 00bEKTa

W/WJTH TIpoIiecca.

CpniB 3aIUIAaHUPOBAHHOM CHCIIKU c
HapTHEPOM.

Heobxoanmocts JIOTIOJTHUTEIbHBIX
(He3aruIaHUPOBAaHHBIX) 3arpar Ha

BOCCTAHOBJICHHE JEATEIHHOCTH.
[ToTepst KOHKYPEHTHOTO MPEUMYIIECTRA.
Hapymienne nenoBoii pernyranum.

CHUXEHHE TPECTHXKA.

Juckpemurarus paOOTHUKOB.

VYr1para nosepus.

[TprunHeHue UMYIIECTBEHHOTO yiiepoa.

HecnocoOHOCTh  BBIMOJHEHHSI  IOTOBOPHBIX
0053aTeNbCTB.

HeBo3MoxHOCTH peleHus 3aad (peaausaunu
byHKIIMKA) Wi CHIKEHHE A(PEKTUBHOCTH
penieHus 3anad (peanuzanuy QyHKII).

HeoOxomumocTh u3MeHeHHs (TepecTpoeHUs)
BHYTPEHHHUX MPOLEAYP A JOCTHKEHUS LieJei,
pelieHus 3a1a4 (peanu3anuu GyHKIINA).

[TpunsiTHE HEMTPABUIILHBIX PELICHUIA.

4. Bo3amoxkHbIe 00bEeKThI BO3/IeiiCTBUS YIPo3 0e30nacHocTH HHpopMauun

Tabnuma 3. Bo3MoxHbIe 00bEKTHI BO3ACHCTBUS YTPO3

HerarnBHble mocjaeCTBHUSA

O0BeKTHI
BO3eHCTBUA

Buanbl Bo3aecTBUs

Hekoppekrtnas pabota ACY I[1O ACY TII

TI (Y1)

Hapymenue pa6otsr [10

Buenpenne Bpenonocsoro I10

VYTeuka nieHTHPUKALMOHHOHN U
ayTeHTU(UKATMOHHON HHpOpMaUu

HecankunonupoBaHHOE U3MEHEHNE
UICHTU(PHUKAIIMOHHOHN U
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HeratuBHble mocjaeacTBHUSA

O0BeKTHI

Buanl Bo3aelicTBus

(Y2)

BO3/1eICTBHA
ayTeHTU(HUKATMOHHON NH(pOpMAaLIUN
AnmapatHble HecankunoHnpoBaHHOE U3MEHEHHE
cpeactBa ACY TII IIPOrpaMMHOM U armnapaTHOi
KOH(UTypanuu
[Morepst naHHBIX, AnmapatHble [lepe3arpy3ka u/uiny BEIBEACHUE U3
oOpabarsiBaembix ACY TII cpeacrtea ACY TII CTpOSI CPEJICTB BBIYMCIUTEIHHOM

TEXHUKHU

Kanaus! nepenaun

BriBenieHne u3 cTpos KaHajJoB

JTAHHBIX nepesavyn JaHHbIX
OctanoBka pabotel ACY TII | AnnapatHbie [Tepe3arpy3ka u/miiy BbIBEACHUE U3
(V3) cpenctea ACY TII CTPOSI CPEJICTB BHIYUCITUTEILHON

TEXHUKU

5. UcTouHuku yrpo3 6e3onacHocTu uHGpopManuu

Ornpenenenne cocTaBa U HCTOYHUKOB yrpo3, akTyanbHbIX it ACY TII:

Tab6nuia 4. CocTaB ¥ ICTOYHHUKH yIPO3

Buna Hapymmureas

Karteropust
HAPYLIUTeJs

Bo3Mo:xHbIe Heau (MOTHUBAIUS)
peaju3anuu yrpo3 6e30nacHoOCTH
uHopmanumn

OtnenpHeIe
nuna (Xakepbl)

buznveckue

Buemrnni

I/II[COJ'IOFI/I‘IeCKI/Ie NI TIOJIUTHYCCKHUE

MOTHUBEI.

[IpyunHeHue HUMYIIECTBEHHOTO YyIiiepOa

IIyTEM MOIIICHHUYECTBA U HWHBIM

MPECTYIHBIM MyTEM.

[Tonyuenue ¢uUHAHCOBOW WM  HHOU

MaTepI/IaHBHOﬁ BBII'OBbI.

JIr060MIBITCTBO nin KCJIIaHHUC

camopeanu3aiuu (oATBEPKICHUE CTaTyca).

BoisiBrieHHe yA3BUMOCTEH C LENBIO HX
JAJbHEUIIEN  MPOJIaXu MOJIYYEHUS
(buHAHCOBOM BBHITObI

u

JIuna,
" ceTen

omeparopa
(amMuHHCTpaLUS,

o0ecreunBaroIe
(GYHKIIMOHUPOBAHUE CHCTEM

00eceunBamIIMe CUCTEMBI

OXpaHa,

Bnayrpennuit

nim

[IpyyrHeHne WMYIECTBEHHOTO YyIiepoa
nyreM oOmaHa 37I0yTIOTpEOICHUS
JIOBEPUEM.

nimn

[Tonydenue (QuHAHCOBOM WJIM  HMHOM
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BHIA

Bua Hapymmrens

Kareropus
HApYLUHTE/Is

Bo3Mo:kHbIe e (MOTUBALMS)
peau3alnuu yrpos 6e30nacHoOCTH
uHpopManuu

yOOPIINKHY U T.1.)

MaTepHalbHOU BBINOJIBI.

HenpennamepenHsle, HEOCTOPOKHBIE WU
HEKBaMU(UIIMPOBAHHEIE ICHCTBHS

ABTOpHU30BaHHbBIC
MOJIB30BATEIN  CUCTEM H

cereit

Bnuyrpennuit

[IpyurHeHne MMyIECTBEHHOTO YyiepOa
yTeM
[IPECTYIIHBIM ITyTEM.

MOIIICHHHUYECTBA NI HWHBIM

[Tonyyenue ¢QuHaHcOBOM WM  WHOU

MaTepHalIbHOU BBITOJIBI.

JI¥00OTIBLITCTBO 15005 JKETaHue

camopeanu3aiuu (oATBEPKJIEHUE CTaTyca).
MecTb 3a paHee COBEpIIEHHBIE JEHCTBHUS.

Hemnpennamepennsie, HEOCTOPOKHBIC HIIH
HEKBATH(UIIUPOBAHHBIC TEHCTBUS

briBmme pabOTHHUKHU

(Tmosp30BaTENN)

Buemrnni

[IpyunHeHne HUMYIIECTBEHHOTO YyIiiepoa
nyTeM
MPECTYIHBIM ITyTEM.

MOIICHHUYECCTBA U HWHBIM

[Tonyyenne (¢uHAHCOBOM WHOU

MaTepI/IaHBHOﬁ BBIT'OJBbI.

U1

MecTb 3a paHee COBEpIICHHBIE JEHCTBUS

Hnua, IIPUBJICKACMBIC  JIJIA
YCTaHOBKH, HaJIaaKH,
MOHTAaXxa,

IMYCKOHAJIAAOYHBIX W HHBIX

BHJIOB padoT

Buyrpennuii

[IpyunHeHue UMYIIECTBEHHOTO YyIiiepOa

nyreM oOMaHa WIH  3J0yNnoTpeOiaeHus
JIOBEPUEM.
[Tonyuenne ¢uUHAHCOBOW WM  HHOU

MaTepI/IaHBHOﬁ BBIT'OBI.

HenpennamepeHHble, HEOCTOPOKHBIE HIIU
HEeKBanU(UIMpOBaHHbIE JIeHCTBUA

Onenka 1eneil peanu3aluy HapyWIUTEIsIMH yrpo3 0Oe3omacHOCTH HH(pOpMAalMU B

3aBHCHMOCTH OT BO3MOXKHBIX HETaTHBHBIX MOCJIECACTBUM U BHUJIOB ymep6a OT UX pealn3aluun:

13




Tab6muna 5

st city»keOHOTr0 MOJIb30BAHMS

9OK3. Ne 2

Buabl HapymmTesei

Bo3mo:xHbI€e 1€ peajimzanuu yrpo3 0e30ImacHOCTH I/IH(i)OpMaIII/II/I

Hanecenue ymep0a

HOPpUIUICCKOMY JUlY,

Hanecenue ymep6a rocyaapcrBy B 00J1aCTH

CooTBeTCTBHE
neJjei BUIaM
pucka (yuiep6a) u

MBIV AL HOM obecrneueHnsi 000POHBI CTPAHBI, 0€30NACHOCTH BO3MOKHBIM
AMBHILY y HEraTUBHBIM
rocyapcTBa H MPaBoOMOPSIAKA, a TAKKE B
npeInpuHIMATETIO _ . . S ———
CONUATBHOM, JKOHOMHYECKOI, MOJTUTHYECKOH,
IKO0JIOTMYeCKO chepax AesiTeJJbHOCTH

OtnenbHbIe pU3MUecKue JuIa (XaKepsl) + + VI1,¥2,V3
Jlnna, obecneynBaroye + + V2,V3
(GYHKIIMOHUPOBAHHUE CUCTEM U CeTel WU
ofecneuynBaroIIe CUCTEMBI OllepaTopa
(aaMuHUCTpAIMS, OXpaHa, YOOPIIUKH U
T.JI.)
ABTOPHU30BaHHBIE TOJIL30BATEIN CHUCTEM + + Vi1,V2, V3
U ceTent
briBIME paboTHUKHY (TIOJIH30BATEIN) + + VI1,¥2,V3
Jluma, mpuBIEKaeMble ISl YCTaHOBKH, + + v2,V3

HaTaJIKd, MOHTaXa, MyCKOHAIAJOUYHBIX U
WHBIX BUJOB paboT




Tabnuma 6. YpoBHU BO3MOXKHOCTEH HAPYIIUTENICH 10 peaTn3aliy yrpo3 6€30MacHOCTH

Ne YpoBennb Bo3mokHOCTH HapylIHTe/Iel M0 peaJu3aluu yrpo3 6e30macHoCTH Buabl HapymmTenei
BO3MOKHOCTel uHopMmanuu
HApyLUHTe el
H1 | Hapymurens, Nmeer BO3MOXHOCTH TIpH  peaiu3alud  yrpo3  0e30macHOCTH dusnyueckoe JUIo (XaKep)
obnaarouyi nH(pOpPMallUM UCHOJB30BaTh TOJBKO W3BECTHBIE YA3BUMOCTH, CKPUOTHI U
0a30BBIMU u
MHCTpYMEHTHI. VIMeeT BO3MOKHOCTh UCIIOJIB30BaTh CPEJICTBA PEATU3ALUU YTPO3
BO3MOHOCTSIMU pyM pel p HHH YD

WHCTPYMEHTBI), CBOOOJHO pacmpocTpaHsieMble B cetu «lHTepuer» wu
pa3zpaboTaHHbIE APYTUMU JIMLAMU, UMEET MUHUMAJIbHbIE 3HAHUS MEXaHHU3MOB
uX  (QYHKUMOHUPOBAHUS, JOCTaBKM U  BBIIOJHEHHUS  BPEIOHOCHOTO
IIPOrpaMMHOTO 00ecTIeueH s, IKCIUIONTOB.

OOnanmaer 0a30BBIMH KOMIIBIOTEPHBIMM 3HAHUSAMH M HaBbIKAMHM Ha
YPOBHE I0JIb30BATES.

HMmeer BO3MOXHOCTH pealM3allUd Yrpo3 3a cyeT (PU3HYECKUX
BO3/ICHCTBUI Ha TEXHUYECKUE CpeAcTBa 00pabOTKM M XpaHEHHs MH(OpMaIuH,
JUHUHA CBSI3M M 00ECHEeYMBAIOLIME CHUCTEMbl CHCTEM M CeTed IpU HaIWYUU
(U3NYECKOT0 JI0CTYIA K HUM.

Takum oOpa3oM, HapymuTesn ¢ 0a30BBIMH BO3MOKHOCTSMH HMMEIOT
BO3MO’KHOCTh PEaIM30BbIBaTh TOJBKO H3BECTHBIC YIPO3bl, HAIpaBJIEHHbIE Ha
U3BECTHBIE HCIIOJIb30BAaHUEM

(IOKyMEHTHPOBaHHbBIE)  YSI3BHUMOCTH, C

00I1eT0CTYITHBIX HHCTPYMEHTOB

Jluna, obecneunBaromnye moCTaBKy
IIPOIPAMMHBIX, IPOrPaMMHO-
armapaTHBIX CPEJICTB, 00ECIIEUNBAIOIINX
CHCTEM

JInna, obeceunBaromnye
(GYHKIIMOHUPOBAHKUE CUCTEM M CETCH HITH
00eCIIeunBaIOIMX CHCTEM
(amIMUHUCTpALKS, OXPaHa, YOOPIIHKH U
T.J.)

ABTOPHU30BaHHBIE MTOJIB30BATEIN CUCTEM
U ceTen

briBIMe paboTHUKY (TI0JIH30BATEIN)
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Ne YpoBennb Bo3mokHOCTH HapylIHTe el 10 peaau3aluu yrpo3 6e30macHoCTH Buabl HapymmTenei
BO3MOKHOCTel uHopMmanuu
HApyLUHTe el

H2 | Hapymurens, O6mamaer BceMHU BO3MOXKHOCTSIMU  Hapymurtened ¢ 06a3oBbiMu | [IpectymHbie rpymmsl (ABa uia u 0osiee,
obnanaromui BO3MOSKHOCTSIMIL JEHCTBYIOIME TI0 €AUHOMY IIJIaHYy)
0a30BbIMU

HNMeer BO3MOXKHOCTH HCIOJIB30BaTh CPEACTBA peaU3alliyd  yrpo3

MOBBIIEHHBIMU
BO3MOKHOCTIMHM | (HHCTPYMEHTBI), CBOOOJHO pacmpocTpansembie B cetu «UHTepHeT» U

pa3paboTaHHbIE IPYTHMH JIULIAMH, OJTHAKO XOPOIIO BJIaJIeeT ITUMH CPEICTBAMU
U UHCTPYMEHTAMHM, IOHUMAET, KaKk OHU pabOTaOT U MOYKET BHOCUTb U3MEHEHHUSI
B UX (YHKIIMOHUPOBaHUE JJIs1 OBBIIEHUS () (HEKTUBHOCTU peaIn3aluu yrpos.

OcHamen u Biageer (pedMBOpkamMM ©  HabOpamMH  CPEICTB,
MHCTPYMEHTOB JUIsl peajJi3aluu Yrpo3 Oe30IacHOCTH HHGOpMalUu U
UCIOJIb30BAHUS YA3BUMOCTEM.

VimMeer HaBBIKM CaMOCTOSITEIBHOIO IUIAHUPOBAHUSA U peau3aluu
CLIEHapHeB yrpo3 0e30MacHOCTH HH(POPMALIHH.

OOnanaer MpakTUYECKUMHU 3HAHUSAMM O (DYHKIMOHHPOBAHUU CHUCTEM U
ceTel, OnepalMOHHbIX CUCTEM, a TAK)KE€ UMEET 3HaHMS 3aILUTHBIX MEXaHU3MOB,
IPUMEHSEMBIX B IPOrPaMMHOM OO€CHEeYeHHH, HIPOTrpaMMHO-aNMNapaTHbIX
CpeCTBax.

Takum  oOpa3zom, HapymuTead ¢  0a30BBIMU  MOBBIIIEHHBIMHU

BO3MOKHOCTAMH HMCHOT BO3MOXHOCTH PCAJIM30BBIBATHL YI'PO3bl, B TOM YHCIIC

KoHkypupyromue opranu3anuu

[TocTaBUIMKY BEIYACTUTENBHBIX YCIYT,
YCIIYT CBS3U

Jlunia, mpuBeKaeMble il YCTAaHOBKH,
HAaCTPOWKH, UCIIBITAHUH,
MYCKOHAIQI0YHBIX U UHBIX BHJIOB paboT

CucremMHbIE AJIMUHUCTPATOPLI U
AJIMUHHUCTPATOPbI 0e301IacCHOCTH
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Ne YpoBennb Bo3mokHOCTH HapylIHTe el 10 peaau3aluu yrpo3 6e30macHoCTH Buabl HapymmTenei
BO3MOKHOCTel uHopMmanuu
HApyLUHTe el
HaIlpaBJICHHbIE HAa HEWU3BECTHbIE (HEIOKYMEHTHPOBAHHbBIE) YSI3BHUMOCTH, C
HCIOJIb30BAHUEM CHEIHATBHO CO3JIaHHBIX JJISl 3TOr0 MHCTPYMEHTOB, CBOOOIHO
pacnpoctpanseMbix B ceTn «MHTepHeT». He nMeroT BO3MOKHOCTEN pean3aiuu
yTpo3 Ha PU3NYECKH M30JUPOBAHHBIE CETMEHTHI CUCTEM U CEeTel
H3 | Hapymwurens, O6nagaer BceMH BO3MOXKHOCTSIMH  HapymuTened ¢  0a30BBIMHU TeppopucTuueckue, IKCTPEMUCTCKHE
o6nanarouyit MOBBIIIEHHBIMUA BO3MOKHOCTSIMH. TPYHINPOBKN
CpEeIHUMU
Nmeer BO3MOXHOCTH mpHOOpeTaTh HHGOpMaLUI0 00 YSI3BUMOCTSX,
BO3MOYHOCTSIMU

pasMemaeMyl0 Ha CIICHMAIM3HPOBAHHBIX IUIATHBIX pecypcax (Omprkax
YSI3BUMOCTEH).

HNmeer  BO3MOXHOCTH  MPHOOpETaTh  JOPOTOCTOSAIIME  CPEACTBa
UUHCTPYMEHTHI Ut peanu3aim yIpos, pa3meniaemble Ha
CTCIMATM3UPOBAHHBIX IJIATHBIX pecypcax (OHpikax ysI3BUMOCTEH ).

HNmeer BO3MOXHOCTH CaMOCTOSATENBHO  pa3pabaThiBaTh  CPE/ICTBA
(MHCTpYMEHTBI), HEOOXOAUMBIE Ui peaju3aluu yrpo3 (aTak), peaan30BbIBATh
YIPO3bI C UCTIOJIb30BAHHEM JJAHHBIX CPEJICTB.

HNmeer BO3MOXHOCTH  TIOJYYEHHS] JIOCTyla K  BCTPAaHBacMOMY
MPOrpaMMHOMY OOECMEYEeHHI0 alapaTHbIX M[IaTopM, CHUCTEMHOMY U

NpUKIAAHOMY  IIPOrpaMMHOMY O6CCH€‘I€HI/IIO, TCIICKOMMYHUKAITUOHHOMY

Pa3paboTunku nporpaMMHBIX,
MIPOrpPaMMHO-AMNIMAaPaTHBIX CPEJICTB
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YpoBeHb
BO3MOKHOCTel
HApyLUHTe el

Bo3moskHOCTH HapyIIHMTeel 0 peanu3aluy yrpo3 0e301acHOCTH
uHopMmanuu

Buabl HapymmTenei

00OpYIOBaHWIO W JPYrUM  MNPOTPaMMHO-ANMApaTHBIM  CPEACTBAM  JUIS
IIPOBECHUS UX aHAJIN3A.

Ob6nagaer 3HaHUSAMHU U IPAKTUUYECKUMH HaBbIKAMM MPOBEJECHMS aHAIHM3a
MIPOrpaMMHOTO KO/ JUIs OJTydyeHus: HHopMalnu 00 yI3BUMOCTSIX.

OO6nagaer BBHICOKMMH 3HAaHUSMU M TPAKTUYECKUMH HaBBIKAMH O
(YHKIIMOHUPOBAHUM CUCTEM U CETEH, OMEepalMOHHBIX CHUCTEM, a TAKKe MMEET
ri1y0OKO€ TIOHMMaHue 3alllUTHBIX MEXaHU3MOB, IPUMEHSIEMbIX B IIPOrPaMMHOM
o0ecreyeHnu, MPOrpaMMHO-aNMapaTHbIX CPEICTBAX.

HMmeer  BO3MOXXKHOCTb  pEalM30BbIBATH  Yrpo3bl  0€30IacHOCTH
MH(GOpPMALUK B COCTABE I'PYIIIBI JIHII.

Takum 00pa3oM, HapylmIMTENIH CO CPEIHHUMHM BO3MOMKHOCTSMH HMEIOT
BO3MOXHOCTb DPEAJIU30BBIBATh YIPO3bl, B TOM YHUCJIE HA BBIABICHHBIC HMU
HEU3BECTHbIE YSI3BUMOCTH, C UCIOJIb30BAHUEM CaMOCTOSITEIBHO pa3pabOTaHHbIX
JUIA 9TOTO MHCTPYMEHTOB. He MMerT BO3MOXXHOCTEH pealn3aly yrpo3 Ha

(I)I/ISI/I‘ISCKI/I HU30JIUMPOBAHHBIC CCTMCHTBI CUCTEM U ceTeit

H4

Hapymwurens,
oOnaaromuit
BBICOKUMU
BO3MOKHOCTSIMU

O6naz[aeT BCEMH  BO3MOXKHOCTIAMHU HaPYHJHTeHeﬁ CO CpCaHUMHU
BO3MOXHOCTAMH.

HMMeer BO3MOXKHOCTH MOJIy4deHusd OO0CTylnma K HUCXOJHOMY KOIAY

CrienanbHble CITyKObl HHOCTPaHHBIX
rocy1apcTB
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YpoBeHb
BO3MOKHOCTel
HApyLUHTe el

Bo3moskHOCTH HapyIIHMTeel 0 peanu3aluy yrpo3 0e301acHOCTH
uHopMmanuu

Buabl HapymmTenei

BCTPaWBaeMOr0  IMPOTPAaMMHOTO  OOECIeYeHHs  ammapaTHBIX  IIaTopM,
CHUCTEMHOT'O u MIPUKIIATHOTO IIPOrpaMMHOTO obecrnevyeHus,
TEJIEKOMMYHHUKAIIMOHHOTO 000pY/AI0BaHUSA U JAPYrUX MPOTrpaMMHO-alNapaTHbBIX
CPEICTB JJIsl IOJIyYEHHS CBEICHUN 00 yA3BUMOCTSIX «HYJIEBOTO JTHS.

Nmeer BO3MOXXHOCTH BHEAPEHUS MIPOTPaMMHBIX  (TpOTpaMMHO-
anmnapaTHBIX) 3aKIaJ0K WM YSI3BUMOCTEH Ha pa3IUYHBIX JTamax IOCTaBKU
MIPOrpaMMHOTO OOeCrieueHus WM TPOrPaAMMHO-allapaTHBIX CPEACTB.

HmMeet BO3MOKHOCTh CO3AaHMS METOJOB U CPENCTB peaN3alun yrpo3 ¢
MIPUBJICYEHUEM CIECLMAIM3UPOBAHHBIX HAYYHBIX OpPraHM3alil W peaau3aluu
yrpo3 ¢ NPUMEHEHHEM CHElHabHO pPa3pabOTaHHBIX CPEACTB, B TOM YHCIIE
obecreynBaroINX CKPbITHOE MPOHUKHOBEHUE.

HNmMeer BO3MOXHOCTb pEAJM30BBIBATH YIrpO3bl €  IPUBICYECHUEM
CHEIMAIMCTOB, MMEIOMUX 0a30BbIEe TOBBIIICHHBIE, CpPEIHUE U BBICOKUE
BO3MOKHOCTH.

HNmeer BO3MOXHOCTh CO3JaHUSI W IPUMEHEHHUS  CHELUalIbHBIX
TEXHUYECKUX CPEACTB s JAoObiBaHus wuHpopMmarmu (BO3ACWUCTBHUS Ha
MHOOpMALMIO WM TEXHUYECKUE CPEICTBA), PaclpOCTpaHsAIOLIeNcs B BUE

(bu3MYECKUX MO UITH SIBICHUH.
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Ne YpoBennb Bo3mokHOCTH HapylIHTe el 10 peaau3aluu yrpo3 6e30macHoCTH Buabl HapymmTenei
BO3MOKHOCTel uHopMmanuu
HApyLUHTe el
HNMeer BO3MOMKHOCTH JOJTOBPEMEHHO W HE3aMETHO ISl ONEPaTOpPOB
CHCTEM U CeTel pealn30BbIBaTh YIPO3bl 0€30M1acCHOCTH NH(OPMAIIUH.
OO6naaaer UCKIIOYUTENbHBIMU 3HAHUSMU U IPAKTUYECKUMHU HABBIKAMU O
(YHKIIMOHUPOBAaHUM CUCTEM M CETEH, ONEpalMOHHBIX CHCTEM, alnapaTHOM
ofOecrieyeHny, a TaKKe OCBEIOMJIEH O KOHKPETHBIX 3alUTHBIX MEXaHH3Max,
MPUMEHSEMBIX B IPOrPaMMHOM OO€CIEYeHHH, MPOrpaMMHO-alNapaTHbIX
CpEICTBaxX aTaKyeMbIX CUCTEM U CETEH.
Takum oOpa3oMm, HapylmIUTEIH C BBICOKMMU BO3MOKHOCTAMH HMEIOT
IIPAKTUYECKH HEOTPAHWYECHHBIE BO3MOXKHOCTH PEAIU30BBIBATh YrpO3bI, B TOM
4HCJIE C UCIOJIB30BAHNEM HEJIEKIApUPOBAHHBIX BO3MOKHOCTEH, IIPOrPaMMHBIX,
IIPOrpaMMHO-ANIAPATHBIX 3aKJIaJOK, BCTPOCHHBIX B KOMIIOHEHTBI CUCTEM U
ceTe
OmnpeneneHne akTyalbHbIX HAPYIIMTEIEH IPU pealn3aluu yrpo3 0e30macHOCTH MH(GOPMAIMK U COOTBETCTBYIOIINE UM BO3MOKHOCTH:
Tabauma 7
Ne Buasbl pucka (ymep6a) n Buabl akTyalbHOr0 HAPYILIUTEJIA Kareropus Yposennb
I/ | BO3MO’KHbIC HETATHBHbIE HAPYWINTENs | BO3MOKHOCTEH
MOCJIeICTBUS HAPYLIUTEs
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Ne Buasbl pucka (ymep6a) n Buabl akTyaibHOI0 HAPYLIHMTEJIs Kareropus YposeHsb
1/ | BO3MOKHbIEC HETATUBHbIE HAPYWIUTEJs | BO3MOKHOCTEH
NOCJIe/ICTBUS HAPYLIUTES
1 |Vl OtnenbHble Pu3MUecKue aua (Xakepsl) Bremnuit H1
HexoppekTHas padora ACY | ABTOpH30BaHHBIC T0JIb30BATENIN CHCTEM U CETei Buytpennuit HI
T beiBIIMEe paOOTHHUKH (TTOJTH30BATEITH) Buenrawmii H1
2 | V2 OtnenbHble hU3MUecKue auIa (XaKepsl) Bremnuit HI
[ToTeps TaHHBIX, JIuna, obecnieunBaromniye GyHKIMOHUPOBAHNE CUCTEM U CETEH WIIN Buyrpennuit HI
obpabateiBacMbIXx ACY TII | obecrieunBaroriye CUCTEMBbI OriepaTopa (aAMUHUCTPAIINS, OXPaHa, YOO PITHKH
U T.J.)
ABTOPHU30BaHHBIE TIOJIL30BATENIN CUCTEM U CETEI Buyrpennuit H1
briBIIMEe pabOTHUKH (TTOIH30BATEIN) Bremrauit H1
JIuna, npuBiIeKaeMble A1 YCTaHOBKH, HaJaJlK1, MOHTaXa, IyCKOHAIaJ04YHbIX | BHyTpeHHMit H2
Y MUHBIX BUJI0B paboT
3 | VY3 OtnenbHbIC PU3MUECKHE JTUIIA (XaKEPHI) Bremrauit H1
OcranoBka padotsl ACY TII | JIuna, obecrieunBaromue GyHKIIMOHUPOBAHUE CUCTEM U CETCH HIIN Buyrpennuii H1
o0ecrieunBaroIe CUCTEMBI OlepaTopa (aAMUHUCTPALIUs, OXpaHa, yOOPIIUKU
U T.J.)
ABTOPHU30BaHHBIE M0JIB30BATENIN CUCTEM U CETEU Buyrpennuit Hl
BriBIIME paboTHUKH (TIOJIH30BATEINN) Buemnuit H1
JIunia, mpuBiIeKaeMble sl YCTaHOBKH, HaJlaJIKi, MOHTaXa, MyCKOHAIaJ04YHbIX | BHyTpeHHMi H2
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Ne Buasbl pucka (ymep6a) n Buabl akTyaibHOI0 HAPYLIHMTEJIs Kareropus YposeHsb
1/ | BO3MOKHbIEC HETATUBHbIE HAPYWIUTEJs | BO3MOKHOCTEH
NOCJIe/ICTBUS HAPYLIUTES
Y UHBIX BUJIOB paboT
6. Cioco0bI peau3anynu (BOBHUKHOBEHHS) YIPo3 0e30nacHOCTH HHPOpMAIUT
Omnpenenenre akTyalbHBIX CIOCOOOB peau3alud yrpo3 0e30macHOCTH HMH(OpPMAlMM M COOTBETCTBYIOLIME UM BUIbl HapyLIUTENEH U HX
BO3MOYHOCTH:
Tabmuna 8
Ne Buna Hapymmureas Karteropust O0BeKT JocTtynHbie Cnoco0bI peanu3anuu
n/n HAPYLIMTEJsl | BO3AeHCTBUA HHTep(eiich
1 | OrnenbHble  (UBHUYECKHE  JIHIIA Buemnnit 1O ACY TII JlokanbpHasg HUcnonp3oBanue HEJIeKJIapUPOBAHHBIX
(xakepsr) (H1) BBIYMCITUTEIIbHAS BO3MOJKHOCTEH  NIPOrpaMMHOTO  OOecredeHUs
CeTh TEJIEeKOMMYHUKAIIMOHHOTO 000pyA0BaHUS

Buenpenue Bpenonocnoro 110

APM  omnepatopa
ACY TII

Hcnonb3oBanue HEICKJIapUPOBAHHBIX
BO3MOXXHOCTEHl ¥  OmHUOOK  KOH(pUrypanuu
CUCTEMBI pa3rpaHUYCHHUs JOCTYIIa

Komnpomeranus UACHTUDUKAITTOHHON u
ayTeHTU(UKATMOHHON nHpOopMauu
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Ne Bua Hapymmrens Kareropus O0bexT JocTrynHbie Cnoco0bl peaau3zanumn
n/n HApYLIMTENs | BO3AeHCTBUA HHTepdeichl
AnnapartHsie Cucrema koHtpois | McnonszoBanue HEJCKIapUPOBAHHBIX
cpenctea  ACY | u VIIPaBJICHHS | BOBMOXKHOCTEH ®  OMMOOK  KOH(UTYpaluu
TII JOCTYTIOM CUCTEMBI KOHTPOJISI U YIIPABJIEHUS JOCTYIIOM
Komnpomeranus ayTeHTHU(PHUKAITMOHHON
uH(popMaun
Kanasnsr JloxanpHas Hcnons3oBanue HEJIEKJIApUPOBAHHBIX
nepenavyu BBIYHCITUTENbHAS BO3MOXHOCTEl ~ MPOrpaMMHOr0  oOecreyeHus
JTAHHBIX CeTh TEJIEeKOMMYHUKAIIMOHHOTO 000py/I0BaHUS
Buenpenue Bpenonocunoro 110
2 | Jluna, obecrieunBaronue | Bayrpennuii | AnmaparHsie Hamuune nocryna | Hempennamepenssie, HEOCTOPOKHBIE 15810
¢dbyakuuonupoBanue ACY TII unun cpenctBa  ACY | Kk HIWKHEMY U | HeKBAM(DUIIMPOBAHHBIE JCHCTBUS
00CITY)KMBAIOIIINE TII CpeIHEMY YPOBHIO
HHGbPACTPYKTYDY Bl ACY TII VYMBIILIJICHHOE BBIBEACHHUE M3 CTPOSl JJIEMEHTOB
CHCTEMEI (a/MHHECTpAIHS, anmapardoro coctaBa ACY TII
oxpana, ybopuwku u T.1.) (H1) Kananel Hamnune nocrtyna | HenpennamepeHHsIe, HEOCTOPOKHbIE WIH
nepegadn K  HIDKHEMY U | HeKBalM(ULIUPOBaHHbIE IeHCTBUS
JAHHBIX CpEIHEMY YPOBHIO
ACY TII VYMBIIIJIEHHOE BBIBEACHHUE W3 CTPOsl KaHAJIOB
nepenaun qanubix ACY TII
3 | ABropusoBaHHble moib3oBaresnu | Bayrpennuit | I10 ACY TII Hamuune nocryna | Hempennamepenssie, HEOCTOPOKHBIE 15RI051

cuctem u ceteit (H1)

k [10 ACY TII

HEeKBaNMU(pUIIMpPOBaHHbIE JIeHCTBUA
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Ne Bua Hapymmrens Kareropus O0bexT JocTrynHbie Cnoco0bl peaau3zanumn
n/n HApYLIMTENs | BO3AeHCTBUA HHTepdeichl
VYmMbineHHoe BeiBesieHue u3 crpos 110 ACY TII
AnmnapartHsie Hamnune noctyna | Hempennamepenssle, HEOCTOPOKHbBIE WIH
cpeactBa  ACY | K HWXKHEMY U | HEKBaTM(UIMPOBAHHBIE IEHCTBUS
TIT CpEIHEMY YPOBHIO
ACY TII VYMBIIIJIEHHOE BBIBEJACHUE M3 CTPOSl AJIEMEHTOB
anmapatHoro coctaBa ACY TII
Kanasnsr Hamnume nocryna | Mcnons3oBanue HEJIEKJIIapUPOBAHHBIX
rnepenayu K JIOKQJIbHOM | BO3MOKHOCTE  MpoTrpaMMHOro  obecredeHus
JAHHBIX BBIYMCIUTENIHON | TEIEKOMMYHHUKAIIMOHHOTO 000pYy/10BaHUS
CeTH
Buenpenue Bpenonocnoro 110
4 | BeiBmme pabotHuku | Bremnwmit | 110 ACY TII JlokanbHas Ucnonb3oBanue HEJIeKJIapUPOBAHHBIX
(monp3oBatenm) (HI) BBIYMCITUTEIIbHAS BO3MOJKHOCTEH  NIPOrpaMMHOTO  OOecredeHUs
CeTh TEJIEKOMMYHHUKAILIMOHHOTO 000pY0BaHUS
APM  omnepatopa | Bueapenue Bpenonocnoro 110
ACY TII
AnmnapatHsle Cucrema xontpons | McnonszoBanue HEZIEKJIapUPOBAaHHBIX
cpeactBa  ACY | n YIpaBIEHUs | BOSMOKHOCTE M OIIMOOK  KOH(UIypaluuu
TII JOCTYIIOM CUCTEMBI KOHTPOJISI U YIIPABJICHUS JOCTYIIOM

Kommpomeranus ayTeHTU(UKAITMOHHON

uHpOpMaLUn

24




Ne Bua Hapymmrens Kareropus O0bexT JocTrynHbie Cnoco0bl peaau3zanumn
n/n HApYLIMTENs | BO3AeHCTBUA HHTepdeichl
Kanass! JloxanpHas Hcnone3oBanue HEJIEKJIADUPOBAHHBIX
nepenadn BBIYUCIIMTEIIbHAS BO3MOKHOCTEH  MPOTPaMMHOTO  OOecredeHust
JAHHBIX CeThb TEJIEKOMMYHUKAIIMOHHOTO 000py/0BaHUS
Buenpenune Bpenonoctnoro I10
5 | Jluna, [IPUBJIEKAEMBIE st | Bayrpennuii | AnnapartHsle Hamnume nocryna | Hempennamepenssie, HEOCTOPOKHBIE W
YCTaHOBKH, HaJaJKH, MOHTAXa, cpenctBa  ACY |k HIDKHEMY W | HeKBATM(DUIIMPOBAHHBIE JCHCTBUS
MyCKOHAJIAJI0YHBIX U MHBIX BUJOB TII CPEIHEMY YPOBHIO
MBIIIIJIEHH:
paboT (H2) ACY TII v JICHHOE BBIBEJICHUEC W3 CTPOS 3JIEMEHTOB
anmapatrdoro coctaBa ACY TII
Kanasnsi Hamuune nocryna | HempegnamepeHssie, HEOCTOPOKHBIE 15810
nepegadn K  HIKHEMY U | HeKBaIM(ULIUPOBAaHHbIE 1€HCTBUS
JAHHBIX CpeIHEMY YPOBHIO
ACY TII VMBIILIZICHHOE BBIBEICHUE W3 CTPOs KaHAJIOB
nepenaun qanubix ACY TII
1O ACY TII Hamuune nocryna | Hempegnamepennsie, HEOCTOPOKHBIE 15R10

k [10 ACY TII

HEKBaTM(UIIUPOBAHHBIC ICHCTBUS

Buenpenue Bpenonocuoro 110
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7. Onucanme yrpoz ACY TII

OneHka BO3MOKHOCTH peaju3allii M NMOAXO0/ K oNpeie/IeHHI0 aKTYaJIbHOCTH YIPo3
0e3onacuoctu unpopmanun B ACY TII.

Tabmuna 9

YPOBEHB 3aIUIIEHHOCTH Bricokuit Cpennuit Husknii

[Torenuman Hapymuresnst

ba3oBbIit (HU3KMIT) Huskas Cpennsis Bricokas
Cpennuit Cpennss Bricokas Belcokas
Bricoknii Bricokas Bricokas Bricokas

Tak kak ypoBeHb mpoekTHOM 3amumieHHocty ACY TII  oueHeH, Kak HU3KHHA, a
MOTEHIIMAN HapyIIUTENIsl Kak HHU3KUHA, TO BO3MOXXHOCTh pealii3allid Yrpo3 0e30MmacHOCTU
unpopmauuu B ACY TII npuHumaercsi, Kak BbICOKasl Ui BCEX Yrpo3, KOTOpPBIE XapaKTEpPHBI
st ACY TII ¢ yueTtom e€ CTpYKTYpHBIX 0COOEHHOCTEH M MPUMEHSIEMBIX TEXHOJIOTHIA.

Pemienne 00 akTyambHOCTH yrpo3bl Oe30macHOCTH HMH(OpMAIUA  Hapymaromen
LETOCTHOCTh WK JocTynHOCTh MHpopmaruu B ACY TII, npuHmMaercss B COOTBETCTBUH CO

CTPYKTYPHBIMH OCOOEHHOCTSMU, IPUMEHSIEMbIMH TEXHOJIOTHSIMH U 3HAUEHUSIMU U3 TaOu1b 4

Taomuia 10
Bo3MoxxHOCTB CreneHb BO3MOXKHOTO yIiiepoa
peam3anuu yrpo3bl Huzkas Cpennsis Bricokas
Huskas HeaxryanbHas HeakryanbHas AKTyanbHas
Cpenusis HeaxryanbHas AKTyanbHas AKTyanbHas
Bricokas AKTyasbHas AKTyanbHas AKTyanbHas

CreneHp BO3MOXHOTO yiiepOa omnpeneisieTcsi IKCIEPTHBIM METOJO0OM B COOTBETCTBUU C
Tabimuuen 11

Taomuma 11

Crenens ymepba | XapaKkTepuCTHKa CTENIEHH yiiepoa

Huzkas B pe3ynbraTe HapyleHus: 0OJHOro U3 CBOMCTB 0€301acHOCTH UH(OpMaIU
(IIeTTOCTHOCTH, JOCTYIHOCTH ) BO3MOKHBI HE3HAYUTEIbHBIC HETATUBHBIE
nocnenctsus. ACY TII mokeT BBINOIHATE CBOU (YHKIUH C
HeI0CTaTOYHOH 3(PPEeKTUBHOCTHIO WM BBINOJIHEHHE (YHKIUH BO3MOXKHO
TOJIBKO C IPUBJIEYEHUEM JOTIOJHUTEIBHBIX CUII U CPENICTB

Cpennss B pesynbraTe HapyleHus: 0JJTHOro U3 CBOMCTB 0€301MacHOCTH UH(OpMAIU
(I1IeTTOCTHOCTH, JOCTYIHOCTH ) BO3MOXKHBI YMEPEHHbIE HETaTUBHBIE
nocneactBus. ACY TII He MOTYT BBINOJHATH XOTS ObI YaCTh CBOUX

byHKIII

Bricokas B pesynbrate HapyleHus: OJHOrO U3 CBOMCTB 0€301MacHOCTH




nHpopManuu (IEeTOCTHOCTH, JOCTYITHOCTH) BO3MOKHBI CYIIIECTBEHHBIE
HEeraTUBHbIE TIOCIIEICTBHUS.
ACY TII He MOKET BBIIOJHSITH CBOU (DYHKIIUU

Pesynbrar  peanuzanuu Oe3omacHOCTH  MH(DOPMAIIUU

yrpo3sbl

KaXJ10¢€

onpenensercs

BO3JICHICTBUEM yrpo3bl Ha CBOICTBO 0e30macHOCTH UHPOpPMALIUU

(KOH(i)I/IIIeHHI/IaJII)HOCTB, OCJIOCTHOCTD, I[OCTYHHOCTI)) B OTACIBHOCTH B COOTBCTCTBHU C

tabmumeid 12. B maHHON MoAeNnM yrpo3 YYHTHIBAIOTCS TOJIBKO J[BA CBOMCTBA 0O€30MAaCHOCTH

nHpopmauuu  (JOCTYIMHOCTb, ILIEJIOCTHOCTb), TaK Kak TpeOoBaHHs MO 00eCHe4YeHUIo

KOH(l)I/II[GHIII/IaJ'IBHOCTI/I I/IH(i)OpMaHI/II/I HEC MMPEABABILCTCA BJIAACIBLIEM CUCTCMBI.

Tabmuma 12

CaoiicTBO 6e3omacHocTH | PedynpraT peanuszaiuu yrpo3sl 0€300aCHOCTH HHPOPMAIUH

nHpopMaruu Oka3bpIBaeT BO3/ICHCTBHUE He oka3spiBaeT BO3/IeCTBUS

[enocTHOCTH B pesynprare peanusanuu B pesynbraTe peanuzanuun
yrpo3bl 6€30MacHOCTH yrpo3bl 0€30MaCHOCTH
“H(POpPMAIIUHA BO3MOKHO nH(pOpMaIu OTCYTCTBYET
YHUYTOKCHUE HITH BO3MOKHOCTh YHHUTOKEHHS
MOIUPUIMPOBAHUE WM MOJAU(PHUIIMPOBAHUS
uHpopmarun uHpopmarun

JocTynmHOCTh B pesynbTaTe peanuzanuu B pesynaprare peanusanuu
yTpo3bl 0€30MaCHOCTH YTpoOsbl besomacHoCTH
MHDOPMAIIHH BO3MOKHO uHpopmarun OTCYTCTBYET
Ty S —pw——— BO3MOYHOCTh OJIOKMPOBaHUS

uHpopmarun

Onpenenenue yrpo3, xapakrepubix aiasa ACY TII

B xadecTBe moTeHIIMAILHO OMACHBIX YIpo3 6e3omacHoctu nHpopmaruu (YbU) ACY TII,
paccmarpuBanuck YBUW wu3 Oanka paHHbIX yrpo3 Oe3omacHoctH(http://bdu.fstec.ru/threat)
HapylIaIIue LEeTOCTHOCTh M jAocTynHocTh HMHpopmanuu B ACY TII u xapaktepHble s

BHCIIHHUX HaPYMHTeHCﬁ ¢ 0a30BBIM IIOTCHIIMAJIOM.

PesyabTaTrhl aHaJM3a NOTEHUHAJBHO peaJu3yeMbIX YIpo3 st  YPOBHSA
AUCHIeTYEePU3ANNHU

Pesynbrarhl aHanu3a MOTEHIUAIBHO PEAIM3YEMBIX YIPO3 Ul YPOBHS IUCIETYEPU3ALUU
ACY TII PesynpraThl aHanu3a MOTEHIMAIBHO pEAIN3YEMBIX YIpo3 [UId  ypPOBHS
aucnieTdyepuzanuu  (Bkimovaromero APM  omepatopoB, cepBepbl € OOIIECUCTEMHBIM U
npuknaaaeiM - [1O, TenekoMMyHMKalMOHHOE o0opyaoBaHue, KaHaibel cBsa3n) ACY TII

MpuBeACHbI B Tabnwuie 13.
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Taoauna 13

Kon Ha3Banue yrpo3sl | Bo3MOKHOCTH Yuuep6 ot CaoiicTBO AKTyaJbHbIC Cnoco6 Mpumeyanue
peanu3anuu peanusanuu | uHopmanuu, yYrpo3bl peaju3anuu
yrpo3bl yrpo3bl Hapyuiaemoe Yrpo3bl
npu
peanu3anum
yrpo3bl
YBUN.006 | Yrpo3a BHeApeHHS Bricokas Bricokwuit HemocTHOCT®B, AkTyanpHa HCJI ¢ Peanuzamueit
KOJIa WJIM TaHHBIX JOCTYITHOCTh MCIIOJIb30BAaHUEM | JAHHOW YIpO3bI
ysazumocten [10 | mpuBenér
HEKOPPEKTHOM
pabotre ACY TII
YBU.009 | Yrposza Bricokas Huzknii [lemocTHOCTS, AKTyanbHa HCJI ¢ VYrpo3sa He
BOCCTAHOBJICHUS JOCTYITHOCTh HCIIOJIb30BAHUEM | IPUBEAET
npeapIAyIen ysizBumoctei [10 | cymecTBeHHOTO
YSA3BUMOM BEpCHUU BimsiHUs HAa ACY
BIOS TII
YBU.012 | Yrposza Bricokas Cpenuuniit [lemocTHOCT®, AKTyanbHa VYrposa Peanuzanus
JNECTPYKTUBHOTO JOCTYITHOCTh o0ycroBieHa JTAHHOM yrpO3bl
W3MEHEHUs cnaboCTsIMH MEp | IPUBEAET K
KOoH(Urypauuu/cpeabt KOHTPOJIA HEKOPPEKTHOMN
OKPY)KEHUS IPOrpaMMm LIEJIOCTHOCTH pabore ACY TII
YBU.018 | Yrposa 3arpy3ku Beicokas Beoicoknit emocTHOCTSD, AxTyaslbHa HC/ c Peanuzanus
HEILITAaTHOM JIOCTYITHOCTh WCIIOJIb30BAHUEM | JAHHOUW YIpO3bI
OIEPALIMOHHOM ysizpumocrted 110, | mpuBen€r k
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CUCTEMBI a TaKxKe HEKOPPEKTHON
HeZoCTaTKaMu pabote ACY TII
opraHuzaiumn
pabot no OB B
ACY TII or HCJ],

YBN.020 | Vrpo3sa OtcyrcTBYyeT HeakryansHa Jlannast
3JI0yTIOTPEOJICHUST TEXHOJIOTHUS HE
BO3MOJKHOCTSIMH, MIPUMEHSETCS B
MPEI0CTaBICHHBIMU ACY TII
MOTpeoUuTeNsIM
00JIauHBIX yCIyT

YBUN.023 | Yrpo3a u3mMeHEeHHS Bricokas Cpennuit HemocTHOCT®B, AkTyanbHa HCJI ¢ Peanuzamms
KOMIIOHEHTOB JIOCTYITHOCTh WCIIOJIb30BaHUEM | JJAHHOM YrpO3bI HE
nH(OpPMaLIMOHHON YSI3BUMOCTEH, MPUBEAET K
(aBTOMAaTU3UPOBAHHO BBI3BAaHHBIMU CYILIECTBEHHBIM
i) cucTeMsl HEJOCTaTKaMu U3MEHEHUSM,

OpraHu3anuu OJJHAKO MOKET

pabotr mo OB B | mocayxuTh

ACY TII ot HC]] | ys13BUMOCTBIO JyIst
ApPYrux yrpos

YBU.030 | Yrposza Bricokas Cpenuuniit [lemocTHOCT®, AKTyanbHa HCJ c Peanuzanus
WCIIOJIb30BAHUS JOCTYITHOCTh WCIIOJIb30BAHUEM | YTPO3bI HE
uHdopmanuu YSI3BUMOCTEH, MIPUBEIET K
uaeHTUPUKAIIIH/ayTe BbI3BAaHHBIMU CYILIECTBEHHBIM
HTU(DUKALINY, HEJ0CTaTKaMu MU3MEHEHUSM,
3a/IaHHOU 10 OopraHu3anuu OJJHAKO MOKET
YMOTYaHUIO pabotr no OB B | mociyxuth

ACY TII or HCJ] | ys13BUMOCTBIO [UIs
APYTuX yrpos
YBN.034 | Vrposa Bricokas Bricokuii IlenocTHOCT®, AKTyanbHa HCJl c Peanuzanus
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HCI0JIb30BAHUS JOCTYITHOCTh MCIIOJIb30BAHUEM | JAHHOU yrpo3bl
crnabocTeit ySI3BUMOCTEH pUBEIET K
[IPOTOKOJIOB JIaHHBIX HEKOPPEKTHON
CETEBOTO/JIOKAIEHOTO IIPOTOKOJIOB pabote ACY TII
oOMeHa JaHHBIMU
YBU.041 | Yrposza OtcyrcTBYeT Heaxryanbna Hannas
MEKCauTOBOTO TEXHOJIOTHS HE
CKPUITHHIa IIpUMEHSIETCS B
ACY TII
YBU.045 | Yrpo3a HapyiieHus Bricokas Bricoknit [lenoctHOCTS, AkTyanbpHa HCJI ¢ Peanu3zanus
W30JISIIUH CPEIb JOCTYITHOCTh HCIIOJIb30BAHUEM | JAHHOU yIpo3bl
ncnionHenus BIOS ysazsumocten [10 | mpusenér K
HEKOPPEKTHOMN
pabotre ACY TII
YBU.049 | Yrpo3a HapyiieHus OtcyrcTBYET HeakryanbHa Jannas
LETTOCTHOCTH Kellla TEXHOJIOTUS HE
MIPUMEHSETCS B
ACY TII
YBU.051 | Yrposa OtcyrcTBYeT HeakryanbpHa Hannas
HEBO3MOKHOCTHU TEXHOJIOTUS HE
BOCCTAHOBJICHUS MIPUMEHSETCS B
ceccuu pabOThI HA ACY TII
I[I5BM npu BbIBOZIE
13 IPOMEXKYTOYHBIX
COCTOSIHUM MUTAHUS
YBN.052 | Yrposa OtcyrcTByer HeakryanbHa Hannas
HEBO3MOKHOCTHU TEXHOJIOTUS HE

Murpamuu oopas3on
BUPTYAJIbHBIX MaIlIuH
u3-3a

IIPUMEHSIETCA B
ACY TII
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HECOBMECCTUMOCTH
arrapaTHoro u

MIPOTPaMMHOTO
obecrieueHus
YBU.053 | Yrposza Bricokas Bricokuit emocTHOCT®, AKTyanpHO HCJ ¢ | Peanmuzanus
HEBO3MOXXHOCTHU JIOCTYITHOCTh HCIIOJIb30BAHUEM | JAHHOW MEpbI
yIpaBJeHUs TTpaBaMU YSI3BUMOCTEH, MPUBEIET K
nosb3oBareneit BIOS BBI3BaHHBIMU HEKOPPEKTHOMY
HeJoCTaTKaMu (G YHKIIMOHUPOBAHH
OpraHu3auu 0 ACY TII
pabotr mo OBU B
ACY TII or HCJ
YBU.054 | Yrpo3sa OtcyrcTBYeET HeakryansHa Jannas
HEJI00pOCOBECTHOTO TEXHOJIOTHUS HE
WCIIOJIHEHUS MIPUMEHSIETCS B
0053aTeNbCTB ACY TII
MOCTABIIUKAMHU
00JIaYHBIX yCITyT
YBU.055 | Yrposa OtcyrcTBYeET HeakryanbpHa Jannas
HE3aIUIIEHHOTO TEXHOJIOTHUS HE
aJIMUHHUCTPUPOBAHUS MIPUMEHSIETCS B
00JIaYHBIX yCIyT ACY TII
YBU.056 | Yrpo3sa OtcyrcTBYeT HeakryanbpHa Hannas
HEKa4YeCTBEHHOTO TEXHOJIOTHUS HE
nepeHoca MIPUMEHSIETCS B
UH(PACTPYKTYpPHI B ACY TII
007aKo
YBN.060 | Yrposa OtrcyrcTByer HeakryanbpHa JanHnas
HEKOHTPOJIMPYEMOTO TEXHOJIOTUS HE
YHUUYTOXKEHUS MIPUMEHSIETCS B
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uHpOpMaIUH ACY TII
XpaHWIUIIEM
OOJIBIIINX JIAHHBIX

YBU.065 | Yrpoza OtcyrcTBYyeT Heaxryanbna Hannas
HEOIpPeACIEHHOCTH B TEXHOJIOTHUS HE
pacrpeienieHun MIPUMECHSICTCS B
OTBETCTBEHHOCTH ACY TII
MEXy POJISIMU B
oOnake

YBU.066 | Yrposa OtcyrcTBYeET HeakryanbHa Jannas
HEOTIPEJIEIIEHHOCTH TEXHOJIOTHS HE
OTBETCTBEHHOCTH 3a MIPUMEHSICTCS B
obecrnieueHue ACY TII
6e3o0macHoCTH 061aKa

YBU.072 | Yrpo3sa Bricokas Bricoknii [lemocTHOCT®, AKTyanbHa HCI ¢ | Peanmuzyemas mepa
HECaHKIIMOHUPOBAHHO JOCTYITHOCTh UCIIOJIb30BAaHUEM | HE MPUBENET K
r'0 BBIKJIFOUEHUS WIIH yszBumocTten [10, | cyliecTBeHHbIM
00xo1a MexaHn3Ma BBI3BaHHBIX M3MEHEHUSIM,
3alUTHI OT 3aMKCH B HeJ0CTaTKaMu 0JIHaKO MOKET
BIOS opraHu3aIuu MTOCITYXUTh

pa6or OBU B | ySI3BUMOCTBIO IS
ACY TII or HCJI | apyrux yrpo3

YBU.078 | Yrpo3sa OtcyrcTBYeT HeakryanbpHa Hannas
HECaHKIMOHHUPOBAHHO TEXHOJIOTHUS HE
ro JOCTyIa K MPUMEHSIETCS B
3aIUIIaeMbIM ACY TII
BHUPTYaTbHBIM

MalIuHaM M3
BUPTYaJbHOU U (MJIN)
buznueckoil cetu
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YBU.079 | Yrposza OtcyrcTBYyeT Heaxryanbna Hannas
HECaHKI[MOHUPOBAHHO TEXHOJIOTHUS HE
ro JIOCTyIa K MIPUMEHSETCS B
3alIMIaEMbIM ACY TII
BUPTYaJIbHBIM
MaIllliHaM CO CTOPOHBI
JIPYTUX BUPTYaTbHBIX
MallliH
YBU.083 | Yrpoza Bricokas Bricokwuit [HemocTHOCT®B, AKkTyanbpHa HCJII ¢ Peanuzamms
HECaHKITMOHUPOBAHHO JIOCTYITHOCTh WCIIOJIb30BAHUEM | YTPO3bI MIPUBEIET K
ro JIOCTyIa K CUCTEME ySI3BUMOCTEN MOTEPSIM
1o 0ecIpoOBOTHBIM OecrpoBOTHBIX Iepe1aBacMbIX
KaHajJaM COETMHEHUH CUT'HAJIOB
YBU.084 | Yrpo3sa OtcyrcTBYeET HeakryansHa Jannas
HECaHKIIMOHUPOBAHHO TEXHOJIOTHUS He
ro JJOCTyIa K CUCTEME MIPUMEHSIETCS B
XpaHEHUS TaHHBIX W3 ACY TII
BUPTYAJIbHOU U (WJIH)
(bu3UYEeCcKOM ceTn
YBU.086 | Yrpo3sa Bricokas Cpenuuniit [lemocTHOCT®, AKTyanbHa Yrpoza HCJ c | Peanuzanus
HECaHKIIMOHHUPOBAHHO JOCTYITHOCTh HCIIOJIb30BAHUEM | YTPO3bI HE
ro U3MEHEHHUS ySI3BUMOCTEH, pUBEAET
ayTeHTU(UKAUOHHON BBI3BaHHBIX CYILIECTBEHHBIM
uHdopmanuu HeJ0CTaTKaMu MOCJICJICTBUSIM,
OpraHu3anuu OJIHAaKO
pabot mo OBU B | BoccTaHOBNIEHHE
ACY TII  or | ayreHTu(UKaMOH

HCJ, HCA ¢
UCTOJIb30BaHUEM
ysizsumocrent 110

HOM umHpOpMaLuu
MOJKET
noTpeboBaTh
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CYIIECTBEHHBIX

TpyAo3aTpar
YBN.089 | Yrposa Bricokas Beoicokuit HenoctHoCTb, AxTyaiipHa VYrpoza HCH c | Peanuzanus
HECaHKIMOHUPOBAHHO JOCTYITHOCTh BO3MOYHOCTBIO YIpo3bl IPUBEIET K
ro pelakTUPOBaHUS BHECEHUS B | HEKOPPEKTHOM
peectpa peectp OC pabotre OC
YBU.090 | Yrposza OrtcyrcTBYeT Heaxryanbna Hannas
HECaHKIMOHUPOBAHHO TEXHOJIOTUS HE
ro CO3/1aHHsI Y4ETHOU [IPUMEHSETCS B
3aIMCH NOJIb30BATEIS ACY TII
YBU.093 | Yrpo3za Bricokas Bricokuit HemocTHOCTS, AxTyanbHa Vrposza HC/ c | Peanuzanus
HECaHKIIMOHUPOBAHHO JOCTYITHOCTh HCIIOJIb30BAHUEM | JAHHOU yIpo3bl
ro yIpaBJICHUS ysazsumocten [10 | mpuBenér K
oydepom HEKOPPEKTHOM
pabore ACY TII
YBU.096 | Yrpo3sa OtcyrcTBYET HeakryanbHa Jannas
HECOTJIACOBAHHOCTH TEXHOJIOTHUS He
MOJIUTUK MIPUMEHSIETCS B
0€30MacHOCTH ACY TII
AJIEMEHTOB 00IauHOM
UHOPACTPYKTYPHI
YBU.100 | Yrpo3a o6xoxa Bricokas Bricokuii [lemocTHOCT®, AKTyasibHa Yrpoza HCJ c | Peanuzanus
HEKOPPEKTHO JOCTYITHOCTh UCIIOJIb30BAHUEM | JAHHOU yIpo3bl
HACTPOEHHBIX ySI3BUMOCTEH, pUBEAET K
MEXaHHU3MOB BBI3BaHHBIX HEKOPPEKTHOM
ayTeHTU(UKAIUU HeJgoCTaTKaMu pabore ACY TII
OpraHu3anuu
pabot mo OBU B
ACY TII ot HC]],
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YBU.105 | Yrpo3a oTkaza B OtcyrcTBYyeT Heaxryanbna JanHas yrpo3sl He
3arpy3Ke BXOJIHBIX MIPUMEHSACTCS B
JAHHBIX HEU3BECTHOTO ACY TII
dbopmara
XpaHWIUIIEM
OOJIBIITUX JTAHHBIX
YBUN.107 | Yrposa oTkiatoueHust | Boicokas Bricokuit [HemocTHOCTS, AxTyanbHa VYrpo3sa Peanuzanus
KOHTPOJIBHBIX JIOCTYITHOCTh 3aKJIIOYaeTCs B JTAHHOU yrpo3bl
JTATYNKOB BO3MOKHOCTH MPUBEIET K
obecrieyeHust HEUCIPAaBHOCTHU
HapyIIUTEIEM paboter ACY TII u
WH(POPMAITMOHHO | TIEPEXO Ha PyYHOE
W U30JISIUH YIIPABJICHUE JIO
CHUCTEMBI YCTpaHEHHUsI BCEX
0€301acHOCTH npooemM
MMyTEM
pephIBaHUS
KaHaja CBsI3U C
KOHTPOJIbHBIMU
JaTYNKAMHU
YBU.108 | Yrposa ommbku OtcyrcTBYeT HeakryanbpHa JlanHast yrpo3sl HE
0OHOBJICHUSA MIPUMEHSIETCS B
TUIIEPBU30pa ACY TII
YBU.113 | Yrpo3za nepesarpy3ku | Beicokas Bricokuit LenoctHOCTS, AKTyasnbpHa VYrpoza HCJH c | Peanuzauus
anmnapaTHbIX U JOCTYIHOCTh UCIIOJIb30BAaHUEM | JAHHOU YIpO3bl
MIPOrpaMMHO- ySI3BUMOCTEH pUBEAET K
anmnapaTHBIX CPEACTB BBI3BaHHBIX HEKOPPEKTHOM
BBIYUCIUTEIBHON coosamu u | pabote ACY TII
TEXHHUKH OTKa3aMu

MNporpaMMHBIX U
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anmnapaTHbIX

CPEJICTB
YBU.121 | Yrpoza noBpexaenus | Beicokas Bricokuit LenoctHOCTS, AKTyanbHa Bo3nukHoBenue | Peanusanus
CHUCTEMHOI'0 peecTpa JOCTYITHOCTh omunboK B pabore | JaHHOU yrpo3bl
OT/IEIbHBIX MOKET MPUBECTU K
IIPOLIECCOB  WJIM | HEKOPPEKTHOMN
Bcert OC pabore ACY TII
YBU.125 | VYrposza noakntoueHus: | OTCyTCTBYET Heaxryanbna Hannas
K OeCIpoBOIHOM CeTH TEXHOJIOTHUS HE
B 00X0]1 IpOLIEAYpPbI MIPUMEHSIETCS B
ayTeHTU(PUKAINH ACY TII
YBU.135 | Yrpo3a norepu u OtcyrcTBYeET HeakryansHa Jannas
YTCUKH JTAaHHBIX, TEXHOJIOTHUS HE
00pabaThIBa€MbIX B IIPUMEHSETCS B
oOmake ACY TII
YBU.136 | Yrposa notepu OtcyrcTBYET HeakryanbHa Jannas
uHdopmanuu TEXHOJIOTHUS He
BCJIE/ICTBHE MIPUMEHSIETCS B
HECOIJIACOBAHHOCTHU ACY TII
paboTHI y3JI0B
XpaHWINIIA OOIBIINX
JTAHHBIX
YBU.145 | Yrpo3a npomycka OtcyrcTBYeET HeakryanbpHa Hannas
MIPOBEPKHU TEXHOJOT U HE
L[ET0CTHOCTH MIPUMEHSIETCS B
MPOrpPaMMHOTO ACY TII
obecrnieueHus
YBU.152 | Yrpo3sa ynaneHus Beicokas Cpennnii emocTHOCTSD, AxTyanpHa VYrpoza HCJI c | Yrposa HE
ayTeHTU(UKAITMOHHOM JOCTYITHOCTh MCIIOJIb30BAHUEM | OKA3bIBAET
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uHpOpMaIUH ySI3BUMOCTEH, CYLIECTBEHHOTO
BbI3BAHHBIX BO3JICHCTBUS ~ Ha
HEJ0CTaTKaMu ACY TII
OpraHu3aluu
pabotr o OBU B
ACY TII or HCJ

YBU.157 | Yrpo3sa ¢usuueckoro | Boicokas Bricokuit [HemocTHOCTS, AxTyanbpHa VYrpo3sa VYrpo3sa MOXKET
BBIBEJICHUSI U3 CTPOSI JIOCTYITHOCTh 3aKJIIOYAeTCsl B | IPUBECTH K
CPEICTB XpaHEHHs, YMBILIUIEHHOM HEKOPPEKTHOMY
00paboTKU U (UITHN) BBIBEJICHUU u3 | pyHKIMOHUPOBAHU
BBO/Ia/BBIBOJIa/TIEpEIa CTpOst cpencts | 10 ACY TII
91 HHPOPMAIUH BBIYHMCITUTENLHOM

TEXHUKHU

YBU.158 | Yrpo3za Bricokas Bricokuit lemocTHOCTS, AxTyanbHa Vrpoza HC/ c | Peanuzanus
(dbopmatupoBaHus JOCTYITHOCTh UCIIOJIb30BAHUEM | JAHHOU yIpO3bl
HOCHUTEJEHN YSI3BUMOCTEH, NpUBEAET K
uHdopmanuu BBI3BaHHBIX HEKOPPEKTHOM

HEIOCTATKAMHU pabore ACY TII
OpraHu3anuu

pabotr o OBU B

ACY TII or HCJ]

YBU.162 | Yrpo3sa skcrutyatauuu | Beicokas Bricokuit [lemocTHOCT®, AKTyanbHa VYrpoza HCJ c | Peanuzanus
undpoBON MOIMUCH JOCTYITHOCTh UCIIOJIb30BAHUEM | JAHHOU yIpO3bl
MIPOrPaMMHOTO KO/1a ysizumocteit [10 | mpuBeaér K

HEKOPPEKTHOM
pabore ACY TII

YbUN.164 | Yrposa OtcyrcTByer HeakryanbHa Hannas
pacnpocTpaHeHus TEXHOJIOTUsl HE
COCTOSIHUS «OTKa3 B IIPUMEHSIETCS B
00CITy>)KUBaHUI» B ACY TII
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oOmayHOi
UHPPACTPYKTYpE

YBU.167 | Yrposa 3apakeHus OtcyrcTBYyeT Heaxryanbna Hannas
KOMIIbIOTEpA MpU TEXHOJIOTUsl HE
MIOCEILEHUU MIPUMEHSACTCS B
HeOaroHaagKHBIX ACY TII
CalTOB
YBU.172 | Yrpo3a OrtcyrcTBYeT Heaxryanbna Hannas
pacnpocTpaHeHus TEXHOJIOT U HE
«TIOYTOBBIX YEpPBEI» MIPUMEHSETCSI B
ACY TII
YBU.177 | Yrpo3sa OtcyrcTBYeET HeakryansHa Cucremoi
HEMOATBEP)KIEHHOTO JTUCTIeTYepU3auu
BBOJIa JAHHBIX ACY TII
OTIepaTOpOM B OCYIIIECTBIISETCS
CUCTEMY, CBSI3aHHYIO MpoOBEpKa
¢ 0€30aCHOCTBIO BBOJINMBIX
JTAaHHBIX, 4TO
UCKJIIOYaeT  BBOJ
HEKOPPEKTHBIX WU
HE
MOATBEPXKIEHHBIX
JTAHHBIX
YBU.178 | Yrpo3za Bricokas Bricokuit LenoctHOCTS, AKTyasnbpHa VYrpoza HCJH c | Peanuzauus
HECaHKIMOHUPOBAHHO JOCTYITHOCTh UCIIOJIb30BAaHUEM | JAHHOU YIpO3bl
r'0 HCIOJIb30BaAHUS ySI3BUMOCTEH MpUBEAET K
CUCTEMHBIX U CETEBBIX MEXKCETEBOTIO HEKOPPEKTHOM
YTHJIAT B3auMojieiicteust | padore ACY TII
YBUN.185 | Yrposa Beicokas Boicokuit emocTHOCTSD, AxTyanpHa Vrpoza HCJ c | Peanusanus
HECaHKIMOHNPOBAHHO JIOCTYITHOCTh VICIIOJIb30BAHUEM | JAHHOU YIpo3bl
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ro U3MEHEHUS ySI3BUMOCTEH, PUBEAET K
[1apaMeTpoB BBI3BAaHHBIX HEKOPPEKTHOM
HaCTPOMKHU CPE/ICTB HEJ0CTaTKaMu pabore ACY TII
3aIUTHl HHOOPMAITIH OpraHu3aluu
pabotr o OBU B
ACY TII or HCJ
YBUN.186 | Yrposa BHenpeHUs OtcyrcTBYyeT Heakryanbha [annast yrposza He
BpPEJAOHOCHOTO KOJa MIPUMEHSETCS B
yepes peknamy, ACY TII
CEpBHCHI U KOHTEHT
VYBU.191 | Yrpo3za  BHeapeHus | Beicokas Bricoknit [lenoctHOCTS, AkTtyanbpHa VYrpoza HCJ c¢ | Peanuzanus
BpPEJAOHOCHOTO KOJa B JOCTYITHOCTh HCIIOJIb30BAHUEM | JAHHOU yIpO3bl
TUCTPUOYTHUB ysazsumocten [10 | mpusenér K
IIPOrPaMMHOTI0 HEKOPPEKTHOMN
obecrieueHus pabore ACY TII
YBU.192 | ¥Yrpo3sa Bricokas Bricoknii [lemocTHOCT®, AKTyanbHa VYrpoza HCJ] c¢ | Peanuzanus
MCI0JIb30BAHUSA JOCTYITHOCTh UCIIOJIb30BAHUEM | JAHHOU yIpO3bl
YSA3BUMbBIX BEPCUH yszBumoctei [10 | mpuBenér K
MIPOrPaMMHOTO HEKOPPEKTHOM
obecrieueHus pabore ACY TII
YBbU.207 | Yrpo3sa Bricokas Bricokuii [lemocTHOCT®, AKTyanbHa Yrpoza HCJ c | Peanuzanus
HECaHKIMOHUPOBAHHO JOCTYITHOCTh UCIIOJIb30BAHUEM | JAHHOU yIpO3bl
ro J0cTyna K ysizBumoctei [10 | mpuBeaér K
napamerpam HEKOPPEKTHOM
HAaCTPOUKHU pabote ACY TII
0o0opynoBaHuUs 3a CUET
WCI0JIb30BAHUSA
«MacTep-KOJI0OB»
(MHXXEeHepHBIX
napoJiei)
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YBN.209

Yrpo3za
HGC&HKIII/IOHI/IPOBaHHO
ro JA0cTyna K
3aIUIIaeMOM IMaMITH
siIpa MpoLeccopa

Bricokas

Bricokuit

IlenocTHOCT®,
JIOCTYITHOCTh

AxryaiibHa

Vrpoza HCJ c
UCTIOJIb30BaHUEM
ysi3Bumocrteit 110

Peannzanus

JTAHHOU yIrpo3sl

pUBEAET
HEKOPPEKTHON
pabore ACY TII

K
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