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Tepmunwl u onpedenenusn

IIporpammuoe odecneuenne (ITO) - COBOKYMHOCTh ITPOrpaMM Ha HOCUTENSX JaHHBIX U
MIPOrPaMMHBIX JIOKYMEHTOB, MpEAHA3HAUYCHHAs IS OTIAAKH, (YHKIIMOHUPOBAHUS M TIPOBEPKU
paboTtocmocobnoctu I10.

ABTOMATH3MPOBAHHAS CHUCTEMa - CHCTEMa, COCTOsIIAas M3 IMEpCcoHajla M KOMILIEKCa
CPEICTB aBTOMATH3AIMK €ro JCATCIILHOCTH, PEaTU3yIomas WH(OOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX ()yHKITHIA

ABTOMATH3HMPOBAHHASI CHCTEMa YNpPaBJIeHUs TEXHOJOrH4ecKuM mpoueccom (ACY
TII) - aBTomMaTM3MpOBaHHAs cuUcTeMa, obecreunBaromias paboTy o0O0bBEKTa 3a CyeT
COOTBETCTBYIOIIETO BBHIOOpA  YIPABJSIOMIUX BO3JCHCTBUH HAa OCHOBE HCIOJB30BaHUS
00paboTaHHON MH(OPMAIIUU O COCTOSTHUN 0OBEKTA.

| kareropus TeXHHYECKOii CJI0KHOCTH CHCTEMBI - OJIHOYPOBHEBBIC
nH()OPMAMOHHBIE, YIPABIAIONINE, HHPOPMAITMOHHO-YIIPABIISIONIAE CHCTEMBI, OTIMYAIOIIHECS
TeM, 4To B kadecTBe KoMrnoHeHTOB KTC mns BeimosiHenus ¢yHkiuii cbopa, nepepaboTkH,
OTOOpakeHUSI W XpaHEHUS WH(GOPMAIMM W BBHIPAOOTKH KOMAaH YIPABJICHUS HCIIOIB3YIOTCS
M3MEpUTENbHbIE U PEeryJupylolue yCTPOWCTBA, AJIEKTPOMAarHUTHBIE, MOJYIMPOBOJHUKOBBIE U
Ipyrue KOMIIOHEHTbI, CUTHaJIbHAs apMarypa M T.M. NpUOOPHOTO WM alapaTHOTO THIIOB
HCIIOJIHEHUSI.

Il kaTeropusi TeEXHHYECKOI CJI0KHOCTH CUCTEMbI:

- OnHOYpOBHEBBIE MH(OPMAIIMOHHBIE, YIPABIAIONINE, HHPOPMALIMOHHO-YIPABIISIONINE
CUCTEMbI, OTJIMYAIOIIUecs TeM, 4To B kauecTBe KoMnoHeHToB KIITC nmst BeimosmHeHus GyHKIMIMA
coopa, mepepabOTKH, OTOOpakeHUs W XpaHEHUs HHPOpMalUM H BBIPAOOTKH KOMAaH]
yIpaBJICHUS MCIOJB3YIOTCS Mporpammupyembie joruyeckue kontposuiepsl (PLC), yctpoiicTBa
BHYTPUCUCTEMHOW  CBSI3M,  MHKpPOIIPOLIECCOpHBbIE  HHTepdelicel  omepatopa  (maHenu
0oTOOpa)keHU).

- OIHOYPOBHEBBIE CHCTEMBI C aBTOMATUYECKUM PEKMMOM KOCBEHHOTO WJIM MPSIMOTO
(memocpenctBeHHOro) 1MpoBoro (uudpo-aHaIOroBOro) YOpaBlIEHUS C HUCIHOJB30BaHUEM
00BEKTHO-OPHUEHTUPOBAHHBIX KOHTPOJUIEPOB C MPOrPaMMHUPOBAHUEM MTaPaMETPOB HACTPOEK, IS
(GYHKIIMOHUPOBAHUS KOTOPHIX HE TpebyeTcs pa3padbotku nmpoekTHoro MO u I10.

- Cuctembl U3MepeHus U (M) aBTOMAaTUYECKOTO PEryIUPOBAHUS XUMUYECKOTO COCTaBa
1 (PU3MYECKUX CBOMCTB BEIIECTBA.

- W3MeputenbHbie CUCTEMBI (M3MEpPUTENbHBIE KaHANbI), UIsI KOTOPBHIX HEOOXOAMMa IO
MIPOEKTY METPOJIOTUYECKAs aTTecTaius (KatuOpoBKa).

III kareropusi TEXHMYECKOM  CJOKHOCTHM CHCTeMbI -  MHOIOYPOBHEBBIE



pacripeniesieHHbIe HH(POPMALMOHHBIE, YIPABIISAIOMINE, HHPOPMALMOHHO -YIPABIISIIOIINE CHCTEMBI,
B KOoTOpbIXx coctaB U crpykrypa KIITC nokampHOrO ypOBHSI COOTBETCTBYIOT TPEeOOBaHHSIM,
YCTQHOBJIEHHBIM ISl OTHECEHMsI cUCTeMbl K |l-0if kareropum CioXHOCTH U B KOTOPBIX JIS
OpraHu3aIuy TOCIEIYIOIMNX YPOBHEH YIpaBlIeHHUs HUCIOJIBb3YIOTCs mpoieccoBbie (PCS) umm
onepatopckue (OS) cranmmu, peanu3zoBaHHBIC Ha 0a3e mpoOiieMHO-opueHTHpoBaHHOTO [10,
CBS3aHHbIE MEXAYy COOOM U C JIOKAaJIbHBIM YPOBHEM YIIPABJIECHHS MOCPEACTBOM JIOKAJIbHBIX
BBIYUCITUTEIIBHBIX CETEH.

O0bexkT MH(pOpMATH3ALMH - COBOKYTHOCTh MH(YOPMAIMOHHBIX PECYpPCOB, CPEACTB U
cucteM 00paboTKH MH(pOpPMalLMHU, UCTIOJIB3YEMbIX B COOTBETCTBUHU C 3a/IaHHOM TEXHOJIOTHEH, a
TaKK€ CpeACTB MX oOecnedyeHus, IOMEIICHUH Wi OObEKTOB (3aHMM, COOpYXKEHH,
TEXHUYECKUX CPEJICTBA), B KOTOPHIX 3TU CPEICTBA M CHUCTEMbI YCTAHOBJIEHBI, WM MOMEIIEHUN
00BEKTOB.

[porpammuoe o6ecnieuenue (I10) - cOBOKYTHOCTH MPOrpaMM Ha HOCUTENSIX JaHHBIX U
MPOTPAaMMHBIX JOKYMEHTOB, MIpEeIHA3HAYCHHAs IS OTJIAAKH, (DYHKIIMOHUPOBAHUS U TIPOBEPKHU
paborocmocobnoctu I10.

OO0miee mnporpaMmmHoe o0ecredeHHMe — 4YacTb NporpamMmHoro obecredeHuss AC,
Mpe/ICTaBIsIoNasl co00i COBOKYIMHOCTh IpOTpamM, pa3pabOTaHHBIX BHE CBSI3U C CO3JIaHUEM
naguon AC.

CrneunuajbHOe MPpOrpaMMHoe obecredeHre — 4acTh nmporpaMMHoro odecnedeHust AC,
MIpeICTaBJIsIoNIasi COO0M COBOKYITHOCTD MPOrpaMM, pa3paboTaHHBIX IpU co3aanuu ganHoi AC.

HNucrannsauus - mpoiecc YCTaHOBKM (IIEpeHOca) MPOrpaMMHOTO oOecrieueHus Ha
anmnapaTHbIe Cpe/ICTBA.

®yuknua - ¢yakuua [10, ucnonp3dyemas mjis JAOCTHKECHUS TPeOOBaHHMM K CHCTEME
BUJICOHAOMIONCHUS M HAlpaBiCHHAs Ha BBIIIOJHEHUE ONpeAeNEHHOM 3aJaydl  CHUCTEMbI
BUJICOHAOIOICHNS, OMHCAHHONW B MPOEKTHBIX pelleHusAX. B pacuérax yduTHIBAIOTCS TOJIHKO
(GyHKIMH, JOCTUTaeMble LEJCHANpPaBICHHBIM PYYHBIM BO3ICHCTBHEM B IPOLIECCE HACTPOUKH
I[IO cucrembl BHUACOHAOMIOACHUS, OMHUCAHHBIX B TMPOEKTHBIX permieHusX. @OyHKIUH,
peain30BaHHbIE aBTOMATUYECKH NPU HACTPOHKE CHUCTEMBI BHACOHAOIIOACHUS (B Tpoliecce
ycranoBkd 110 uiam mpucyTCTBYIOIIME IO YMOJIYaHHUIO) U HE TpeOyrolIne y4acTus HalaaquKa, B

paCIIéTBI HC BKIIIOYArOTCA.



Beeoenue

IIHP npoBomsaTcs B 1ensX IPOBEPKU COOTBETCTBUS OCHOBHBIX TEXHMYECKUX
XapaKTepUCTUK W (QYHKIHOHATBHBIX Bo3MOkHOCcTe ACY TII TpeboBaHUSM KOHKYpPCHOM
JOKYMEHTAIlMH M pabodeil TokymeHTanuu. [Iporpamma nmpou3BoICTBa yCKOHATIAJOYHBIX paboOT
IperHa3HayeHa s 0OOCHOBaHMSA  3aTpaT [0  MEPONPUATHUAM [0  PACHIMPEHHUIO
aBTOMAaTU3UPOBAHHOM CHCTEMBI B 3aluIIeHHOM ucrnojHeHuu (AC31) koprnopaTUBHOM cCHCTEMBbI
mucneryepckoro ympasienus (KCHAYB) MVII r. Hoocubupcka «"OPBOJOKAHAIJI»,
«MHorokBapTupHble MHOTOATaxHBIE JoMa Ne 1, 2 (o I'Tl) ¢ oObexkTamu 0OCTy>KUBaHUSI KUITIOU
3aCTPOMKM BO BCTPOCHHBIX IOMEHIEHUAX Mo yia. bponHas B KupoBckom paiionHe T.
HoBocubupckay.

[Ipou3BOCTBO  TMYyCKOHATAMOYHBIX  PabOT  OCYIIECTBISETCS B TOMEIICHUSX
CYIIECTBYIOIIMX HACOCHBIX cTaHUMH. B 30He mpousBojcTBa pabOT MMEIOTCS AeHCTBYyOLIee
TEXHOJIOTHYeCcKoe 000py/I0BaHNE U HHbBIE 3aTPOMOK/IAIOIINE TTIOMEIEHHS PEAMETHI.

Tepputoprn, Ha KOTOpBIX pa3mMmemaroTcs anmapathbie cpeactBa KHC  «bponnas»
SIBJIIIOTCSI. KOHTPOJIMPYeMbIMU 30HaMU. CTOpPOHHHME OpraHu3alliid Ha TEPPUTOPUM OOBEKTa He
pasMeniatorcs. [IpencraBureny CTOPOHHMX OpPraHU3alUi JOIYCKAIOTCS HA TEPPUTOPHIO TOJIBKO
II0 3apaHee BBIAAHHBIM IIPOIYCKaM € PErMCTPAlMel MOCEIEHUS B COOTBETCTBYIOIEM JKYPHAJIE.
JlocTynl B NMOMEIIEHUsA, B KOTOPBIX HAaxXOIATCS TEXHUYECKHE CPEICTBA, MMEIOT COTPYIHHKH,
oOCIIy)KMBaIOIIME CTAHLUIO, U COTPYJHMKM CTOPOHHUX OpraHu3aluel, IOIyIIEeHHbIE Ha
TEPPUTOPUIO OOBEKTA.

Ilyckonanano4ynble pabOThl NPOBOJATCS B IMOMELICHUSIX OOBEKTa IOBBILICHHON
OMACHOCTH, BHYTPEHHSS IPOBOJKA KOTOPOTO HAXOIUTCS MOJ BBICOKMM HaIlpsDKEHHEM, 0e3
OCTAHOBKHM pabouux mpoueccoB. IIpou3BoAcTBO paboOT OCyIIECTBISETCS B JeHCTBYOLICH
JJIEKTPOYCTAHOBKE, C YCTAaHOBJIEHHbIM B 30HE IIPOM3BOJACTBA paboT JeiCTBYIOIUM
00OpyZOBaHUEM, MPUCYTCTBUE KOTOPOrO MPHUBOIUT K OrPAaHUYEHHIO JEHCTBUH pabouyux B
COOTBETCTBUHU C TPeOOBAHUSAMM TEXHUKU 0e30macHOCTH. OT COTPYIHHKOB, OCYILECTBIISIOLINX
paloThI B IaHHBIX YCIIOBUSX, TPEOyeTCsl HapsI-I0IYCK, a TaKXke COONII0JIeHHE BceX TpeOOBaHUit
TE€XHUKU-0€30aCHOCTH.

IIpoexTupyemass cucrema IMpeaCTaBiIsIeT COOOH MHOTOYPOBHEBYIO paclpe/ielIeHHYIO
nH(bOpMaIMOHHO-yIIpaBisoNnyo cucremy IIl-elf kareropum cia0)XKHOCTH, B COCTaB KOTOPOH
BXO/ISIT OZJHOYPOBHEBBIE CUCTEMBI C aBTOMaTHYECKHM PEKUMOM HEMOCPEACTBEHHOTIO IIU(PPOBOrO
yIpaBJIeHUs]  C  MCIOJB30BAaHHMEM  OOBEKTHO-OPUEHTHPOBAHHBIX  KOHTPOJUIEPOB €
IIPOrpaMMUPOBAHUEM TMapaMETPOB HACTPOEK, [UId OpraHMU3alMHd IOCIEIYIOINX YpPOBHEN

yhpaBlieHUsl  Hcroyib3ytorcss  mponeccoBele  (PCS) wu  omeparopckue (OS)  cranuum,



peanu3oBaHHble Ha 0a3e mpobiemMHO-opueHTupoBaHHOTO [10, cBA3aHHBIE MEXIYy cO00i U C
JIOKaJIbHBIM YPOBHEM YIIPABJIEHMSI IOCPEICTBOM JIOKAIBbHBIX BHIYMCIUTEIIBHBIX CETEH.

[IpoexToM HpPUHSATO, YTO CEPBEPHOE U Mpoyee 000PYJOBAHUE MOCTABISAETCS MOTHOCTHIO
0e3 TpeayCTaHOBJICHHOTO 0a30BOTO W CIICIUAIBHOTO MpOTrpaMMHOT0 obOecriedeHus. OTIeIBHO
MIOCTABJISIEMOE IPOrPAMMHOE O0OECIEUeHHE IOJUIEKUT HMHCTAUIALMU U Halaake (HacTpoike
(byHKITHI).

Henb: BBIMOTHUTG  KOMILJIEKC MEPOINpPHUSATHH 1O  HAcTpoilke oOopynoBaHus u
IIPOTPaMMHBIX MOJTYJIEH.

3agaum: mpousBecT  (PYHKIMOHANBHYIO HACTPOWKY ©0a30BOTO0 W CHEIHUAIBHOTO
MIPOrpaMMHOTO OO€ecHedeHus, MPOrPaMMHYI0 PETYIUPOBKY TEXHMUECKHX CPEJICTB U IpOuue
paboThl, HeOOXOJUMBIE I BBIMOJIHEHMS 3a/1a4 CheMa U epeaadu HHPOopMaIiu.

CpeacrBa: TexHruueckue cpecTa (000pyaoBaHue, CPEACTBA BBIUNCIUTENLHON TEXHUKU
U KaHaJIbl CBs3U), 0a30Bo€ M CHEUAIbHOE IMPOrpaMMHOE OOecredeHne, TeXHUYeCcKast

JTOKyMeHTaIus (pPyKOBOJICTBA, MACIIOPTa, METOAUKHU U TIp.), pabovasi JOKYMEHTaIIHs.

Cnucok HOpMaAMUGHbBIX ﬂoxymeumoe

1. TOCT P 51558-2014 CpenctBa u cucTeMbl OXpaHHbIE TeleBU3HOHHBIC. Kiaccudukarus.
OO6mume Texuuueckue TpedoBaHus. MeTo bl UCTTBITAHUM.

2. ITYD 7. TlpaBuna ycrpoiictBa snekrpoyctaHoBok ['OCT P 51275-2006 «3ammura
nHpopMaIumy.

3. MHcTpykius o oxpane Tpyaa i mporpammucta [I9BM.

4. ucTpyKuus o oXpaHe Tpy/Ja Ajs BceX pabOTHUKOB OpraHU3aIiH.

5. MZIC 81-40.2006 «Yka3aHusi 110 IPUMEHEHHUIO (elepaTbHbIX SIUHUYHBIX PACIEHOK Ha
nyckoHananaounbeie padbotel (PEPm-2001)».

6. CHull 3.05.05-84  «Texnonormyeckoe o0oOOpyJOBaHME W  TEXHOJOTHYECKHE
TPYOOIIPOBOIBD.

7. CHull 3.05.07-85 «Cuctembl aBTOMAaTU3AII.

8. Tpynosoii konexc PO.

9. ®EPn yactu 2 «ABTOMaTU3UPOBAHHBIE CUCTEMBI YIIPABICHUS.



1. HMcxoaHble JaHHbIE

HcxonapiMu taHHBIMU JUIs cocTaBiieHus nporpamMmsl [THP gaBnsroTcs:

Texnuueckoe 3agaHMe Ha BBINOJHEHHE MPOEKTHBIX padoT MO  paclIupeHUro
aBTOMAaTU3MPOBAHHOM CHCTEMBI B 3allulleHHOM ucnojineHnu (AC3U) koprnopaTuBHON CUCTEMBI
mucneryepckoro ympasienus (KCAYB) MYVYII r. Hosocubupcka «I"OPBOJOKAHAIJI»,
«MHorokBapTupHble MHOTro3TaxkHbIe loma Ne 1, 2 (o I'Tl) ¢ oObekTamu 0OCITy)KUBAHUS KUIIOM
3aCTPOMKM BO BCTPOCHHBIX IIOMElIEHUAX Mo Yyia. bponnas B KupoBckom paiioHe T.
HoBocubupckay, pabouas JTIOKYMEHTAIUS: BKUNT.241388.KHC-bponnas-Ub,
BKUT.241388.KHC-bponnas-OC.ITHP.

2. HNucrpyknysa no vacragagsuuu 1O

Ucnonb3ys uHTEpdeic nuanoroBblX OKOH, HACTPauBaIOTCS HEOOXOoauMble (DYHKIUU
MIPOTPaMMHOTO 00€CTICUeHHS.

B cBsi3u ¢ TpeboBaHMSIMU 3aKa3yuKa MO 0O0eCTieYeHUI0 WH()POPMAITMOHHOW 0€30TaCHOCTH
oObekTa, mojakitoueHue K cetu MHrepHer uckmouaercs. B gaHHOM ciiyyae Bce HacTpoiikw,
BKJIIOYAsi HACTPOMKHU, CBSA3aHHBIE C JaTON U BpEMEHEM, IPOU3BOAATCS BPYUHYIO.

CBogHble TaOMUIBI C TEPEYHEM YCTAaHABIMBAEMOIO MPOrPAaMMHOIO 0OecredeHus,
(dbyHKIIMIA IO HacTpoiike ooOmiero u cneruansHoro 110, chopMupoBaHHBIE HA OCHOBAaHUH JaHHBIX

MPOEKTHOM TOKYMEHTALIUU, IPUBEIEHBI HUXKE.

3. Ilepeyenb (yHKIMI 00IIEro NPOrpaMMHOIO olecneyeHus, TpPeOyIoumumii
HACTPONKHU M OTJIAKHU

3.1 «MnorokBaptupHble MHOTOdTaXHBIe gomMa Ne 1, 2 (mo ITI) ¢ oOwbekramu
0OCITy’)KUBaHUS JKWIOW 3aCTPONKH BO BCTPOCHHBIX MOMENIEHHIX 10 YiI. bponHast B KupoBckom

parione r. HoBocubupckay.

HaumenoBanmne KoamnuecTBo KouIi1ecTBo
Ne i/m HaCTpanBaeMou 3amaua JJIs1 OJTHOTO . HUror
dynkuun yerpoiicrea | Y CTPOMCTE

1 3agaHue 4acoBOTO 1 1 1
mosica
3amanue cepBepa st | Hacrpoiika cpencts

2 CUHXPOHHU3AIUU MEXKCETEBOTO 1 1 1
BpEMEHU SKpaHUPOBAHUS, B
OyHKIUA KoJnuecTBe 1l

3 aBTOMAaTHYECKOM 1 1 1
CUHXPOHH3AIUH




BPEMEHU

Hacrpoiika popmara
BPCMCHHU U NATHI

Coznianue y4eTHbIX
3armcen
oJjp3oBareei MD

Hacrpoiika IP-
anpeca LAN-
uHTepdeiica

Hacrpoiika IP-
anpeca WAN-
uHTepdeiica

Hacrpoiika IP-
aapeca st GPRS
uHTepdeiica

Hacrpoiika noptos,
HEOOXOINUMBIX I
(dhopmHpoBaHUs
MIPaBUJI MEXKCETEBOTO
SKpaHUPOBAHUS

10

Hacrpoiika
MOJICEeTEH,
HEOOXOIUMBIX I
dhopmupoBaHUs
MPaBUII MEXKCETEBOTO
SKpaHUPOBAHUS

11

Hacrpoiika
pa3penanommux
MIPaBUJI MEXKCETEBOTO

9KpaHa Jjs nopra
WAN

12

Hactpoiika
JIOTUPOBAHUMN TTPABUJIT
MEKCETEBOI0 dKpaHa
1u1st mopra WAN

13

Hactpotika
pa3perarmux
MIPaBUJI MEXKCETEBOIO
JKpaHa Juis mopra
GPRS

14

Hacrpoiika
JIOTUPOBAHUHN TIPABUIT
MEXCETEeBOTO IKpaHa
quist nopra GPRS

15

Hacrpoiika
MaplIupyTa Juist
Iepeaadn JaHHbIX

16

Hacrpoiika
pasperaromux
IIPaBUII MEXKCETEBOIO
9KpaHa JuIsl TPYIIIbI

1 1
2 2
1 1
1 1
1 1
17 17
1 1
2 2
2 2
2 2
2 2
2 2
2 2




LAN

17

Hacrpoiika
JIOTUPOBAHUM IIPABUIL
MEXCETEBOI0 DKpaHa
quig rpynnsl LAN

18

Hacrpoitka VPN
IPSec nmoaxmroueHns

19

Hacrpoiika npasun
MEKCETEBOI0
SKpPAaHUPOBAHUS UL
VPN IPSec

10 IKJIFOUEHUS

20

Hacrpoiika
JIOTUPOBAHUH ITPABUII
MEKCETEBOI0 dKpaHa
g VPN IPSec

IO IKJTFOYEHU I

21

Hacrpoiika
MapILIPyTU3aLUU IS
VPN IPSec

MO AKJIIOUEHUS

22

Hacrpoiika
MIPOTOKOJIOB JOCTYIa
TUTsT PUBHYECKIX
nHTepdelicoB

12

UTOoro

63




